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Deep Learning-Based Intelligent Intrusion
Detection With Optimized Feature
Selection for IoT Network Security

Surendra Kumar , Avinash Kumar, Mridula Dwivedi, Mohit Kumar ,
Huaming Wu , Senior Member, IEEE, and Sukhpal Singh Gill

Abstract—Intrusion detection is crucial to network se-
curity, especially in Internet of Things (IoT) contexts with
rising cyberthreats. Traditional Intrusion Detection Sys-
tems (IDSs) can cause false alerts and are difficult to de-
tect new attack types. Metaheuristic optimization can en-
hance detection rate, model complexity, and feature se-
lection, but it lacks scalability and flexibility to changing
situations. Nature-inspired methods enable deep learning
models to focus on key features. Current existing meth-
ods face challenges in securing the network from several
attack types and adapting to evolving attack patterns ef-
fectively, identifying changing attack patterns in IoT net-
works with great accuracy. This paper presents a novel
IoT-aware intrusion detection framework that integrates the
Whale Optimization Algorithm (WOA), Dipper Throated Op-
timization (DTO), and Ant Lion Optimization (ALO) for opti-
mized feature selection, alongside Long Short-Term Mem-
ory and eXtreme Gradient Boosting for accurate anomaly
detection. The proposed method effectively balances explo-
ration and exploitation to select informative features, while
the learning models capture temporal and nonlinear pat-
terns in network traffic. Experimental results evaluated on
benchmark datasets, including NSL-KDD, KDDCup99, CI-
CDDoS2019, and NF-UNSW-NB15-v2, demonstrate that the
proposed framework achieves high detection performance
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with reduced false alarms. The proposed frameworkim-
proves computational efficiency and maintains strong de-
tection capability across multiple attack categories,making
it scalable and secure for real-time IoT intrusion detection.

Index Terms—IoT security, deep learning, metaheuristic
optimization, intrusion detection, cyber threats.

I. INTRODUCTION

ARTIFICIAL Intelligence (AI) is frequently used to secure
IoT networks against cyberattacks. Traditional Intrusion

Detection Systems (IDSs) can have difficulty handling complex
and developing threats, but machine and deep learning models
can detect unusual behaviors and novel forms of attacks [1]. As
Internet usage and connected devices proliferate, data privacy
and security concerns increase [2]. Virtualized cloud services
raise security and trust issues, increasing the issue. Intrusions
are becoming more frequent, putting individuals, companies,
and society at risk [3]. Firewalls, access controls, and other fun-
damental security measures will no longer detect advanced at-
tacks quickly. Thus, robust and intelligent defense measures are
necessary [4]. Modern IDSs detect suspicious activities quickly,
improving computer and network security [5]. These systems
enhance device availability by detecting and recognizing var-
ious harmful activities [6]. In general, IDSs are host-based,
network-based, or hybrid. Host-based IDSs evaluate system
logs and audit data related to a machine, while network-based
IDSs analyze network traffic for suspicious behavior [7]. Hybrid
IDSs, combining both views, are prevalent and offer enhanced
detection capabilities and system performance [8].

Various optimization methods represent a single optimiser,
which can constrain exploration versus exploitation when select-
ing informative characteristics from complex Internet of Things
(IoT) traffic data. Anomaly-based IDS can identify new attacks,
but false positive rates and high-dimensional network features
are weak. Various optimisation techniques are used for feature
selection, e.g., Ant Colony Optimisation (ACO), Grey Wolf
Optimisation (GWO), Whale Optimisation Algorithm (WOA),
Optimised Sine Swarm (OSS), Gradient Descent Spider Monkey
Optimisation (GDSMO), and Teaching-Learning-Based Opti-
misation (TLBO) [9]. This paper presents a Hybrid WOA-
DTO-ALO Feature Selection Framework to enhance Intrusion
Detection. Pre-Processing, Optimised Feature Selection,
Classifier Training, and Attack Decision comprise the IoT-aware
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Intrusion Detection Framework. The main contributions are
summarized as follows:

� We propose a hybrid Whale Optimization Algorithm
(WOA), Dipper Throated Optimization (DTO), and Ant
Lion Optimization (ALO) feature selection model that ef-
fectively reduces feature dimensionality while preserving
discriminative information, thereby improving intrusion
detection performance.

� We develop an intrusion detection framework by com-
bining Long Short-Term Memory (LSTM) and Extreme
Gradient Boosting (XGBoost), where LSTM captures se-
quential dependencies in traffic data, and XGBoost pro-
vides efficient and accurate classification. The resulting
framework achieves an inference time of 1.2 ms per
sample, making it suitable for real-time IoT intrusion
detection.

� We integrate optimizing feature selection and classifica-
tion, the proposed framework significantly reduces false
alarms and achieves a false positive rate (FPR) of 0.015,
which is 43% lower than that of competing methods.

� We conduct extensive experiments on four bench-
mark datasets, namely NSL-KDD, KDDCup99, CICD-
DoS2019, and NF-UNSW-NB15-v2, demonstrating the
effectiveness and robustness of the proposed frame-
work. The model achieves average detection accuracies
of 99.41%, 99.93%, 99.99%, and 99.15%, respectively,
while maintaining strong performance across various at-
tack types.

The rest of the paper is structured as follows: Section II
gives a review of related work. Section III details the pro-
posed methodology and describes the data sets used. Section IV
contains results from experiments conducted to evaluate our
method compared to currently existing methods, and Section V
concludes our paper.

II. RELATED WORK

The application of deep learning as a promising approach
for implementing Network IDSs is shown through research to
be practical at detecting sophisticated and changing attacks.
The LSTM Network Intrusion Detection System (NIDS) is
augmented through the optimization of hyper-parameters, using
Salp Swarm Algorithm (SSA), JAYA, and Particle Swarm Op-
timization (PSO), and exhibited its capability to detect multiple
classes of attacks: Probe, DoS (Denial of Service), DDoS (Dis-
tributed Denial of Service), and R2L (Remote to Local) when
evaluated on the dataset Canadian Institute for Cybersecurity
Intrusion Detection System (CICIDS), Botnet Internet of Things
(Bot-IoT), and Network Security Laboratory - Knowledge Dis-
covery in Databases (NSL-KDD) [10]. Similarly, a method
using a deep auto-encoder (NIDS) to identify malicious input
provided greater accuracy of detection and fewer false positives
for UNSW-NB15, NSL-KDD, and CICIDS2017 [11].

Metaheuristic optimization was used to choose features to
increase IDS detection. GWO and Particle Swarm Optimiza-
tion (PSO) were combined to reduce false alarms and improve
feature selection accuracy on UNSW-NB15 and NSL-KDD99

TABLE I
COMPARATIVE ANALYSIS WITH EXISTING WORKS

datasets [12]. Additionally, integrating WOA with DTO and
a voting classifier enhanced IDS performance by balancing
datasets using the Synthetic Minority Oversampling Technique
(SMOTE) and locality sensitive hash (LSH) techniques [13].
A Gradient Descent Spider Monkey Optimization (GDSMO)
approach can enhance Supervisory Control and Data Acquisition
(SCADA) security application classification performance by
optimising parameters from clustered datasets [14].

IDS and optimization have been tested on hybrid and
intelligent architectures. In data pre-processing, feature
selection, and time-based analysis, dynamic fuzzy logic sets
improve IDS. [15]. Federated Learning Recommender Hybrid
Intrusion Detection System (FRHIDS) can improve the security
of SDN-based IoT by identifying threats and securing cloud
communications between connected devices [16]. Optimal
Deep Learning-based Intrusion Detection for Next-Generation
Wireless Networks (ODLID-NGWN) uses LSTM-Gated Recur-
rent Units (GRU) to detect unauthorized access and malicious
actions [17]. Anomaly-based intrusion detection examined
residual autoencoder algorithms for better characterisation and
reconstruction of abnormalities in various network contexts [18].
In addition, GWO has been used to classify incoming traffic
and identify DDoS attacks within a wireless body sensor
network [19]. Multiple-layer defence strategies employing
deep reinforcement learning have also been examined to help
improve the resilience of IoT against DDoS attacks [20].

Recent methods have several limitations despite their
effectiveness. Many use only one optimization approach.
Many are meant to improve classifying accuracy without
considering feature selection quality, optimization/feature
selection efficiency, or false positive detection reduction. These
restrictions inspired the new framework, which employs several
metaheuristic optimization methods and deep learning and
machine learning classification algorithms to improve intrusion
detection. Table I presents a comparative analysis between the
proposed framework and existing state-of-the-art methods.

III. PROPOSED METHODOLOGY

The proposed model is developed to cope with the complexity
of modern IoT networks, in which large-scale, irregular, and
heterogeneous traffic flows considerably increase the risk of
cyber-attacks. Fig. 1 shows the proposed IoT-aware IDS frame-
work’s architectural design.

Authorized licensed use limited to: TIANJIN UNIVERSITY. Downloaded on July 17,2026 at 03:41:57 UTC from IEEE Xplore.  Restrictions apply. 



586 IEEE TRANSACTIONS ON INDUSTRIAL CYBER-PHYSICAL SYSTEMS, VOL. 4, 2026

Fig. 1. The proposed IoT-aware Network Intrusion Detection System.

The hybrid integration of WOA, DTO, and ALO uses the
effects to determine features. WOA’s spiral search algorithm
improves global exploration by finding candidate feature subsets
in higher-dimensional domains. ALO increases local exploita-
tion by using stochastic random walks, improving malicious
traffic pattern discrimination. DTO models the search process
as a cooperative dynamic, improving each search by updating
adaptive solutions and reducing premature convergence. The hy-
brid combination of these three approaches gives the suggested
IoT-aware IDS framework a better balance between exploration
and exploitation for intrusion-related features. The proposed
framework integrates data preparation, feature normalisation,
optimal feature selection, and classifier training in a pipeline.
Missing values are deleted and categorical attributes are encoded
during data preprocessing. Before feature filtering, processed
features are standardized to a uniform numerical scale. After
the hybrid WOA-DTO-ALO algorithm filters out feature sub-
sets without discriminatory power, the resultant feature subsets
are transferred to either the LSTM network or the XGBoost
classifier to analyze and capture their time dependencies and
non-linear characteristics for real-time intrusion detection. IoT
traffic attributes, such as protocol type, service type, and packet
size, are processed through these stages to distinguish mali-
cious behaviors from normal network activities. The overall
performance of the framework is evaluated using accuracy,
precision, recall, F1-score, MAE (Mean Absolute Error), RMSE
(Root Mean Square Error), and ROC-AUC (Receiver Operating
Characteristic - Area Under Curve) based analysis.

To further emphasize discriminative attributes for intrusion
detection, the feature selection objective is defined as

Φ(θ) =
1
N

N∑
i=1

‖θ � x̃i − µθ‖2
2 , (1)

where x̃i denotes the normalized feature vector of the i-th sam-
ple, θ is the feature selection or weighting vector, � represents
element-wise multiplication, and µθ denotes the mean vector of
the weighted features. The objective of this study is to maintain
informative variations of the features in the feature space being
evaluated so as to improve the overall sensitivity of an IDS to
anomalous traffic patterns.

The fitness function is intended to maximize optimization
stability by reducing the number of redundant mutations in
candidate feature representations during the search process. The
overall intrusion detection accuracy of the ensemble learning
stage in the next two steps (LSTM and XGBoost) reflects the
complex inter-class decision boundary between normal and in-
trusion traffic; no decrease in class discriminability is guaranteed
by the minimization goal.

To evaluate the characteristics of selected traffic features, we
created a fitness function. A smaller standard deviation means
that the features can better consistently distinguish between
attack traffic and normal traffic, resulting in more reliable de-
tection of anomalous traffic and lower false alerts. To identify
which subset of features most accurately characterizes intrusion
patterns, WOA was used. During the optimization process, the
control parameter was updated so that there was both global
exploration and local exploitation.

αt = 2− 2
t

T
, (2)

where t denotes the current iteration and T is the maximum
number of iterations.

Early WOA experiments examine DoS, Probe, and scanning
attack behaviors. The most discriminative attack indications
are refined throughout optimization. Whale to the best global
solution distance:

Dw =
∣∣Ct �X∗t −Xw,t

∣∣. (3)

where Ct denotes the coefficient vector controlling the search
behavior, Xw,t represents the position of the w-th whale at
iteration t, and X∗t is the current best solution. The degree
to which a candidate’s feature subset matches known adverse
behaviors. Large distances indicate underperforming subsets,
requiring correction. Update whale position:

Xw,t+1 = X∗t − αtDw. (4)

Each whale identifies variables significantly connected with
adverse traffic to determine the most intrusion-representative
solution. ALO focuses on the exploitation of attack-specific
patterns, such as packet intervals or abnormal traffic patterns.

R(t) =

∫ t

0
η dt, η ∼ N (0, σ2). (5)

The optimizer can examine multiple threat signatures by
simulating unpredictable attacker behavior like DDoS.

XA,t+1 =
R(t) +X∗t

2
. (6)

Exploration and advanced instruction help ALO distinguish
between typical traffic and malicious attacks like R2L or U2R
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(User to Root). DTO models coordinated attacks like distributed
probing and multi-stage exploitation. Typical position change:

βnd(t+ 1) = βbest(t)− γ1 |γ2βbest(t)− βnd(t)| . (7)

This resembles attackers consolidating on weak nodes. DTO
learns convergence patterns to improve attack detection feature
relevance. Performance update:

βs(t+ 1) = γ3βs(t) + γ4ρ1(βbest(t)− βnd(t))
+ γ5ρ1(βGbest − βnd(t)) (8)

The parameters γ1, γ2, γ3, γ4, and γ5 are control coefficients
governing the exploration and exploitation balance in the DTO
algorithm, while ρ1 is a uniformly distributed random variable
in [0,1]. βnd and βbest denote the current and best candidate
solutions, respectively, and βGbest represents the global best
solution. Υt indicates the DTO population at iteration t. The
equation shows dynamic attacker behavior using local exploits
(e.g., repetitive probing) and global methods (e.g., DDoS loca-
tions). Updated position:

βnd(t+ 1) = βnd(t) + βs(t+ 1). (9)

This guarantees that DTO adapts to capture micro- and macro-
attack behaviors. Population merge as:

Ψt = Ωt ∪ Λt ∪Υt. (10)

A dynamic search combines exploration (WOA), stochastic
attacker-like behavior (ALO), and coordinated attack modeling.
Ideal feature masking agents:

θ∗ = arg min
ψ∈Ψt

Φ(ψ). (11)

To reduce FPR and improve minority attack detection, the
optimizer chooses features that reliably differentiate malicious
patterns from benign traffic. Hidden LSTM dynamics:

ht = ot � tanh(Ct). (12)

Recurrent Neural Networks (RNNs) determine sequence mod-
elling; however, their potential to detect long-term dependencies
is constrained by the vanishing gradient issue [21]. For intrusion
detection, this study uses LSTM networks with long-range tem-
poral dependencies. Keras builds an LSTM model with Tensor-
Flow as the backend and three layers: input, hidden, and output.
The proposed LSTM model incorporates a dropout approach to
avoid overfitting and enhance generalisation [22]. A categorical
cross-entropy loss using the Adam optimiser is used during
training, and “fit()” sets the epochs and batch size. Sequential
LSTM models capture temporal attack patterns like progressive
scanning and low-rate DDoS better than static models. The
LSTM-based output model is represented as follows:

ŷLSTM = softmax(WhhT + bh), (13)

where hT denotes the hidden state at the final time step, and
Wh and bh are the trainable weight matrix and bias vector,
respectively.

Updating instance labels and weights during analysis im-
proves prediction accuracy. XGBoost, a gradient-boosting tech-
nique [23], integrates weak prior models into a strong model by

training the next weak model with the errors of the preceding
weak model and identifying wrong features until a specific
accuracy is achieved. Students can learn temporal patterns for
each class type to calculate class probabilities and detect attacks.

Ψ̂ =

L∑
�=1

f�(X
∗). (14)

In selected features like flag bit combinations or incursion
packet counts, XGBoost captures complex nonlinear relations.

ŷXGB = softmax(WxΨ̂ + bx). (15)

Real-time IDS environments can use XGBoost’s fast, accurate
classification. Classifier output combined:

ŷ = λŷLSTM + (1− λ)ŷXGB. (16)

Equal weighting was adopted for classifier fusion, where λ =
0.5 was assigned to both the LSTM and XGBoost components
during the final prediction stage.

LSTM and XGBoost’s outputC, whereC is the set of possible
output classes, is combined using the fusion weight parameter
λ, which ranges from [0,1]. Fusion can identify periodic events
like DDoS attacks and non-periodic events like U2R attacks
using the LSTM’s temporal awareness and XGBoost’s tabular
processing. According to the last attacking incident’s input class,
these attacks were identified:

ŷ = argmax
c∈C

ŷc. (17)

The system receives typical, known, and unknown attacks to
manage zero-day threats broadly. Improving discriminative fea-
tures, capturing damaging temporal patterns, and using high-
performance classifiers for IoT-scale systems would improve
IDSs in the hybrid model.

Since the dataset had many attributes, the highest-value ones
will be chosen to improve detection accuracy and reduce false
alerts. The model should be validated using data not included in
the development process, so two sets of data were created: one
for training and one for testing. The sklearn.model_selection
function train_test_split created both sets. 20 percent of the
original dataset was in the testing set and 80 percent in the
training set. Selecting a random seed for the divide is optional.
The generalizability of this model is assessed by this function.
The feature set with the lowest fitness function value is ideal.
Optimal feature selection set:

θ∗ = arg min
ψ∈Ψt

Φ(ψ). (18)

During the preprocessing stage, feature-wise standardization
is applied to all attributes that represent heterogeneous types of
traffic as well as to avoid the situation where higher magnitude
features dominate the lower magnitude features. For a given
dataset consisting ofN samples with d features, the normalized
value of the jth feature of the ith sample will be computed as:

x̃i,j =
xi,j − μj

σj
, (19)
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Algorithm 1: Hybrid WOA–DTO–ALO.
1: function Preprocess_DataΔ
2: Remove missing values from Δ
3: Encode categorical attributes using label encoding
4: Extract features X and labels γ
5: X← X−μ(X)

σ(X)

6: return X, γ
7: end function
8: function Fitness_Functionθ,X
9: µ = 1

n

∑n
i=1 xi � θ

10: Φ(θ) = 1
n

∑n
i=1(θi − μi)2

11: return Φ(θ)
12: end function
13: function Initialize_Populationν, δ
14: Ω,Θ,ΛA ∼ U(ςmin, ςmax)

ν×δ

15: return Ω,Θ,ΛA
16: end function
17: function Hybrid_OptimizationΔ, τ, ν, δ
18: (X, γ)← Preprocess_Data(Δ)
19: (Ω,Θ,ΛA)← Initialize_Population(ν, δ)
20: Evaluate fitness and determine ω∗, λ∗

21: fort = 1 to τ do
22: αt = 2− 2t

τ
23: for each whale ωj ∈ Ω do
24: ωj ← ω∗ − αt|Cjω

∗ − ωj |
25: end for
26: for each DTO candidate θj ∈ Θ do
27: θj(t+ 1)← θj(t) + β(ω∗ − θj(t))
28: end for
29: for each ant αj ∈ ΛA do
30: αj(t+ 1)← αj(t)+ηλ∗

2
31: end for
32: Clip all candidate solutions within [ςmin, ςmax]
33: Update fitness values and best solutions
34: Ψ← Ω ∪Θ ∪ ΛA
35: end for
36: return ω∗, λ∗

37: end function

where μj and σj represent the mean and standard deviation of
the jth feature respectively and are defined as:

μj =
1
N

N∑
i=1

xi,j , σj =

√
1
N

∑N

i=1
(xi,j − μj)2. (20)

This normalization provides scale invariance for all features,
enhances numerical stability and increases the ability of the
model to identify small differences in normal traffic as opposed
to malicious traffic.

IV. PERFORMANCE EVALUATION

A. Experimental Setup

The experiments were implemented in Python and conducted
in the Google Colab environment with GPU acceleration (Tesla
T4/P100). The proposed models were developed using Keras
2.13.1. Network traffic data were processed using 5-s sliding
windows, and 50 iterations were performed for each window
to support feature selection and model training. The proposed
framework was evaluated on four benchmark intrusion de-
tection datasets under different attack categories and traffic
conditions: NSL-KDD Train1 (125,974 flows), KDDCup992

(494,021 flows), CICDDoS20193 (431,372 flows), and NF-
UNSW-NB15-v24 (1,048,576 flows). NSL-KDD is an improved
version of KDDCup99 and contains 42 features for labeling
network connections as normal or as attack classes such as
U2R, DoS, Probe, and R2L. KDDCup99, derived from the
DARPA 1998 evaluation, is one of the earliest benchmark
datasets for intrusion detection. CICDDoS2019 has real traffic
from modern DDoS attack types and over 80 flow features to
evaluate detection performance against volumetric, protocol-
based, and application-layer attacks. NF-UNSW-NB15-v2 is
a NetFlow-based version of UNSW-NB15 with 45 features
covering both normal traffic and multiple attack categories, pro-
viding a realistic benchmark for large-scale network intrusion
detection. Using the train_test_split function in the
sklearn.model_selection library, the feature subsets
were split into training and testing sets, with 80% of samples
utilised for training and 20% for testing. Each experiment used
the same preprocessing pipeline and data split strategy to in-
crease consistency and fairness. A fixed random seed was used
for all training and evaluation. To reduce implementation bias in
results, all hyperparameters were kept constant across datasets
unless otherwise stated.

Before model training and evaluation, each benchmark dataset
was first split into training and test sets at an 80%-20% ratio using
stratified sampling to preserve the class distribution. To prevent
data leakage, the sliding-window-based preprocessing was then
performed independently on the training and test sets, ensuring
that no traffic segments overlapped across the two partitions.
The LSTM model consists of two stacked LSTM layers, each
with 50 hidden units, followed by dropout layers with a dropout
rate of 0.2 to mitigate overfitting. The model was trained for 10
epochs using the Adam optimizer with a batch size of 32. For
the XGBoost classifier, multiclass log loss (mlogloss) was used
as the evaluation metric, while the remaining hyperparameters
were kept at their default settings.

B. Performance Evaluation

The proposed IDS will be compared with existing approaches
using classification measures like Precision, Recall, F1-score,

1https://www.kaggle.com/datasets/kiranmahesh/nslkdd
2https://www.kaggle.com/datasets/venkatakanumuru/kddcup99csv
3https://www.unb.ca/cic/datasets/ddos-2019.html
4https://www.kaggle.com/datasets/sankurisrinath/nf-unsw-nb15-v2csv
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Fig. 2. ROC Comparison on various datasets.

TABLE II
TRAINING, TESTING LOSS AND COMPUTATIONAL ANALYSIS

MSE, MAE, RMSE, and Accuracy. These measures evalu-
ate detection efficacy from several perspectives, with accuracy
reducing false alarms and recall identifying real intrusion oc-
currences. The F1 Score balances precision and recall, making
it optimal for ’imbalanced’ attack data. Accuracy evaluates the
overall correctness of classification, whereas MAE and RMSE
quantify prediction errors and provide additional insight into
model robustness. Together, these metrics enable a systematic
evaluation of the proposed framework in terms of accuracy,
reliability, and robustness for IoT intrusion detection.

C. Results & Discussion

The presented framework was evaluated on benchmark real-
world datasets like NSL-KDD, CICDDoS2019, NF-UNSW-
NB15-v2, and KDDCup99. The integration of LSTM and
XGBoost enhances feature classification performance for in-
trusion detection in IoT networks. The proposed framework
outperforms in evaluation and minimizes the training and testing
loss metrics in all four real-world datasets shows in Table II. The
proposed framework shows the optimal training loss of 0.0048
and a testing loss of 0.0061 on the NSL-KDD dataset. The
loss values evaluated on the CICDDoS2019 dataset are 0.0015
during training and 0.0027 during testing, showing minimum
overfitting. The computational analysis of the proposed model
shows the optimal integration to maintain the balance between
feature selection and model training in Table II. The proposed
method effectively detects relevant features before training on
the NSL-KDD dataset. Feature selection requires 12.4 seconds,
whereas model training necessitates 85.2 seconds to detect the
intrusions in the IoT network. The evaluation done on the
NF-UNSW-NB15-v2 dataset takes 97.2 s for training and 16.3 s
for feature selection, showing the complexity of the dataset. The
proposed framework demonstrates effective detection accuracy
across various attack patterns in network traffic. The proposed
model shows intrusion detection rates of 99.85% on NSL-KDD,

Fig. 3. Performance analysis on various datasets.

99.92% on KDDCup99, and 99.99% on CICDDoS2019 for
DDoS attacks. The proposed framework provides an optimal
accuracy of 98.97% on NSL-KDD and 99.21% on KDDCup99,
for the U2R attacks. As shown in Fig. 2, the proposed frame-
work exhibits superior ROC characteristics, achieving high true
positive rates while maintaining low false positive rates across
all benchmark datasets. The performance analysis is shown in
Fig 3. Furthermore, Fig. 4 provides a heatmap-based compara-
tive analysis, demonstrating consistent performance gains of the
proposed method over existing approaches. The experimental
results show that the proposed framework effectively detects
sequential attack patterns and improves feature selection, mak-
ing it highly useful for IoT-based network intrusion detection
shows in Table IV.
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TABLE III
PERFORMANCE COMPARISON OF PROPOSED WORK WITH BASELINES

Fig. 4. Heatmap comparison on various datasets.

TABLE IV
DETECTION PERFORMANCE ACROSS ATTACK TYPES (MEAN ± STD. DEV.)

Table III presents a comparative analysis between the
proposed method and several state-of-the-art approaches,
including Artificial Neural Network (ANN) [24], Recurrent

Neural Network (RNN) [25], Deep Neural Network (DNN) [26],
Crow Search Algorithm-based Support Vector Machine
(SVM-CSA) [27], and a hybrid method that integrates Grey Wolf
Optimization (GWO), Lion Optimization Algorithm (LOA), and
Random Forest for feature selection (GWO-LOA-RF) [28]. The
performance of these methods is evaluated using Precision,
Recall, F1-score, MSE, MAE, RMSE, and Accuracy. ANN
models have predefined feature representations and may struggle
with high-dimensional IoT traffic data, reducing detection accu-
racy. RNN model sequential dependencies, however, vanishing
gradients make it challenging to simulate complicated feature
interactions in huge data sets. The scalability and performance
of Support Vector Machine (SVM)-based algorithms in hetero-
geneous IoT environments depend on feature dimensionality
and kernel function selection. The datasets used for testing
the proposed approach are the NSL-KDD, KDDCup99, CI-
CDDoS2019, and NF-UNSW-NB15-v2 benchmark datasets for
evaluating the proposed method. The datasets considered in this
study mainly represent benchmark network intrusion detection
scenarios. Evaluation of the proposed framework under Indus-
trial IoT communication environments and industrial protocol-
specific traffic conditions remains an important direction for
future investigation.

V. CONCLUSION

This study provides a hybrid IoT-Based intrusion detection
framework that integrates WOA, DTO, and ALO for feature
selection, and uses LSTM and XGBoost for anomaly detection.
The proposed framework improves intrusion detection capabili-
ties in IoT systems by utilizing multi-strategy feature optimiza-
tion, temporal modeling, and effective classification. Experi-
mental results on NSL-KDD, KDDCup99, CICDDoS2019, and
NF-UNSW-NB15-v2 verified the effectiveness of the proposed
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method. The framework achieved high detection accuracies of
99.41% on NSL-KDD, 99.93% on KDDCup99, 99.96% on
UNSW-NB15, and 99.99% on CICDDoS2019 datasets and low
false-positive rates across multiple attack categories while main-
taining computational efficiency through feature dimensionality
reduction. These results demonstrate that the proposed frame-
work provides a reliable and practical solution for real-time IoT
intrusion detection.

Future work will focus on improving model interpretability,
reducing computational overhead, extending the framework to
adaptive zero-day attack detection and explainable intrusion
analysis, evaluating the framework under real-time IoT and edge
deployment environments, and improving the computational
efficiency for massive network traffic analysis.
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