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Introduction
In recent years, we are witnessing a rapid advance in the Internet 
of Vehicles (IoV) such as the world’s first 5G-capable electric car 
unveiled in China [1]. Familiar scenes in science fiction movies 
are being reproduced in reality including environmental sens-
ing, autonomous driving, and man-machine interaction. Such 
advances benefit from not only the integration of internal vehicle 
networks, inter-vehicle networks and mobile Internet, but also 
the rapid development of deep learning, natural language under-
standing, and text-to-speech technologies. The social interactions 
on the road are also undergoing major changes. For instance, 
smartphone-centric interaction is being replaced by smart vehi-
cle-centric interaction when people are traveling on the road. 
Against this backdrop, it seems hardly surprising that there is a 
startling rise in vehicular applications and services.

Apart from basic service provisioning including safety guar-
antee and infotainment service, smart vehicles can further 
fulfill multiple roles depending upon different IoV application 
paradigms. For instance, in information-centric IoV networks 
(In-IoV), vehicles disseminate various real-time information and 
share intriguing multimedia content among themselves using 
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) 
communication technologies. In task-oriented IoV networks 
(Ta-IoV), typically exemplified by Vehicular Edge Computing 
(VEC) and Vehicular Fog Computing (VFC), smart vehicles can 
act as both task initiators and task performers.

Among all the have-to-be-addressed issues, trustworthiness 
may be the most urgent one in either In-IoV or Ta-IoV [2, 3]. 
Various V2V wireless links are established among unacquaint-
ed or unauthorized vehicles for data transmission, information 
forwarding, and content sharing. In In-IoV, malicious vehicles 
could send bogus messages to uninterruptedly undermine the 
trustiness of vehicles towards each other. In Ta-IoV, malicious 
vehicles as task performers can send forged feedback to ser-
vice/application requestors, which can tremendously damage 
VEC or VFC networks. Many reputation-based coping strate-
gies are used for trustiness-related issues in In-IoV. These works 
have a wide consensus on trust crisis alleviation when reputa-
tion-based strategies are applied.

However, there are no off-the-shelf solutions to the trusti-
ness-related issues in Ta-IoV, which is worthy of further inves-

tigation in our view, since it is significant but challenging to 
prevent some selfish vehicles from delivering low-quality ser-
vices in Ta-IoV [4]. Given the multiple roles undertaken by 
vehicles in IoV networks, we make our efforts to design repu-
tation-based mechanisms for both In-IoV and Ta-IoV which are 
hereafter referred to as a hybrid IoV network (Hy-IoV) in this 
article. The major contributions are threefold, given below:
•	 We provide an architectural overview of reputation-based 

mechanisms in Hy-IoV, where two kinds of Ta-IoV scenari-
os are given and the roles undertaken by vehicles are also 
explained in detail.

•	 We focus on the lightweight reputation design, i.e., real-time 
reputation update and global synchronization, to cater to the 
features of Hy-IoV.

•	 We highlight the opportunities and challenges in Hy-IoV, in 
the hope to shed a light on the future research directions in 
this topic.
The remainder of this article is organized as follows. We 

review the state-of-the-art works that apply the reputation mech-
anism to various IoV application scenarios. Then, we present 
a reputation mechanism in a hybrid IoV network and the light-
weight reputation design. We also discuss malicious vehicle iden-
tification, and some challenges and open issues in this topic.

Related Work
Recently, plenty of studies pay attention to the security-related 
issues in IoV [2, 3, 5], in terms of vehicular communications 
and task offloading. Some apply blockchain technologies to IoV 
such as [6, 7], while some apply reputation-based technologies 
such as [8, 9].

For instance, Tian et al. [10] proposed a reputation frame-
work for detecting malicious behaviors such as denial of traffic 
service in IoV. Road Side Unit (RSU) is responsible for event 
verification during interactions with vehicles. They introduce 
market trading-related theories to control the dissemination of 
false messages from malicious vehicles. Liu et al. [11] propose 
a reputation system, that enables vehicles and RSU to calculate 
reputation separately. Thus, both vehicles and RSUs can super-
vise each other. Furthermore, a reliability evaluation module is 
proposed to identify unreliable results and records.

In the past few years, driving violations are becoming 
increasingly prevalent among developing countries, which 
incurs numerous traffic jams and accidents. In view of this, Jab-
barpour et al. [12] combined blockchain technology with VEC 
to create a new concept named self-fining vehicle. This kind of 
vehicle is capable of recording driving violations, issuing tickets, 
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and paying fi nes in a distributed way. Various emergent tech-
nologies, such as encryption, authentication, and blockchain, 
are applied to the architecture for security-related issues, thus 
improving the quality of experience.

Instinctively, the message from an untrusted environment 
cannot be fully reliable. Besides, effi  cient reward measures are 
needed to encourage the honest message generator. Against 
this backdrop, to motivate vehicles as honest message gener-
ators, Vishwakarma et al. [13] put forward an incentive strate-
gy named SmartCoin using consortium blockchain, aiming to 
achieve multiple goals such as transportation improvement and 
traffic jam reduction [14]. Ying et al. [15] designed a leader 
election approach for Opportunistic Autonomous Vehicle Pla-
toon (OAVP) based on reputation, and it consists of a leader 
election and incentive mechanism. This approach is used for 
solving trustiness-related issues in OAVP.

reputatIon mechanIsm In hybrId Iov netWork
We give a brief introduction of the two IoV application para-
digms in what follows. Then, we present a lightweight reputa-
tion model for Hy-IoV that especially considers how to prevent 
vehicles from delivering poor-quality computing services.

InformatIon-centrIc Iov applIcatIon paradIgm
In the In-IoV application paradigm, vehicles can not only con-
nect to Internet, but also interact with each other. With the aid 
of Vehicular Ad hoc Network (VANET), internet-enabled vehi-
cles can serve multiple purposes, including real-time informa-
tion (e.g., warning signals) dissemination and content-centric 
infotainment sharing. Malicious vehicles probably seek sabotage 
when they are engaged in these behaviors. The damage activities 
include privacy infringement, content forgery, data revelation, 
etc. Against this backdrop, it is of paramount importance for IoV 
to guarantee the reliability of vehicles engaged in these activities.

Numerous works strive to tackle these issues with newly 
emergent SDN- and Blockchain-based trust models. Although 
these approaches have obtained satisfactory results to a great 
extent, they come at the expense of long response delays and 
the high cost of system maintenance and data storage.

task-orIented Iov applIcatIon paradIgm
VFC and VEC are two similar but slightly diff erent Ta-IoV appli-
cation paradigms. It is foreseeable that, though with slow prog-
ress, VFC and VEC will become the workhorse for smart city 
construction. Nowadays, onboard computers have become 
the standard configuration for smart vehicles, thus making 
them capable of computing, storage, and networking. Then, 
idle computational resources in vehicles can be fully exploited 
to serve resource requestors including a variety of Internet of 
Things (IoT) devices. This thought has become the driving force 
behind the development of VFC in which smart vehicles act as 
mobile computing nodes for service provisioning.

However, with the explosive growth in vehicular applica-
tions/services, these “computers with wheels” are facing a 
dilemma in satisfying their own computational requirements, let 
alone service provisioning for others. Such an observation gives 
rise to the advent of VEC in which vehicles outsource their 
applications/services in the form of tasks to the edge servers 
that are usually deployed at RSUs.

As a whole, both VFC and VEC are devoted to response 
latency reduction compared to the sensor-to-cloud paradigm 
where IoT tasks and vehicular applications are off loaded to the 
cloud for execution. The difference lies in that smart vehicles 
act as task performers and initiators in VFC and VEC, respec-
tively. However, driven by the interest, vehicles probably pursue 
more benefi ts by delivering poor quality computing services in 
VFC, which degrades the quality of service as well as the quality 
of experience, and is also unfair to those well-behaved vehicles. 
On the other hand, malicious vehicles can also send fake task 
offloading requests to RSU, and even pretend to be an edge 

server for jamming attacks in VEC.
Some blockchain-based approaches, intended for similar 

issues arise in Ta-IoV, are often seen in the existing literature. 
However, they do not perfectly suit our focus, i.e., preventing 
vehicles from delivering poor-quality services or maliciously 
sending off loading requests.

archItecture overvIeW
Whether it is In-IoV or Ta-IoV, ensuring the reliability of vehicles 
is vitally important, though the focus and adopted technologies 
are diff erent.

Then, one question naturally arises as to whether there exists 
one general approach that caters to the features and require-
ments of both IoV paradigms (i.e., Hy-IoV). To address this 
issue, we present a lightweight reputation model for Hy-IoV 
which especially considers how to prevent vehicles from deliv-
ering poor-quality computing services.

The architectural model depicted in Fig. 1 consists of one 
cloud center, RSUs, and smart vehicles. The cloud center is 
geographically located in a distant place with unfettered com-
puting and storage capabilities. RSUs are deployed along the 
road in densely populated areas to cover more vehicles via V2I 
communication technologies. Each vehicle undertakes multiple 
roles in Hy-IoV. A reputation mechanism is applied for guaran-
teeing the trustiness of vehicles in Hy-IoV.

Each vehicle will be assigned a score to assess its perfor-
mance as a participator in Hy-IoV. The score can be regarded 
as an overall impression within a certain time limit coming from 
vehicles, IoT devices, and RSUs. The reputation value for each 
vehicle is updated periodically based on the score. Generally, 
the well-behaved vehicle is rewarded while the deliberately 
under-performing vehicle is punished. In particular, one vehi-
cle with a reputation value below the given threshold can be 
viewed as a malicious node in Hy-IoV, and is thus forbidden to 
participate in activities in Hy-IoV.

It shall be noted that the score comes from the evaluation of 
the following activities that are categorized based on the roles 
undertaken by vehicles in Hy-IoV.
• Information Initiator (IN): The vehicle acts as an information 

initiator to share information among the entities involved in 
Hy-IoV. Such information includes warning signals, vehicle 
status, multimedia content, etc. If one vehicle as the informa-
tion initiator has off ensive conduct and intentional sabotage, 
it may broadcast fake warning signals among vehicles to dis-
turb them and further undermine Hy-IoV.

• Information Transfer (IT): The vehicle acts as an information 
transfer to forward information-centric data including warn-
ing signals, vehicle status, multimedia contents, etc. If the 

Figure 1. An architectural overview on the reputation model in 
Hy-IoV.
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vehicle as the information transfer seeks intentional sabotage, 
it may illegally intrude, steal, and tamper with the forwarded 
data, aiming to break the trustiness of vehicles towards each 
other, and even cause damages to Hy-IoV.

• Task Initiator (TI): As a task initiator, the vehicle off loads vehic-
ular tasks/applications to RSU for execution in VEC, owing to 
restricted computing capabilities. If a vehicle as the task initi-
ator displays malicious behaviors, it may frequently send fake 
off loading requests to RSU, and interfere with legitimate off -
loading requests, therefore lowering the effi  ciency of Hy-IoV.

• Task Performer (TP): As a task performer, the vehicle exe-
cutes the tasks offloaded from resource requestors such as 
IoT devices that have limited computing capabilities. If the 
vehicle as the task performer displays selfi sh behaviors, it may 
deliberately violate Service Level Agreement (SLA) and service 
statement, by delivering poor-quality computing services.
The former two activities are pretty common in In-IoV. The 

latter two activities often occur in Ta-IoV, which however has 
not drawn much attention yet.

lIghtWeIght reputatIon desIgn
Before going further, we first give a formal definition of the 
reputation concept in this article. The description of reputation, 
which depends upon the concrete context, generally refers 
to an opinion that people have towards someone/something, 
according to the observed behaviors or displayed personality 
[4]. It is important to note that in Hy-IoV, the reputation of a 
vehicle is the opinion that other entities involved in Hy-IoV 
(e.g., IoT devices, vehicles, and RSU) have toward the vehicle, 
based on the direct or indirect interactions between the entities 
and the vehicle (e.g., the four discussed activities in Hy-IoV).

reputatIon management In hy-Iov
Reputation management in this article should be efficient and 
time-saving, considering the features of Hy-IoV such as high 
mobility, variable topology, and rigorous latency requirements for 
tasks. Figure 2 shows the sketch for reputation management for 
Hy-IoV, in which some key modules are elaborated as follows.
• Score Computation: In the score computation module, the score 

of one vehicle is calculated based on the impression or opinion 
that is derived from the evaluation of the engaged activities. 
For the In-IoV scenario, the impression comes from other vehi-
cles that request or forward the information-centric data. The 
impression in In-IoV indicates the level of interest from other 
vehicles. Then, the impressions can constitute a score using lin-
ear and nonlinear functions. For the Ta-IoV scenario, the impres-
sion mainly comes from entities such as IoT devices and RSUs 
requesting computing resources/services. The impression in 
Ta-IoV indicates the level of service that can be achieved from 
the perspective of service consumers. Similarly, the score can 
also be represented by a function of these impressions.

• Reputation Aggregation: The reputation values can be prop-
agated using a centralized/distributed way through various 
network paths in the device-edge-cloud continuum. Then, 
the reputation aggregation module integrates the collected 
reputation values into a single value for the vehicle. Many 
approaches such as simple additive weighting (SAW) tech-

nology can be adopted to achieve this goal.
• Reputation Storage: The reputation storage module is of essen-

tial importance to reputation management in Hy-IoV. In this arti-
cle, the cloud center takes charge of reputation storage. Some 
security measures, such as reputation verifi cation, authentica-
tion, authorization, and anti-jamming mechanisms, can be used 
to secure the reputation value as depicted in the fi gure.

• Reputation Synchronization: The reputation synchroniza-
tion model works in a distributed fashion, which requires 
cooperation between RSU and the cloud center to realize 
decentralized reputation updating and global reputation syn-
chronization. In particular, RSU deployed with an edge server 
is responsible for local reputation updating, and the cloud 
center is responsible for reputation synchronization.

• Reputation Evaluation: The reputation evaluation module 
aims to construct a reputation list for all the vehicles in 
Hy-IoV, which is accomplished at the cloud center. To this 
end, the cloud center needs RSU and IoT devices to send 
the calculated reputation values in a timely fashion, and then 
incorporate them into the global reputation values that can 
be used for trustworthiness assessment.
Owing to the space limitation, we do not detail other mod-

ules in Fig. 2, which however does not mean these modules are 
not as important as the above modules.

lIghtWeIght reputatIon updatIng and synchronIZatIon
In this article, we skip the details of algorithm design for repu-
tation calculation and evaluation but focus on the lightweight 
reputation management scheme, especially the reputation 
updating and synchronization in Hy-IoV. We expect that vehi-
cles cannot deliberately manipulate their own reputation. To 
achieve this purpose, RSU is put in charge of the periodical 
update for reputation values. In this article, we assume that RSU 
deploying the edge server can be trustworthy, in the sense that 
RSUs are deployed and regulated by local government without 
profi t-driven consideration. In the meanwhile, it is also assumed 
that the involved entities in Hy-IoV, including IoT devices and 
vehicles, are willing to accept the supervisor of RSU, so the 
latter can acquire their status information such as location, des-
tination, and speed.

When a vehicle participates in the aforementioned activities, 
it will be given a score to assess its performance. For instance, 
when the vehicle as the computing node in Hy-IoV executes IoT 
tasks, the score can be calculated based on the response latency. 
Generally, the shorter the response latency, the higher the score. 
Then, the score is integrated into the reputation of the vehicle 
based on a predefi ned reputation aggregation scheme.

The reputation of one vehicle is updated by the covering 
RSU. In particular, well-behaved vehicles will be rewarded by 
raising their reputation value, while deliberately underperform-
ing vehicles will be punished by lowering their reputation value. 
Owing to the limited coverage of RSU and the high mobility of 
vehicles, RSU is only responsible for covering vehicles. When 
one vehicle leaves the coverage of its serving RSU, this RSU 
will stop supervising it, and also stop updating its reputation 
value. This reputation value is then sent back to the cloud cen-
ter which is responsible for global reputation synchronization. 
For instance, when a vehicle gets access to a new area, the 
serving RSU will download the up-to-date reputation list from 
the cloud center. Considering the multiple roles undertaken by 
vehicles in Hy-IoV, the reputation updating and synchronization 
can be described as follows:
1. Entities such as vehicles and IoT devices in Hy-IoV need to 

register with the cloud center. The cloud center assigns each 
entity a unique identification (ID). A default reputation is 
generated for each vehicle after registration, and the cloud 
center stores and manages the reputation list for all the vehi-
cles in Hy-IoV.

2. RSU acquires the up-to-date reputation list from the cloud 
and stores it locally for a period of time. When nearby vehicles 

Figure 2. Sketch for reputation management in Hy-IoV.
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participate in the activities, they need to obtain the reputation 
values of their own and others, with the aim to evaluate the 
trustiness of the vehicular nodes in Hy-IoV. Vehicles with high-
er reputation values are more likely to be trusted. IoT tasks 
tend to be executed by vehicles with high reputation value, 
and information-centric data from vehicles with high reputa-
tion value is more attractive to other vehicles in Hy-IoV.

3. RSU maintains the reputation values for nearby vehicles. 
On one hand, for the vehicle as IN and IT, RSU gathers the 
reputation values from other vehicles. On the other hand, 
for vehicles such as TI and TP, RSU directly calculates the 
reputation based on the performance of the vehicle. These 
multi-role reputation values are further aggregated at RSU 
to form a single value, considering multiple factors such as 
preferences and importance.

4. When one vehicle leaves the serving area, RSU sends back 
the reputation value immediately to the cloud center for 
global synchronization. The vehicle can request its own rep-
utation value from RSU before leaving and from the cloud 
center at any time.

malIcIous vehIcle IdentIfIcatIon
In the beginning, vehicles only have the initial reputation values 
in Hy-IoV, and it is diffi  cult for our reputation system to identify 
which vehicles are malicious and which are not. In this case, we 
assume that there are no malicious vehicles in Hy-IoV. When the 
number of engaged activities increases, the reputation is grad-
ually accumulated and begins to show a large diff erence. Then, 
we use a threshold to distinguish malicious vehicles from normal 
vehicles in Hy-IoV, given the reputation list. Note that the thresh-
old can change adaptively to cater to the dynamics of Hy-IoV.

To secure vehicular communications and task offloading, 
malicious vehicles should be punished. As mentioned earlier, 
some malicious vehicles can be forbidden to participate in activ-
ities in Hy-IoV. However, the punishment mechanism should be 
designed depending upon the malicious extent. By doing so, 
we can guarantee fairness for those vehicles which only deliver 
poor-quality computing services and tend to change their selfi sh 
behaviors after punishment. For instance, for the vehicles deliv-
ering poor-quality computing services, RSU may reallocate IoT 
tasks that are supposed to be allocated to them, thus reducing 
their profi ts in Hy-IoV. Task reallocation occurs with a certain 
probability that can be set empirically.

hy-Iov applIcatIon sImulatIon
A simulation is carried out on the reputation manage-
ment framework for multi-role vehicles proposed in this arti-
cle. Although four kinds of roles vehicles can undertake, the 
engaged activities actually fall into two categories, that is, In-IoV 
scenario and Ta-IoV scenario, respectively. For the sake of sim-
plicity, we randomly generate a set of vehicles that only serve 
as the information initiators and task performers that belong to 
the above two categories, respectively. On the one hand, these 
vehicles disseminate information-centric data through wireless 
V2V links; On the other hand, they also perform IoT tasks under 
the supervision of RSUs in Hy-IoV. In addition, some involved 
parameters in the simulation are depicted in Table 1.

Note that the cloud center assigns each vehicle with an ini-
tial reputation. As mentioned earlier, the reputation calculation 
for vehicles in In-IoV is based on the level of interest from other 
vehicles, while the reputation calculation for vehicles in Ta-IoV 
is based on the response latency. To cater to the two scenarios, 
the interest degree follows the uniform distribution. In addition, 
the reputation calculation for vehicles as the task performers 
can refer to the previous work [4] and we do not detail it any-
more in this article.

The simulation results are depicted in Fig. 3. In particu-
lar, Fig. 3a shows the reputation variation for the vehicle that 
always has malicious behaviors along the time slots. We adopt 
SAW technology to incorporate the two kinds of reputation 

values, and we pay more attention to the malicious behaviors 
emerging in Ta-IoV. It is obvious, observed from this figure, 
that the reputation is decreasing along the time slots. When 
the reputation value is lower than the predefi ned threshold, the 
activities that the vehicle can get involved in are restricted and 
even forbidden.

On the other hand, Fig. 3b shows the reputation variation 
for the malicious vehicle which displays malicious behaviors 
with certain probability along the time slots. Specifically, the 
vehicle has normal behaviors with a probability of 100 percent, 
80 percent, and 60 percent, respectively. Obviously, the accu-
mulated reputation values for the vehicle displaying different 
malicious behaviors are increasing along the time slots. Similar 

Table 1. Parameter settings.

Parameter Descriptions Default Values

The number of vehicles
Transmit power of vehicles (mW)
Transmit power of RSU (mW)
The processing capability of RSU (MHz)
Initial reputation
Information-centric data size (KB)
Task-input data size (KB)
The number of CPU cycles required for tasks
Latency requirement

[10, 30]
80
120
1000
[0,1]
[10, 30]
[20,50]
[10,30]
[0,1]

Figure 3. Reputation management in Hy-IoV for vehicles having 
malicious behaviors including IN and TP: a) vehicle with 
malicious behaviors; b) vehicle displaying malicious behaviors 
with probabilities.

(a)

(b)
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to the conclusion drawn from Fig. 3a, the vehicle is punished by 
increasingly lowering its reputation value, when it has malicious 
behaviors, in spite of different probabilities.

Challenges
Lightweight reputation management is one of the key enablers 
for vehicles playing multiple roles in Hy-IoV. However, there 
are still challenges that urgently need to be solved. Herein, we 
will explore some of them, in the hope of offering guidance for 
future directions in this field.

Reputation Construction for IoT Device and RSU
In this article, we focus on lightweight reputation management 
for vehicles in Hy-IoV, under the premise that IoT devices and 
RSUs are trustworthy in Hy-IoV. However, IoT devices and 
RSUs may also have malicious behaviors, e.g., they could distort 
the truth on purpose by rating highly the selfish vehicles deliv-
ering poor-quality computing services. In addition, these entities 
could collude with each other to damage Hy-IoV, and it makes 
no sense to only investigate the reputation of vehicles in Hy-IoV 
against this backdrop. As a result, more comprehensive reputa-
tion management strategies are required for trustiness-related 
issues arising in the future.

Privacy Protection in Hy-IoV
Although reputation-based schemes for vehicles are investigated 
in this article, security issues still arise in Hy-IoV. On the one hand, 
tasks from IoT and vehicles usually implicitly contain task-related 
purposes, and identity-related information such as personalities 
and preferences. Such information may be deduced after a vast 
amount of data is collected by malicious nodes in Hy-IoV. Thus, it 
is important to avoid privacy disclosure of user data. Considering 
the rigorous latency requirements in task offloading and the high 
mobility of vehicles, lightweight security frameworks and data 
encryption approaches are still required in Hy-IoV. On the other 
hand, an extreme case exists, despite the low probability, that is, 
all the vehicles in Hy-IoV are malicious nodes within a period of 
time. They can collude together to cause a tremendous burden 
on front-haul wireless and back-haul links, and further damage 
the network. Accordingly, algorithms for anomaly detection and 
attack recognition are required in Hy-IoV.

Testbed Construction
To realize practical reputation management for multi-role vehi-
cles in Hy-IoV, we need to consider the costs of deployment, 
operation and maintenance of the public infrastructure such 
as RSUs and various reputation strategies. Furthermore, more 
incentives are required to engage drivers in the aforementioned 
four activities. Accordingly, there is actually a long way to go 
before practical deployment, operation, and wide application. 
As an alternative, it is more cost-effective to design a testbed, 
in order to flexibly and quickly deploy and investigate various 
algorithms and reputation management schemes.

Conclusion
In this article, we presented an efficient reputation management 
scheme for Hy-IoV, where vehicles can fulfill multiple roles. We 
made our efforts to give an architectural overview of the rep-
utation-based mechanism in Hy-IoV. In addition, we designed 
a lightweight reputation management scheme that can realize 
real-time reputation updates and global synchronization. For 
future work, we will focus on the fairness issue, especially for 
newly joined vehicles. They have initial reputation values which 
may be lower than other well-behaved vehicles. Based on the 
reputation values, they may not frequently obtain offloading 

requests, although they have rich computing resources. Thus, 
it is unfair to these vehicles to some extent. Accordingly, we 
plan to design a more fair allocation strategy for task offloading 
requests, aiming to seek a tradeoff between newly joined vehi-
cles rich in computing resources and well-behaved vehicles with 
high reputation values.
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