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ABSTRACT

In the context of the interconnected living envi-
ronment, an extensive volume of data is continually
generated by Internet of Things (IoT) devices, which
requires proficient storage, realtime processing, and
analysis. Efficient data processing and management
play a pivotal role in healthcare for monitoring and
detecting abnormal health conditions, especially in
the era of the COVID-19 pandemic. Computing para-
digms such as cloud intelligence and edge intelli-
gence are considered to be efficient in achieving
such goals. Owing to their own shortcomings (e.g.,
long latency for cloud intelligence and insufficient
computing capability for edge intelligence), we pro-
pose an efficient edge-cloud cooperative intelligence
(EC21I) for data processing and task offloading. Partic-
ularly, we try to harness the computing capability of
high-end loT devices and treat them as edge devices.
We aim to address the central question of how and
where computational tasks are executed within the
realm of connected living. Furthermore, we delve
into several opportunities and challenges, thereby
shedding light on potential avenues for future
research in this domain.

|. INTRODUCTION

The recent proliferation of Internet of Things (loT) has
tremendously accelerated the reformation of our
daily lives. This advancement has facilitated increased
interactions between individuals and their surround-
ing environments, thereby establishing connected liv-
ing as the prevailing norm [1]. In this constantly
interconnected world, everybody can utilize an array
of connected devices, e.g., wearable watches, smart
bracelets, smartphones, and medical sensors, to fulfill
a multitude of purposes. These purposes encompass
various aspects such as entertainment, health man-
agement, social activities, and more. In the context of
the global spread of COVID-19 in recent years, con-
nected living has played a crucial role in terms of
health monitoring and the detection of vital bodily sig-
nals [2]. A substantial volume of data emanates from
diverse data sources and is continuously collected.
Managing this data necessitates storage, realtime
processing, and analysis, which holds utmost signifi-
cance in healthcare for the monitoring and detection
of abnormal health conditions [3], [4].

Computational intelligence technologies, relying
on biologically motivated computing paradigms,
have achieved remarkable milestones in various
domains. For instance, artificial intelligence (Al) algo-
rithms, deployed in cloud-based physical infrastruc-
ture for addressing insufficient computing capacity
issues in model training and feature mining, have
made enviable breakthroughs in domains ranging
from image processing to natural language process-
ing. The combination of Al technologies and the
cloud, also termed the cloud intelligence, can flexibly
integrate the storage, computing, learning and rea-
soning capabilities of both Al and cloud computing.
However, the drawbacks of cloud intelligence, such
as long latency, high bandwidth, and potential privacy
exposure [5], may limit its widespread applicability in
latency-sensitive connected living environments.

Edge computing, which extends across distributed
infrastructures, has emerged as an indispensable
component within the broader loT landscape,
encompassing applications in smart workspace,
smart homes, and smart cities. It is not surprising to
bring intelligence to edge computing, forming a
novel paradigm, referred to as the edge intelligence
[6]. It can overcome the drawbacks of cloud intelli-
gence to a certain extent. However, edge computing
is not rich enough in computing and storage resour-
ces, which limits the system performance of edge
intelligence. What's worse, the edge computing para-
digm remains incomplete in two critical aspects.
Firstly, it does not fully harness the computing capabil-
ities inherent in loT devices. Secondly, it seldom takes
into account the diversity of edge devices, which can
result in substantial performance variations. Given the
heterogeneous nature of the computing continuum,
several challenges persist, including how to leverage
the computing potential of end devices, where to off-
load computational tasks, and how to facilitate effec-
tive cooperation between the edge and the cloud.

In view of the enormous potential to provide
diverse computing resources for connected living by
combining the merits of edge intelligence and cloud
intelligence, we make our efforts to extend and
strengthen this intelligence-enabled continuum by
constructing edge-cloud cooperative intelligence
(EC21). EC2I with a well-defined collaboration
between edge servers and cloud centers [7], [8], is
expected to enhance the performance of edge intelli-
gence, by deploying and executing Al algorithms
such as deep neural networks (DNN) models in a
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separated-layer fashion. It aims to meet a broad spec-
trum of requirements associated with various loT
tasks and applications. Additionally, we strive to
address the interrogation of how and where the com-
putation is undertaken within the connected living
environment, while meeting diverse performance cri-
teria and specific requirements. In particular, the
major contributions can be summarized as follows:

« Considering the differences in computing, caching,
and networking capabilities among edge devices,
we classify these devices into three distinct catego-
ries: Mini-edge, Micro-edge, and Macro-edge. This
categorization aims to accommodate and leverage
the diverse and flexible nature of loT devices.

« We offer an architectural overview of a multi-
granularity EC2I architecture, which incorporates
three types of offloading operations. These opera-
tions are introduced with the purpose of fully
leveraging the computing capabilities of end
devices.

« We present a deep reinforcement learning (DRL)
based framework for determining where to under-
take the computation for connected living. The
average response latency for all the tasks is
adopted as the metric for performance evaluation.

« We highlight the opportunities and challenges
within the computing continuum for connected liv-
ing, with the aim of providing insights into potential
directions for future research in this field.

II. MuLTi-GRANULARITY EDGE-TO-CLOUD
CONTINUUM ARCHITECTURE

We propose an EC2I architecture that comprises
three distinct layers, namely, the loT layer, the edge
layer, and the cloud layer, asiillustrated in Fig. 1.
« loT layer: The loT layer comprises a large spectrum
of sensors dedicated to signal detection and infor-
mation gathering. These sensors include, for exam-
ple, wearable devices and embedded medical
sensors within the connected living environment.
Some of these sensors, such as smartwatches and
bracelets, are equipped with computing capabili-
ties for data preprocessing and basic task
execution.
Edge layer: The edge layer encompasses a variety
of edge devices, ranging from smart loT devices
with high-performance processors and communi-
cation modules to vehicles equipped with cogni-
tive and intelligent capabilities. Note that edge
intelligence enables edge devices with relatively
powerful computing capabilities in this layer to run
un-complex lightweight artificial neural networks
for data processing, task execution and decision
making. Such devices include but are not limited to
smart cell phones, vehicles, and UAVs.

« Cloud layer: The cloud layer integrates and consoli-
dates various high-performance computing resour-
ces located in remote data centers. These
resources are delivered on demand through the
use of virtualization technologies. In addition, the
cloud center can take more roles in cloud intelli-
gence, e.g., training complex DNN models.

A. EDGE-CLOUD COOPERATIVE INTELLIGENCE

Some loT devices concentrate on the acquisition of
execution results, especially in application scenarios
like virtual reality and augmented reality. In these

cases, the data collected is outsourced to the comput-
ing continuum in the form of loT tasks.

The integration of Al and caching technologies
can enhance the overall performance of task execu-
tion in such scenarios. However, it's worth noting that
the extent of improvement is not always readily
apparent. The reason for this variability lies in the
nature of loT tasks, which often rely on specific con-
textual factors. These factors encompass context-
related task inputs, user-specific parameters, and dis-
tinct requirements. Consequently, the characteristics
of loT tasks make it challenging to generalize features
derived from big data through Al technologies. Fur-
thermore, cached execution results often remain
underutilized due to the context-dependent nature of
these tasks.

Meanwhile, certain loT devices prioritize data
analysis over receiving processing results, as their pri-
mary objective is not feedback but proactive
response. In such cases, the processed and analyzed
data is mainly used to trigger accident prevention
mechanisms. For instance, wearable or built-in medi-
cal sensors for ECG signal detection send the gath-
ered medical data to the edge for early heart disease
diagnosis. If the data is abnormal via detection, the
corresponding prevention measures can be activated
promptly to ensure people’s health. In this vein, edge
intelligence will play an indispensable role. By embed-
ding Al functions into the edge and even within loT
devices themselves, rapid decision-making regarding
various analysis-oriented loT data becomes feasible.
This capability enables the system to respond
promptly to critical situations, enhancing safety and
well-being in connected living environments.

Al-based approaches, spanning across distributed
infrastructures, typically encompass two key compo-
nents: cloud-based model deployment and training,
and edge-based inference. This collaborative para-
digm within the computing continuum is effectively
depicted in Fig. 2, where the remote cloud center is
responsible for crucial tasks such as model develop-
ment, deployment, and training. In contrast, the edge
devices utilize these pre-trained network models for
data inference and analysis.

B. THREE DISTINCT CATEGORIES FOR EDGE DEVICES

Edge intelligence enhances the performance of edge
computing systems by deploying Al algorithms on
edge devices to enable rapid data processing and
real-time feedback. The feasibility of this vision largely
depends on the computing capabilities of the edge
devices. In this article, we focus primarily on the provi-
sioning of computing resources at the edge. It is well
recognized that loT devices, when equipped with suf-
ficient computing and communication capabilities,
can effectively serve as edge devices and contribute
to the overall system performance.

However, owing to the diversity among them and
the variations in their performance when provisioning
computing resources, we still need to classify these
edge devices to fully accommodate and leverage the
diverse and flexible nature of loT devices. Particularly,
the edge devices in this article are classified into three
distinct categories, i.e., Mini-edge, Micro-edge and
Macro-edge, respectively.

1) Mini-Edge: The concept of Mini-edge centers
around individuals within the connected living envi-
ronment and primarily encompasses high-end loT
devices equipped with multi-core processors. Con-
ventionally, these loT devices have not been
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categorized within the traditional edge layer of the
existing computing continuum. Instead, they have
often been viewed as data sources or task generators.
However, the rapid evolution of loT technology has

empowered microprocessor-integrated loT devices
to become more intelligent and powerful entities.
They can now not only meet increasingly complex
functional demands but also emerge as potential
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providers of computing resources. As a matter of
fact, the computing resources within these devices
are frequently underutilized. Thus, we propose to
fully exploit these over-provisioned resources to
enhance the efficiency of the computing continuum.
Specifically, we advocate for the complete utilization
of these over-provisioned resources by enabling the
execution of tasks from edge devices on these
resource-idle loT devices. This practice is referred to
as “task reverse offloading” within the context of this
article. Note that edge devices belonging to this cate-
gory can also deploy welltrained, lightweight Al
DNN models for data processing and fast
event responses.

2) Micro-Edge: Micro-edge mainly refers to edge
devices that possess more abundant computing
resources compared to Mini-edge. Examples of such
Micro-edge devices include smart vehicles and
uncrewed aerial vehicles (UAVs). The inclusion of
powerful On-Board Units (OBUs) equips vehicles
with the capability for environment sensing, intelligent
decision-making, task execution, and data analysis.
This phenomenon has given rise to concepts such as
vehicular fog computing (VFC) and vehicular edge
computing (VEC). Similarly, the deployment of
onboard computers on UAVs has led to the emer-
gence of aerial edge computing (AEC). Both “edge
on the wheels” and “edge in the sky” are worthy of
further exploration for connected living. For instance,
in connected communities, a significant portion of
computing resources for parked vehicles often
remains idle. Leveraging these idle resources collec-
tively as a resource pool for edge computing presents
substantial opportunities for enhancing the capabili-
ties and services offered in the connected liv-
ing ecosystem.

3) Macro-Edge: Macro-edge refers to the tradi-
tional edge server infrastructure that brings cloud
resources sink into the network edge, such as accessi-
ble computational access point (CAP) and base sta-
tion (BS) with strong computing power, large storage,
and rich networking resources. The edge servers can
share enormous backhaul pressure and lower
response latency, by undertaking the computation
that is originally offloaded to the cloud center.
Macro-edge has the richest computing, storage and
networking resources, in comparison with Mini-edge
or Micro-edge. It is foreseeable that, though with
slow progress, edge computing will become the
workhorse for connected living in smart cities.

IIl. CompuTATION OFFLOADING FOR
CONNECTED LIVING

Current research efforts often tend to focus on
either optimizing resource allocation from the per-
spective of the edge server or enhancing response
latency from the standpoint of loT devices. On no
account can we take computation offloading and
task execution outside the loT devices for granted.
The driving motivation behind computation off-
loading stems from the energy constraints and lim-
ited computational capacity inherent in loT
devices [9], [10], [11], [12].

Within the proposed architecture, there are at
least five potential candidates where generated tasks
can be offloaded and executed. These candidates
include the IoT devices themselves, as well as Mini-
edge, Micro-edge, Macro-edge, and the cloud

center. Meanwhile, there exist several ways to offload
tasks, such as partial offloading and binary offloading,
Importantly, these issues are often intricately intercon-
nected, contributing significantly to the complexity of
the decision-making process and resource allocation
when it comes to task offloading.

For all intents and purposes, addressing the com-
putation offloading should basically understand two
fundamental issues, i.e., how and where to undertake
computation for connected living within the pro-
posed edge-to-cloud continuum. As a consequence,
we try to answer two questions revolving around
computation offloading in connected living.

A. How 10 UNDERTAKE COMPUTATION

There are different ways to undertake computation
from different angles. In this article, we briefly discuss
three kinds of task offloading in the following.

« Binary offloading: The loT devices are merely
treated as task generators, irrespective of their
computing capabilities. Once tasks are generated,
they are completely offloaded to the computing
continuum for execution. This outsourcing opera-
tion effectively transfers the task workload from
the local host to the edge or cloud infrastructure.
Subsequently, loT devices await the resulting feed-
back from the computing continuum. In the con-
text of the connected living environment,
numerous sensors and loT devices necessitate
binary offloading for data processing. For instance,
medical sensors embedded under the skin play a
crucial role in detecting cardiovascular and cere-
brovascular diseases. These sensors generate data
that requires processing by external computing
resources due to the complexity of the tasks
involved.

« Partial offloading: Partial offloading is a strategy
that considers the computing capabilities of loT
devices. In this approach, loT devices are capable
of performing specific computations without
compromising their primary functions, such as
environmental sensing, data gathering/fusion, and
task generation. Consequently, the workload of
the task is distributed between the local loT device
and the computing continuum. Furthermore, the
results of the computations from both sides need
to be combined to form a complete feedback
result. Achieving this typically involves data trans-
mission and result integration, tasks that can be effi-
ciently handled by the edge or cloud due to their
robust computing capabilities. As a result, careful
consideration must be given to partitioning the
computation, taking into account two different
execution times as well as the time required for
data transmission.

« Reverse offloading: The driving force behind the
concept of task reverse offloading lies in the obser-
vation that the computing resources of loT devices
are often over-provisioned, allowing them to offer
computing services when these resources are not
actively engaged. In the typical process, loT devi-
ces are primarily responsible for sensing and gath-
ering data. Once the data is collected, it is
transmitted to the edge. Subsequently, data fusion
and task generation occur at the edge. This
approach differs from previous cases where [oT
tasks were generated directly at the loT device.
This shift in task generation is both reasonable and
justifiable, particularly when data fusion and task
generation involve complexity and stringent time
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constraints. When tasks are generated at the edge,
they can be transmitted back to the loT devices for
computation, a procedure referred to as task
reverse offloading. It's noteworthy that both binary
offloading (where the entire task is offloaded) and
partial offloading (where only a portion of the task
is offloaded) can be applied during the task reverse
offloading process. Furthermore, within the scope
of this article, loT devices belonging to the Mini-
edge category are identified as suitable candidates
for task reverse offloading.

B. WHERE 10 UNDERTAKE COMPUTATION

The decision regarding where to offload loT tasks
within the edge-to-cloud continuum is inherently chal-
lenging. This challenge arises from several factors,
including the diverse performance and specific
requirements associated with loT tasks, as well as the
significant heterogeneity among edge devices in
terms of computing, storage, and networking capabil-
ities. Even when the method of task offloading is pre-
determined, determining the optimal location for
offloading tasks remains a complex and dynamic
process.

The fusion of Al with edge computing gives rise to
the concept of edge artificial intelligence (edge Al).
The primary objective of edge Al is to enhance rapid
decision-making and facilitate various resource alloca-
tions within the computing continuum. For instance,
DRL has attracted substantial attention across a wide
range of applications, including various optimization
problems, ranging from resource allocation to task
offloading [13], [14], [15]. In DRL, an agent is trained
to acquire knowledge and experience by interacting
with its environment. Subsequently, the agent adopts
the currently “best” action to explore the environ-
ment and obtain a reward.

Specifically, we present a DRL-based framework
for determining where to undertake the computation
for connected living, as depicted in Fig. 3. The essen-
tial components of DRL, namely state, action, and
reward, are elaborated upon as follows:

State: The state in DRL is a set of potential condi-
tions that characterize the connected living environ-
ment. In this article, the state can be effectively
represented as a multi-dimensional vector consisting
of task information, device specifications, bandwidth
resources, and available edge/cloud information.

Action: The definition of the action space
depends upon the decision variables associated with

the specific optimization problem at hand. Generally,
the agent strives to learn a mapping function or a set
of neural network parameters that can effectively
map the state space to the action space, with the aim
of maximizing the expected cumulative reward. For
instance, when dealing with partial offloading, the
decision variables on where to undertake the compu-
tation and the decision variables for resource alloca-
tion are usually tightly coupled. Thus, the action
space can be composed of two distinct components.

One component comprises discrete values that spec-

ify where the computation should occur, while the

other component consists of continuous values that
determine the quantity of computational resources
allocated to the loT task.

Reward: Upon observing the current state, the
agent selects an appropriate action from the defined
action space. Then, the agent receives a reward from
the environment. The reward function usually
depends on the specific objective function associated
with the optimization problem. For instance, if the
objective function is to maximize the system utility
within the computing continuum, the function formu-
lated for system utility maximization can be regarded
as the reward function.

Practical implementation of the DRL-based strat-
egy requires seamless coordination and collaboration
among the various entities within the computing con-
tinuum. Owing to wide coverage and powerful com-
puting capabilities, a Base Station (BS) located at the
Macro-edge can be strategically chosen to host an
agent tasked with interacting with the environment.
This agent’s responsibilities encompass action design
and the subsequent dissemination of these actions
among loT devices, encompassing the Mini-edge and
Micro-edge layers. The process of deploying and exe-
cuting this DRL-based strategy can be outlined as
follows:

« First, the environment’s state is generated through
the aggregation of various information.

« Then, given the current state, the agent employs
deep neural networks (DNN), e.g, DQN or
DDPG, to determine the next action. The specific
policy update mechanism depends on the
adopted network model. For instance, in the case
of DDPG, the target policy value and target Q
value updates are overseen by the Actor-T and
Critic-T components within the target network. The
action encompasses both discrete values, which
represent decisions regarding offloading destina-
tions, and continuous values, which pertain to
resource allocation schemes for loT tasks.

« Third, the action is propagated to edge devices at
the edge layer, where they prepare for resource
allocation based on the action, and to the loT devi-
ces with offloading requests, which make prepara-
tions for task offloading in accordance with the
action. After task offloading and resource alloca-
tion, information from the involved entities is col-
lected to create a new state. In response to this
state, the environment provides immediate feed-
back in the form of a reward to the agent. The
state-based policy can then be updated based on
this state. For instance, if the current reward sur-
passes the previously recorded reward, signifying it
as the best, the recorded reward is updated to
match this new value. The convergence of cumula-
tive rewards signifies the success of the training
process for offloading decision-making and
resource allocation.
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V. PERFORMANCE EVALUATION

In this study, our primary objective is to investigate
the intricacies of determining when and where com-
putation takes place within the context of connected
living, and we achieve this through comprehensive
simulations. An edge computing-enabled connected
living environment is simulated, which comprises
deadlinespecified computation tasks generated by
various loT applications in connected living. The envi-
ronment incorporates three edge devices and a cloud
center. It is noted that the performance-varied edge
devices belong to the three aforementioned catego-
ries, respectively. The cloud center can provide rich
computing resources. To simplify the simulation, we
adopt a binary offloading strategy in this simulation,
and the tasks can be executed by the edge devices or
the cloud center.

Three approaches have been employed and are
subject to a comparative analysis based on their aver-
age response latency for all the offloaded tasks. These
approaches include the DRL-based approach, the
greedy approach, and the cloud-based approach,
respectively. The greedy approach consistently
selects the edge device with the most abundant com-
puting resources as the designated offloading destina-
tion. The cloud-based approach systematically
offloads tasks to the cloud center. For the purpose of
these simulations, the number of tasks and their
respective sizes are randomly generated within pre-
defined ranges, specifically [10, 301 for the number
of tasks and [80, 120] for task sizes. The simulation
results are depicted in Fig. 4, where Fig. 4(a) and 4(b)
illustrate the average response latency for all the tasks
generated during the optimization period, when the
number of tasks and the task size vary, respectively.

In terms of average response latency, the DRL-
based approach outperforms the other two
approaches, while the cloud-based approach exhibits
the highest latency among the three. Furthermore, as
illustrated in Fig. 4(a), it becomes evident that an
increase in the number of tasks leads to a correspond-
ing rise in average response latency, regardless of the
approach employed. This finding underscores the
challenges posed by a substantial volume of tasks on
the computing capabilities of edge devices. The

increase in task volume leads to higher queueing
time, which in turn contribute to the overall increase
in average response latency. Moreover, the size of
loT tasks plays a significant role in influencing average
response latency, as demonstrated in Fig. 4(b). Across
all three approaches, it is evident that as task sizes
increase, the average response latency experiences a
concurrent increase. This finding underscores the sen-
sitivity of response times to the scale of computa-
tional tasks, reinforcing the critical importance of
efficient task allocation and resource management
within the connected living environment.

V. CHALLENGES

The edgeto-cloud continuum stands as a pivotal
enabler for various applications within the realm of
connected living. However, it is essential to acknowl-
edge that certain challenges persist, demanding
prompt attention and innovative solutions. In this con-
text, we delve into a discussion of some of these chal-
lenges, with the intent of providing guidance for
potential future directions within this dynamic field.

A. SECURITY AND PRIVACY ISSUES IN CONNECTED LIVING
Among all the issues that must be addressed in con-
nected living, security and privacy may be the most
urgent ones. On the one hand, loT tasks frequently
involve personal information that can be easily
inferred and predicted with the aid of a robust com-
puting continuum. In scenarios where edge devices,
particularly those within the Mini-edge category,
exhibit malicious behavior, the repercussions can
range from privacy breaches during service provision-
ing in the best-case scenario to tampering with execu-
tion results and causing substantial harm to the
connected living environment in the worst case. On
the other hand, when it comes to loT data analysis,
malicious attackers have the potential to manipulate
analysis results, posing a significant threat to people’s
wellbeing in the context of connected living. Mali-
cious attackers have the potential to manipulate anal-
ysis results, posing a considerable threat to people’s
well-being in the context of connected living.
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B. HiGH-DEMAND LIGHTWEIGHT Al MoDEL

Researchers from both industry and academia share
a common aspiration: to empower loT devices with
numerous realtime Al functions and services, with
the aim of enhancing data processing and analysis
within the realm of connected living. However, it’s
essential to acknowledge that the potential for perfor-
mance improvement in loT devices, particularly in
terms of computing capabilities, is inherently con-
strained by factors like their small physical sizes and
limited battery life. In light of these constraints, an
alternative approach is to develop and deploy light-
weight Al models, such as lightweight CNN models
for tasks like ECG signal detection, so as to adapt to
the variation in the computing capabilities of loT
devices.

C. TestBED CONSTRUCTION

Practically implementing strategies and algorithms for
task offloading and data analysis in connected living,
including the presented DRL-based framework in this
article, requires the deployment of distributed com-
puting infrastructures across different entities within
the computing continuum. It’s essential to consider
the associated costs of deploying, operating, and
maintaining these infrastructures. Despite the consid-
erable progress achieved thus far, there remains a
long way to go before achieving practical realworld
application. Accordingly, an alternative way involves
designing a testbed that enables the exploration and
evaluation of the presented algorithms and strategies
in a more flexible and cost-effective manner.

V. ConcLusion

In the connected living environment, people use a
wide variety of connected devices for purposes rang-
ing from entertainment and health management to
social interaction. In this article, we discussed task off-
loading and data analysis in connected living, leverag-
ing an edge-to-cloud continuum approach. More
specifically, we utilize loT devices with somewhat
over-provisioned resources to provide computing
services in the connected living environment. A DRL-
based framework is designed to determine where to
undertake the computation for connected living. Fur-
thermore, it elaborates on the collaborative dynamics
inherent in the computing continuum, encompassing
both cloud-based model development and edge-
based inference processes. Additionally, we consci-
entiously discuss certain challenges inherent in this
domain, to stimulate further interest and exploration
in this exciting field.
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