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Abstract

Adversarial training is an effective learning technique to im-
prove the robustness of deep neural networks. In this study,
the influence of adversarial training on deep learning models
in terms of fairness, robustness, and generalization is theo-
retically investigated under more general perturbation scope
that different samples can have different perturbation direc-
tions (the adversarial and anti-adversarial directions) and var-
ied perturbation bounds. Our theoretical explorations sug-
gest that the combination of adversaries and anti-adversaries
(samples with anti-adversarial perturbations) in training can
be more effective in achieving better fairness between classes
and a better tradeoff between robustness and generalization
in some typical learning scenarios (e.g., noisy label learning
and imbalance learning) compared with standard adversarial
training. On the basis of our theoretical findings, a more gen-
eral learning objective that combines adversaries and anti-
adversaries with varied bounds on each training sample is
presented. Meta learning is utilized to optimize the combina-
tion weights. Experiments on benchmark datasets under dif-
ferent learning scenarios verify our theoretical findings and
the effectiveness of the proposed methodology.

Introduction

Apart from the standard generalization error (also known as
natural error), robust generalization error (also known as ro-
bust error) has received great attention in recent years. A
deep neural network with a low robust error can cope well
with adversarial attacks. Adversarial training is an effective
technique to reduce the robust error of a model (Wong, Rice,
and Kolter 2020; Bai and Luo 2021). Given a model f(-) and
a sample x associated with a label y, classical adversarial
training methods (Madry et al. 2018; Goodfellow, Shlens,
and Szegedy 2014) first generate an adversary (i.e., adver-
sarial example) x,qy for  with the following optimization:
Tagy = T + arg ”rglﬂagj(f(-’v+5)7y), (M
where ¢(-, -) is a loss function, ¢ is the perturbation term, and
€ is the perturbation bound. Adversaries are then leveraged
as the training data to learn a more robust model. A number
of variations for adversarial training have been proposed in
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recent literature. Zhang et al. (2019) decomposed the robust
error into the natural and boundary errors. They developed
a new method, namely, TRADES, to obtain a better trade-
off between standard generalization and robustness. Wang
et al. (2020) proposed a misclassification-aware adversarial
training method to focus on the misclassified examples.

In addition to the design of new methods, theoretical stud-
ies have been conducted to explore the effectiveness and
ineffectiveness of adversarial training (Bai and Luo 2021).
Yang et al. (2020) concluded that existing adversarial meth-
ods cannot achieve an ideal tradeoff between accuracy and
robustness due to the insufficient smoothness (Xie et al.
2020) and generalization properties of classifiers trained by
these methods. They pointed out that customized optimiza-
tion methods or better network architectures should be pro-
posed. Xu et al. (2021) revealed that adversarial training
introduces severe unfairness between different categories.
Thus, they developed a new method that sets varied pertur-
bation bounds for each class, resulting in better fairness. Dif-
ferent from these studies, we conjectured that one possible
reason leading to unsatisfied tradeoff and fairness is that not
all training samples should be perturbed adversarially. For
instance, adversaries of noisy samples may harm the model
performance (Uesato et al. 2019), and these samples should
be perturbed in the anti-adversarial direction to reduce their
negative influence on model optimization. Zhu et al. (2021)
re-annotated pseudo labels for possible noisy samples before
generating adversaries for them. The generated adversaries
are actually perturbed anti-adversarially in binary classifica-
tion tasks. In this study, samples with anti-adversarial per-
turbations are called anti-adversaries' (Zyady)

Tatady = T + arg \|r£|12e é(f(il? + 6)) y) 2

This study conducts a comprehensive theoretical analy-
sis of adversarial training in the presence of two different
perturbation directions (adversarial and anti-adversarial) and
varied bounds. Several typical learning scenarios are con-
sidered, including classes with different learning difficul-

ties, imbalance learning, and noisy label learning. Our the-
oretical findings reveal that the perturbation directions and

'The anti-adversary defined by Alfarra et al. (2022) is differ-
ent from ours. They utilize anti-adversaries to deal with attacks,
whereas we aim to improve robustness, accuracy, and fairness.



bounds can remarkably influence the model training. The
combination of adversaries and anti-adversaries with varied
bounds can improve the fairness among classes and achieve
a better tradeoff between accuracy and robustness. Accord-
ingly, a general objective that combines adversaries and anti-
adversaries is constructed for adversarial training. A meta
learning-based method is then proposed to optimize this ob-
jective, in which the perturbation direction and bound of
each training sample is adjusted in accordance with its learn-
ing characteristics during training. Our experimental results
show that the combining strategy outperforms state-of-the-
art adversarial training methods. Our experimental observa-
tions are in accordance with our theoretical findings.
The contributions of our study are as follows:

* To the best of our knowledge, this is the first work that
combines adversaries and anti-adversaries in training. A
comprehensive theoretical analysis is conducted for the
role of the combination strategy with varied perturbation
bounds? under three typical learning scenarios.

* A new objective is established for adversarial training by
combining adversaries and anti-adversaries. Meta learn-
ing is utilized to solve the optimization, and the pertur-
bation direction and bound for each training sample are
determined in accordance with its learning characteris-
tics, such as training loss and margin.

Related Work
Tradeoff and Fairness in Adversarial Training

Recent studies on adversarial training focus on the trade-
off between accuracy and robustness. Efforts (Raghunathan
et al. 2019; Zhang et al. 2019, 2020; Yang et al. 2021) have
been made to reduce the natural errors of the adversarially
trained models, such as adversarial training with semi/unsu-
pervised learning and robust local feature (Song et al. 2020).
Rice et al. (2020) systematically investigated the role of var-
ious techniques used in deep learning for achieving a better
tradeoff, such as cutout, mixup, and early stopping, where
early stopping is found to be the most effective. This inves-
tigation was also confirmed by Pang et al. (2021). Unfair-
ness is also a problem caused by adversarial training. Xu et
al. (2021) trained a robust classifier to minimize error and
stressed it to satisfy two fairness constraints. Several stud-
ies (Ding et al. 2020; Cheng et al. 2020; Balaji, Goldstein,
and Hoffman 2019) adaptively tune the perturbation bounds
for each sample with the inspiration that samples near the
decision boundary should have small bounds.

Meta Learning

Meta learning has aroused great interest in recent years. Ex-
isting meta learning methods can be divided into three cat-
egories, namely, metric-based (Snell, Swersky, and Zemel
2017; Sung et al. 2018), model-based (Santoro et al. 2016),
and optimizing-based (Finn, Abbeel, and Levine 2017;

%Existing theoretical studies presume that the perturbation
bounds are identical for all training samples.

Nichol, Achiam, and Schulman 2018) methods. The algo-
rithm we adopted that is inspired by Model-Agnostic Meta-
Learning (Finn, Abbeel, and Levine 2017) belongs to the
optimizing-based methods. The data-driven manner of meta
optimization is always utilized to learn the sample weights
or the hyperparameters (Ren et al. 2018; Shu et al. 2019).

Theoretical Investigation

This section conducts theoretical analyses to assess the in-
fluence of two different perturbation directions and varied
bounds on adversarial training in three typical binary classi-
fication cases. Proofs are presented in the online material.

Notation

We denote the sample instance as © € X and y € ) as the
label, where X C R? indicates the instance space, and Y =
{—1, +1} indicates the label space. The classification model
f is a mapping from the input data space X’ to the label space
Y. It can be parametrized by using linear classifiers or deep
neural networks. The overall natural error of f is denoted as
Riat(f) :=Pr(f(x)#y). The overall robust error is denoted
as Ruon (f) :=Pr(36 [|6]| <e,s.t.f (@ + &) #y).

Case I: Classes with Different Difficulties

In this case, the binary setting established by Xu et al. (2021)
is followed. The data from each class follow a Gaussian dis-
tribution D that is centered on 8 and —8, respectively. A K-
factor difference is found between two classes’ variances:
o041 :0_1 =K :1and K > 1. The data follow

y “N{-1L,+1}, 0=(,....,n) eR, >0,
- N (0,0%,1), %fy:—&—L 3)
N (=6,0%.1), ify=-1.

Class “+41” is harder because the optimal linear classifier
will give a larger error to class “+1” than class “—1”. Xu
et al. (2021) proved that adversarial training with an equal
bound will exacerbate the performance gap (including nat-
ural and robust errors) between classes and hurt the harder
class. We show that adversarial training with unequal bounds
on two classes can tune the performance gap and the trade-
off between the robustness and accuracy of the model. Let
0_1 = 0. The following theorem is first proposed.

Theorem 1 For a data distribution D in Eq. (3), assume
that the perturbation bounds of class “—1” and “+1” are €
and p x € (0 < €, pe < n), respectively. The natural errors of
the optimal robust linear classifier f,op for two classes are

Roar (froby —1) =Pr{/\/(0,l) <B-K-y/B?2+q(K)— \ggﬁ},

Roat (frob; +1) = Pr {N(O, 1)< —K-B++/B?+¢(K) - %E :
“)

9 Vd(n—<Ufe
21 o

where B = 55— L and q(K) = 218K

K2—1°
The robust errors are shown in the online material. The

natural and robust errors change with different p values. A
corollary is derived in accordance with Theorem 1.



Figure 1: (a) Variation of performance gaps between classes as p increases. (b) Scope of the classification boundary of different
manners. The values of parameters are K =2, n =2, ¢ = 0.2, and o = 1. The bounds for class “+1” and “—1" are denoted
as py X eand p_ X € (—n/e < py,p— < n/e), respectively. p1(p—) < 0 denotes that class “+1(—1)” is anti-adversarially
perturbed. The online material provides the formulas of boundaries. (c) Logistic regression classifier boundaries (natural and
robust) on simulated data in Eq. (3). (d) Logistic regression classifier boundaries (natural and robust with different directions).

Corollary 1 The data and perturbations in Theorem I are
followed. When K < exp(d(n — €)?/20?), the adversari-
ally trained model will increase and decrease the natural
and robust errors of class “—1" and class “+1”, with the
increase in p, respectively.

Accordingly, the performance gaps of Ry, and Ry, de-
crease with the increase in p, and better fairness can be
achieved, as shown in Fig. 1 (a). In Fig. 1 (c¢), the boundary
shifts toward the easy class “—1”. From Fig. 1 (b), adversar-
ial training with varied bounds contributes to larger scope of
the boundary compared with TRADES (Zhang et al. 2019).
Thus, a better tradeoff can be attained. Therefore, fairness
and tradeoff can be tuned with different p values. Next, anti-
adversaries are considered. Assume that samples in class
“—1” perform anti-adversarial perturbation. Similar to The-
orem 1, a theorem calculating the natural and robust errors is
proposed as shown in the online material. A corollary is then
derived, indicating that the combination of adversaries and
anti-adversaries can tune the performance gap and tradeoff.

Corollary 2 For a data distribution D in Eq. (3), as-
sume that class “—1" is anti-adversarially perturbed with
the bound ¢, and class “+1” is adversarially perturbed
with the bound p x € (0 < ¢€,pe < n). When K <
exp(d(n — €)?/20?), the adversarially trained model will
increase and decrease the natural and robust errors of class
“—1” and class “+17, with the increase in p, respectively.

In accordance with Corollaries 1 and 2, the adversarial
training and the combination strategy can nearly attain the
same performance. However, the combination strategy can
contribute to the largest scope of the boundary, as shown in
Fig. 1 (b). Thus, the combination strategy is more effective
in achieving a better tradeoff and fairness theoretically. As
shown in Figs. 1 (c) and (d), the combination strategy has
a more pronounced effect under the same bound (i.e., the
same p), indicating that it needs smaller bounds when the
same performance is achieved. Thus, the combination strat-
egy is more efficient than only the adversarial perturbation,
indicating that anti-adversaries are valuable.

Case II: Classes with Imbalanced Proportions

In this case, the two variances in Eq. (3) are assumed to be
identical®, that is, 04, = 0_; = 0. However, p(y = +1)
(p+) is no longer equal to p(y = —1) (p—). Without loss of
generality, letpy :p_ =1:Vand V > 1.

Class “—1” is the majority category, and an optimal linear
classifier will give a smaller natural error for class “—1" than
class “+17, as proved in the online material. Similarly, we
proved that standard adversarial training will exacerbate the
performance gap between classes and hurt the smaller class.
We then show that adversarial training with unequal bounds
on the two classes will tune the performance gap between
classes and the tradeoff between robustness and accuracy.
The following theorem is first proposed.

Theorem 2 For a data distribution Dy, described above
with the imbalance factor V, assume that the perturba-
tion bounds of classes “—1” and “+1” are ¢ and p X €
(0 < €, pe < n), respectively. The natural errors of the opti-
mal robust linear classifier f,,, for the two classes are

log V' d
Rm/n‘ (froba *1) =Pr {N(& 1) < —A— OZgA — {6} ,

| va ®)
Rnut (frob7 +1) =Pr {N(O, 1) S —A + Oin — o-pe} ,

where A = \/d(n — e(1+ p)/2)/o.
A corollary is derived on the basis of Theorem 2.

Corollary 3 The data and perturbations in Theorem 2 are
followed. When V< exp(d(n — €)?/20?), the adversari-
ally trained model will increase and decrease the natural
and robust errors of class “—1" and class “+1”, with the
increase in p, respectively.

From Corollary 3, the performance gaps between classes
can be decreased with different p values. The boundary can
be moved within the scope with different p values that cov-
ers the boundary of standard adversarial training. There-
fore, a better tradeoff can be attained by adversarial training

3The case with different variances can be explored similarly.



with varied bounds. Next, the anti-adversaries are consid-
ered. We assume that samples in class “—1” perform anti-
adversarial perturbation. Similar to Theorem 2, a theorem
that portrays the training occasion where the adversaries and
anti-adversaries are combined is proposed, as shown in the
online material. A corollary is then derived.

Corollary 4 For a data distribution Dy, in Theorem 2, the
perturbations in Corollary 2 are followed. When V <
exp(d(n — €)?/20?), the adversarially trained model will
increase and decrease the natural and robust errors of class
“—1” and class “+1”, with the increase in p, respectively.

In accordance with Corollary 4, the performance gaps be-
tween classes can be tuned by the combination strategy. In
addition, it can contribute to the larger scope of the classifi-
cation boundary compared with only adversaries, and a bet-
ter tradeoff can be attained. When the same performance is
achieved, combining adversaries and anti-adversaries has a
smaller bound. Therefore, the combination strategy is more
efficient than only the adversarial perturbation. More details
are presented in the online material.

Case III: Classes with Noisy Labels

In this case, the two classes’ variances and prior probabil-
ities are assumed to be identical, that is, 041 = o_1 and
p+ = p—. Without loss of generality, class “—1" is assumed
to contain flipped noisy labels. Two main conclusions are
obtained. 1) The adversaries of noisy samples will harm the
tradeoff and fairness of the robust model. 2) If noisy samples
are anti-adversarially perturbed with a bound p x € and clean
samples are adversarially perturbed with a bound ¢, then the
natural and robust errors of class “—1 and class “+1” will
be decreased and increased with the increase in p, respec-
tively. Thus, the combination strategy with varied bounds
is effective in achieving a lower performance gap between
classes and a better tradeoff between the accuracy and ro-
bustness on noisy data. The relevant theorems are shown in
the online material.

Summarization

Our theoretical analysis comprehensively reveals that the
perturbation directions and bounds remarkably influence the
generalization, robustness, and fairness of the robust model
under three typical learning scenarios. Adversarial training
with different perturbation directions and bounds can better
tune the performance gap between classes and the tradeoff
between robustness and accuracy. Existing studies ignored
anti-adversaries that are valuable. Thus, a new optimized ob-
jective considering anti-adversaries is proposed.

Methodology

Illuminated by the theoretical analysis, a new objective func-
tion is first established. Accordingly, a meta learning-based
method that combines adversaries and anti-adversaries
(CAAT) in training with a varied bound for each sample is
proposed to solve the optimization, as shown in Fig. 2.

Figure 2: Overall structure of CAAT. The red and green lines
represent the learning loops of the classifier network and
weighting network, respectively.

Proposed Objective Function

Ideally, the objective function that combines adversaries and
anti-adversaries can be formulated as

min ]Eac{amg(fw (wadv) y y) +Bw£(fw (wat—adv)a y)}a
Wl (©)
s.t. g + B = 1 and a, B € {0,1},

where .4y and X, a4y are calculated by using Egs. (1) and
(2) with varied bound €, for each sample «, respectively;
o and S, are the combination weights; f,,, is the classifier
network with the parameter W. When o, = 1, Eq. (6) can
be reduced to the objective of standard adversarial training.

To solve Eq. (6), we first assume that the values of o, and
Bz depend on the training characteristics of sample x. Ac-
cordingly, their values are produced by a weighting network
fa (parameterized by 2), where its input is a series of train-
ing characteristics ¢,, of & shown in Fig. 2. £(f,,, (Taav),y)
can be divided into ¢(f,, (z),y) and £(f,, (), fi (Taav))
to achieve a better tradeoff between the accuracy and ro-
bustness (Zhang et al. 2019). To improve the fairness among
classes, we further stress f to satisfy two fairness constraints
following Ref. Xu et al.(2021). Thus, our adopted objective
function is

iR {0zl (@),9) + M (f (@), frv (@)

+ 6m€ (fw (matfadv)» y)}a

[0, Bz] = fa(Cz), VX € X,
S.t. { Rnat(fwa C) - Rnat(fw) S Tlavc S yv
Rde(fwaC) - Rbdy(fw) <1, Vee),

(N
where Rpgy is the boundary error of the model, denoted as
Roay(fw) = Pr(3zaay € Bz, €), foy (Taav) # fu ()}
Roai(fw,c) = Pr(fy (x) # y | y = C}; Rbd}’(fw7c) =
Pr(3z,y € B(l’,E),fW (Taav) # Jw (z) | Yy = C}; fais
a multilayer perception (MLP) network with a hidden layer
and a 7-softmax layer: Softmax((hw + b)/7); A > Ois a
regularization parameter that adjusts the influence of the nat-
ural and boundary errors on the model; 7, and 7o are small
and positive predefined parameters. The approach for solv-
ing the two fairness constraints is the same as that in Ref. Xu
et al.(2021), where a Lagrangian is formed.

Extraction of Training Characteristics (¢,,)

Our theoretical investigation reveals that different training
samples can have different perturbation directions. The per-
turbation direction of a training sample depends on a series



Algorithm 1: CAAT

Input: #Iteration 7', step sizes 7o, 11, and 72, batch size n, meta
batch size m, bound e, #iterations K in inner optimization, classi-
fier network f,, , weighting network fq, D™", D™,
Output: Trained robust network f,, .

1: Initialize networks f,;, and fq;

2: fort =1to7 do )

3:  Sample n and m samples from D"™" and D™"%;

4:  for ¢ = 1ton (in parallel) do

5: 3 =2,40.001A (0, I) and 22" = 2,40.001N (0, 1),

where N(0, I) is the Gaussian distribution;

6: Calculate the perturbation bound ¢; for sample x;;

7: for k = 1to K do

8: m?d‘/(_H]B(CEi, 1€7) (noSign(szd"g(fW (wl), fW (wzzldv)))

+a3%), where IT is the projection operator;

9: ] L ;) (108180 (V gavaen £ foyy (25), 1))
_HEa_tt-adv) . )
i ;
10: end for
11: end for

12:  Formulate VAV(t)(Q) by Eq. (9);
13:  Update QU+ by Eq. (10) and update w D by Eq. (11);
14: end for

of factors, including learning difficulty, class proportion, and
noise degree. Therefore, six training characteristics of each
training sample «, namely, loss (Cw,l)’ margin (Cw,Z)’ the
norm of loss gradient for the logit vector (¢, 3), the infor-
mation entropy of the softmax output (¢, 4), class propor-
tion (¢, 5), and the average loss of each class (¢, ¢)., are
extracted, as shown in the extraction module in Fig. 2. The
calculation detail of each characteristic is shown in the on-
line material.

Perturbation Bound (¢;) Calculation

We employ two types of varied bound in our framework.
Following Ref. Xu et al.(2021), the class-wise perturbation
bound named ReMargin, which is suitable for imbalanced
data, is utilized. A sample-wise bound is proposed to handle
noise. It is inspired by the intuition that noisy samples have
a large norm of loss gradient in general and these samples
should exhibit the greatest degree of anti-adversarial train-
ing. Thus, the Grad-Based bound can be calculated as

€x = (Oéwgmadv + ngwat—adv + 6) X € (8)

where g, ~ and g, =~ are the normalized
M (fyy (), fryy (®aav)) O (fyy (Taraav) y)
| ll2 and [|—2% —= |2, respec-

tively. € is a predefined perturbation bound, and ¢ is a
hyperparameter that is set to 0.9 in our experiments. This
bound is also effective on imbalanced data because samples
in tail classes have large norms of loss gradient, and they
should do the greatest degree of adversarial training.

Training with Meta-Learning

On the basis of the extracted characteristics and calculated
bounds, an online learning strategy is adopted to alterna-
tively update W and (2 using a single optimization loop, as
shown in Fig. 2. Assume that we have a small amount of un-
biased meta data D™t = {gneta ymetat M “where M < N.

Even if meta data are lacking, they can be compiled from
the training data D" (Zhang and Pfister 2021). The main
steps are shown below. Here, we ignore the regularization
terms introduced by the fairness constraints, while the on-
line material provides the complete formulas.

2 is treated as the to-be-updated parameter, and the pa-
rameter of the updated classifier W, which is a function of
€, is formulated. Stochastic gradient descent (SGD) is uti-
lized to optimize the training loss. Specifically, a minibatch
of training samples {x;, y; }?_; is selected in each iteration,
where n is the size of the mini-batch. The updating of W
can be formulated as

W Q) =W LS V{0l () 00+
NCF @), Fuy @]+ Bl f @), 90,

where 7, is the step size. The parameter of the weighting
network 2 after receiving feedback from the classifier net-
work can be updated on a minibatch of meta data as follows:

9

1 m
(t+1) — ®) _ . = meta
Q QO — 3" Valereu(s,

W () (ml)v ?,/i)

FAMN o @) L (&™) +LF o @) )],
(10

where m and 7y are the minibatch size of meta data and
the step size, respectively. The parameters of the classifier
network are updated with the obtained weights by fixing the

parameters of the weighting network as QU+,

®) ()

WD =W g LS T (S ), 1)+
M (fu (@), Fu ()] + Bil(f (21Y), )}

The steps of our CAAT method are shown in Algorithm 1.

Y

w(t)’

Experiments

Experiments are conducted to verify our theoretical findings
and the effectiveness of the proposed CAAT in improving
the accuracy, robustness, and fairness of the robust models.

Experimental Settings

Benchmark  adversarial  learning  datasets: CI-
FARI10 (Krizhevsky 2009) and SVHN (Netzer et al.
2011) are adopted in our experiments, including the noisy
and imbalanced versions of the CIFAR data (Shu et al.

Figure 3: (a): Ratio of adversaries in each class during train-
ing on standard CIFARI10. (b): Average loss of each class
during training on standard CIFAR10.



| Avg.Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg. Rob.  Worst Rob.

PGD Adv. Training 15.5 33.8 40.9 55.9 56.4 82.7
TRADES (1/\ = 1) 14.6 31.2 43.1 64.6 57.7 84.7
TRADES (1/\ = 6) 19.6 39.1 29.9 495 49.3 77.6
Baseline ReWeight 19.2 28.3 39.2 53.7 58.2 80.1
FRL (ReWeight) 16.0 22.5 41.6 542 57.6 73.3
FRL (ReMargin) 16.9 24.9 35.0 50.6 51.9 75.5
FRL (ReWeight+ReMargin) 17.0 26.8 35.7 445 52.7 69.5
CAAT (Grad-Based) 146 736 144 233 28.6 481
CAAT (ReMargin) 13.9 243 154 24.9 29.3 44.4

Table 1: Average and worstclass natural, boundary, and robust errors (%) for various algorithms on CIFAR10.

2019). For the two datasets, PreAct-ResNet18 (He et al.
2016) and Wide-ResNet28-10 (WRN28-10) (Zagoruyko
and Komodakis 2016) are adopted as the backbone network.
This section only represents the results of PreAct-ResNet18.
Others are presented in the online material. The compared
methods include three popular adversarial training algo-
rithms, namely, PGD (Madry et al. 2018), TRADES (Zhang
et al. 2019), and FRL (Xu et al. 2021). A debiasing
method (Agarwal et al. 2018) is also compared which is to
upweight the loss of the class with the largest robust error
in the training data. The results of TRADES and FRL are
calculated by using the codes in their official repositories.
The training and testing configurations used in Ref. Xu et
al. (2021) are followed. The number of iterations in an ad-
versarial attack is set to 10. Following Xu et al. (2021), 300
samples in each class with clean labels are selected as the
meta dataset, which helps us tune the hyperparameters and
train the weighting network. Adversarial training is trained
on PGD attack setting ¢ = 8/255 with cross-entropy loss.
For our method and FRL (ReMargin), the predefined per-
turbation bound is also set to 8/255. All the models are
trained by using SGD with momentum 0.9 and weight de-
cay 5 x 10~%. The value of ) is selected in {2/3,1,1.5,6}.
During the evaluation phase, we report each model’s average
and worstclass natural, boundary, and robust error rates.

Experiments on Standard Dataset

Tables 1 shows the performance of our proposed CAAT
and the compared methods on standard CIFAR10. Those
on SVHN are shown in the online material. Considering

| Avg. Nat. | Avg. Bdy. | Avg. Rob.

PGD Adyv. Training 15.6 37.1 52.8
TRADES (1/A =1) 15.6 31.0 46.5
TRADES (1/\ = 6) 16.4 21.0 374
FRL (ReWeight) 15.3 36.0 51.4
FRL (ReMargin) 15.2 36.0 51.1
FRL (ReWeight+ReMargin) 15.7 34.3 50.0
CAAT (Grad-Based) 14.6 13.9 28.5
CAAT (ReMargin) 14.7 14.7 29.4

Table 2: Average natural, boundary, and robust errors (%) for
various algorithms on CIFAR10 with 20% pair-flip noise.

that our training/testing configuration is the same as that
in Ref. Xu et al.(2021), the results of the above competing
methods reported in the FRL (Xu et al. 2021) paper are di-
rectly presented.

From the results, our methods with two types of bound
reduce the average natural and robust errors under differ-
ent degrees, indicating that CAAT obtains better accuracy
and robustness of the model. Compared with other meth-
ods, CAAT decreases the average and worst robust error
rates by 21% and 25% on CIFAR10. Baseline ReWeight can
only decrease the worst intraclass natural error but cannot
equalize boundary or robust errors. FRL (Xu et al. 2021)
has only a limited ability to reduce the worst boundary and
robust errors, resulting in limited fairness between classes.
Our method more effectively decreases the worst intraclass
errors. Thus, CAAT achieves better fairness among classes
compared with other methods. Although FRL (ReWeight)
obtains the lowest worst natural error, it has large average
and worst robust errors, which is inferior to CAAT. Hard
classes (classes with a large average loss) have a higher ra-
tio of adversaries than easy ones, as shown in Fig. 3, which
helps improve the performance of hard classes and effec-
tively enhances the fairness among classes. The same con-
clusions can also be obtained on the SVHN dataset.

Experiments of Noisy Classification

Two settings of corrupted labels, including uniform and pair-
flip noises, are adopted (Shu et al. 2019). The values of
the noise ratio are set to 20% and 40%. CIFAR10 dataset,

40 045 40 0.037

32 036 32 0.036

—Ss 24 027 § 24 0.035

20 20

r.%ls 0.18 L%m 0.034
12 12
3 0.09 3 0.032
4 4

0.00 | 0.031
Clean Clean NoiseNoise Bound
adv at-adv adv at-adv

(a) (b)

Clean Noise Ratio

Figure 4: (a): Ratio of adversaries for noisy and clean sam-
ples on CIFAR10 with 20% uniform noise during training.
(b): Average adversarial and anti-adversarial perturbation
bounds for clean and noisy samples during training.



Figure 5: (a) and (b): Natural and robust errors for each class of different methods on CIFAR10 with imbalance factor 10. (c)
and (d): Natural and robust errors for each class of different methods on CIFAR10 with imbalance factor 100.

| Avg. Nat. | Avg. Bdy. | Avg. Rob.

PGD Adyv. Training 20.1 42.8 62.9
TRADES (1/A =1) 16.8 32.3 49.1
TRADES (1/X = 6) 23.6 23.8 474
FRL (ReWeight) 16.9 38.1 55.0
FRL (ReMargin) 17.5 35.6 53.1
FRL (ReWeight+ReMargin) 17.2 35.1 52.3
CAAT (Grad-Based) 15.8 14.2 30.0
CAAT (ReMargin) 16.2 13.7 29.9

Table 3: Average and worstclass natural, boundary, and ro-
bust errors (%) on CIFAR10 with imbalance factor 10.

which is popularly used for the evaluation of noisy labels, is
adopted. Here, we only show the average errors of CIFAR10
with 20% pair-flip noise. Others are presented in the online
material. From the results in Table 2 and the online material,
CAAT achieves the lowest average and worst natural and ro-
bust errors, indicating that it obtains the best generalization,
robustness, and fairness compared with other methods.

As shown in Fig. 4 (a), most of the noisy samples are
anti-adversarially perturbed during training, which is in ac-
cordance with our theoretical findings. From Fig. 4 (b), the
average anti-adversarial perturbation bound for noisy sam-
ples is the largest, implying that noisy samples exhibit the
largest degree of anti-adversarial training. Thus, the nega-
tive influence of noisy samples can be decreased. The ratio
of adversaries for clean samples increases with the progress
of training, demonstrating that clean samples are playing a
more important role than noisy ones during training.

Experiments of Imbalanced Classification

The long-tailed version of CIFAR10 compiled by Cui et
al. (2019) is utilized. The values of the imbalance factor are
set to 10 and 100. Here, we only show the average results
when the imbalance factor equals 10. Others are presented
in the online material. Compared with other methods, CAAT
achieves the minimum average and worst natural and robust
errors, as shown in Table 3. As shown in Fig. 5, CAAT
decreases the natural and robust errors for most classes
and achieves the lowest performance gap among different
classes. We also verify that the first head class has the lowest
ratio of adversaries and tail classes have a high ratio of ad-
versaries, which is consistent with our theoretical findings.

| Avg. Nat. (%) | Avg.Bdy. (%) | Avg.Rob. (%)

Setting I 16.0 41.6 57.6
Setting IT 16.1 35.8 51.9
Setting I1I 14.9 13.8 28.7
Setting IV 13.9 154 29.3

Table 4: Ablation studies of CAAT on standard CIFAR10.

The details are presented in the online material.

Ablation Studies

Four variations of CAAT are considered, including adversar-
ial training with the same perturbation direction and bound
(Setting I), adversarial training with the same perturbation
direction and different bounds (Setting II), adversarial train-
ing with different perturbation directions (adversaries and
anti-adversaries) and the same bound (Setting III), and ad-
versarial training with different perturbation directions and
bounds (Setting IV). PreAct-ResNet18 is used. The results
are shown in Table 4. Settings III and IV obtain better per-
formance compared with Settings I and II. Thus, the combi-
nation strategy is more effective. Compared with Setting I1I,
Setting IV further decreases the average natural error, indi-
cating that the varied bound is more valid in some cases. The
worst errors are shown in the online material.

Conclusions

This study theoretically investigates the role of adversar-
ial training with different directions (adversarial and anti-
adversarial) and bounds for the robust model. Three typi-
cal occasions are considered, including classes with differ-
ent difficulties, imbalance learning, and noisy label learning.
A series of theoretical findings are obtained, illuminating a
new objective function that combines adversaries and anti-
adversaries in training. Consequently, an adversarial train-
ing framework (CAAT) is proposed to solve the objective,
in which meta learning is utilized to optimize the combined
weights of the adversary and anti-adversary for each sam-
ple in accordance with its learning characteristics. Extensive
experiments verify the rationality of our theoretical findings
and the effectiveness of CAAT in achieving better accuracy,
robustness, and fairness of the robust models compared with
other adversarial training methods.
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Theoretical Proof for Section 3 (Theoretical
Investigation)

In this section, we present the proofs and discussions omit-
ted in Section 3. Following Xu et al. (2021), we consider a
binary classification task under a mixture Gaussian distribu-
tion. Xu et al. (2021) proved that adversarial training would
exacerbate the performance gap between classes and hurt the
harder class. Compared with previous theoretical investiga-
tions, our analysis involves more typical learning scenarios,
including classes with different learning difficulties, imbal-
ance learning, noisy label learning, and classes with skewed
training distributions. In addition, previous theoretical find-
ings only considered adversarial training with an identical
bound for all training samples, whereas both adversaries and
anti-adversaries with varied perturbation bounds are consid-
ered in our theoretical investigation. The natural and robust
errors of the optimal robust linear classifier are calculated.
We prove that combining adversaries and anti-adversaries
in training with varied perturbation bounds can effectively
tune the performance gap between classes and the tradeoff
between the robustness and accuracy of the model.

Case I: Classes with Different Difficulties

In this subsection, we focus on the occasion when the two
classes have different learning difficulties. The binary clas-
sification setting established by Xu et al. (2021) is followed.
The data are from two classes ) = {—1,+41} and the data
from each class follow a Gaussian distribution D which is
centered on @ and — @, respectively. There is a K -factor dif-
ference between the two classes’ variances: 041 : 0_1 =
K :1and K > 1. In our following proof, the data follow
dim=d
y {141} 0=(@ ),
oo d N0 T), ify =1,
N (-0,02.I), ify=-1.

Intuitively, class “+1” is harder than class “—1” because it
is less compacted in the data space, and the optimal linear
classifier will give a larger error to class “+1” than class
“—17, as proved by Xu et al. (2021). Here, we assume that
o_1 = 0. Then, we will prove that adversarial training with
different perturbation bounds can tune the fairness between
classes and the tradeoff between the accuracy and robustness
of the model.

(A1)

Proof of Theorem A.1 (Theorem 1 in Section 3) Xu et
al. (2021) proved that, compared with natural training, ad-
versarial training with an identical bound exacerbated the
performance gap between classes and hurt the harder class.
In this subsection, we prove that adversarial training with
unequal perturbation bounds for the two classes can tune the
performance gap between classes and improve the model
performance on the harder class. Besides, a better tradeoff
between the robustness and accuracy of the model can be
achieved. Theorem A.1 calculates the natural and robust er-
rors of the classifier that is adversarially trained with unequal
bounds.

Theorem A.1. (Theorem 1 in Section 3) For a data distri-
bution D in Eq. (A.1), assume that the perturbation bounds
of class “—1" and class “+1” are e and p x € (0 < €, pe <
1), respectively. The optimal robust linear classifier fp
which minimizes the average robust error is

o = argmin{PrG 3] < ¢, sf(x +6) £y |y=-1)

+Pr(3|d]| < pxe, stfl®+0) #y|y=+1)}

(A2)
It has the natural errors for the two classes:
7znar (fmby 71)
:Pr{N(O,l) <B-K-\/B2+q(K) - \/36}7
g
(A3)

7zmtt (frob7 +1)

—Pr{./\/((),l)g_K.B_._\/Wq(K)_\}/(foe}7

_e(+p)
where B = 13— Vi — L and q(K) = SEE.

Proof. Assume that the perturbation bounds of class “+1”
and class “—1" are p x € (0 < p < 1) and ¢, respectively.
To guarantee that the robust optimization gives a reason-
able classification for the data in Eq. (A.1), the perturbation
bound e is limited in the region of [0,7n) and p X € is also in
the region of [0, 7).

For a data distribution D in Eq. (A.1), the optimal linear
classifier f;,c which minimizes the average natural classifi-
cation error is

foat = arg mji_n Pr(f(x) # y). (A.4)



In accordance with Lemma I in Ref. (Xu et al. 2021),
the optimal linear classifier can be denoted as fou(x) =

sign (E?Zl T; + bnm) and the optimal by, is

K241 4d212
brat = —5——= -dn— K| ———
at K2_1 Ui \/(K2—1)2

+ q(K)do?, (A.5)

where ¢(K) = 2;;{ 11( is a positive constant and only de-

pends on K. In accordance with Lemma 2 in Ref. (Xu et al.
2021), the optimal robust linear classifier can be denoted as

frob(x) = sign (Z‘Ll x; + brob). Now, we calculate the

optimal b,,, when the model is adversarially trained with
varied bounds. The average robust error is

Reo(f) = PrAl8l| < e, fl@+8) £ —1]y=—1)
FPrES < pxe fl@+d) £+ |y =+1)

= max Pr(f(x + 6)#-1ly=-1)

+ max Pr(f(x+6)#+1|y=+1)

18 <pxe
1 dim=d
—
= LR+ () A1y =)
dim=d

FPf( — (x e x ) A y=+1)
d
Pr{Z(mi+e)+brob >0 | yl}

i=1

d
+Pr{2(wipe)+brob<0|y+1}

=1

:Pr{/\/'((),l)<—\/a(z_€)+\/1a 'brob}

Vd(n — pe) 1
P 0,1 — — -b
+ I‘{N(,)< Ko K\/(ja rob
(A.6)
The optimal by,p, to minimize R,ob () is achieved at the point

that mg%‘fif) = (. Thus, the optimal b,y is calculated as

K241

KZ+1 el +p)
K2 -1

brob = d(77 - 6( 2 )

4d2 (77 _ e(1;/7) )2

1)de
(K2 1) |

+ q(K)do? + (pr

-K

(A7)
In accordance with the definition of robust error, by incor-
porating the optimal b, into the following formula

Pr {N(O, 1) < = \/E(Z__ 6) + \/];20 : brob}

+Pr {N(o,n < f\/‘gg; o _ le/& ~bmb},

(A.8)

Class +1
—— Class =1

Figure A-1: Left: Natural errors for the two classes of the
robust classifier trained with varied perturbation bounds.
Right: Total natural error for the two classes of the robust
classifier trained with varied perturbation bounds.

we can get the class-wise robust errors for the two classes
Riob (frobs —1)
:Pr{/\/(o, )< B-K- /B +q(K)} ,
Rerob (frob, +1)
Vd(l—p)_
Ko ’

(A9)
_e(tp)
where B = K22_1 Vi —= 2) . In accordance with the def-

inition of natural error, by incorporating the optimal b, into
the following formula

Pr {N((L 1) < —@ + L : brob}

—Pr{N(O,l)S—K-B+ B2 +q(K) +

g \/&0‘
i (A.10)
dn 1
+PT{N(O;1)<_KU — K\/;io_'brob}v

we obtain that the class-wise natural errors for the two
classes are

Rnal (fl’()by_l)
{ oy
=Prq{N(0,1)<B—-K - B2—|—q(K)—7e ,

Rnal (fl"()by +1)

:Pr{N(O’I)S_K'B+\/W—\I/{gffe}

(A.11)
O

The robust and natural errors of the two classes change
with the increase in p. Thus, adversarial training with un-
equal perturbation bounds on the two classes can tune the
performance gap between the two classes. Then, we show
how the natural and robust errors of the two classes change
with the increase in p.

Proof of Corollary A.1 (Corollary 1 in Section 3) In this
subsection, we demonstrate how the natural and robust er-
rors of the two classes change as p increases when the model
is adversarially trained with unequal perturbation bounds.

Corollary A.1. (Corollary 1 in Section 3) For a data distri-
bution D in Eq. (A.1), assume that the perturbation bounds
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Figure A-2: Left: Robust errors for the two classes of the
robust classifier trained with varied perturbation bounds.
Right: Total robust error for the two classes of the robust
classifier trained with varied perturbation bounds.

“«

of class “—1” and “+1” are e and p x € (0 < €, pe < n),

(nFQ

respectively. When K < e™ 2o% | the adversarially trained
model will increase and decrease the natural and robust er-
rors of class “—1" and class “+17, with the increase in p,
respectively.

“«

Proof. From the definition of the data distribution D, the
only difference between the two classifiers is their intercep-
tion terms: by, and byop. Following Xu et al. (2021), we know

K?+1 Ad2n?
b = 33— ———— +q(K)do? := g(n).
(= o n— \/(K2_1)2 q(K) 9(n)
(A.12)

When the classifier is adversarially trained with varied

bounds, the robust classifier f.op, directly minimizes the
dim=d

natural error of the adversaries (x — (p X ¢, ,p X €))

for samples x in class “+1”, and the error of adver-
dim=d

saries (x + (¢,--- ,€)) for samples « in class “—1”. As
a consequence, the robust model f,,, minimizes the er-
ror of samples in class “+1” with the new center 8’ =

dim=d
1 1
(n— M, N M) and minimizes the error
of samples in class “—1” with the new center —0' =
dim=d
1 1
—(n— #, ey — #) Both centers are at a

distance of 6(127'”’) from the original center +6. Thus, we
can get the interception term of the robust model which is
adversarially trained with varied perturbation bounds by re-

placing 7 in by, by n — 6(17;’)). Besides, in accordance with
the coordinate transformation, the distance that the coordi-

nate system moves is %. Thus, b, can be expressed
as
e(1+ —1)de
by = gy — 2y (P Dde )
2 2
d(n—e)?

Then, we show that when K < e™ 202, byp 1S @ monotone
increasing function of p. The derivative of by, with respect
to pis

8brob _

, e(1+ p) e, de
o - L2y

)+ —. (A.14)

Then, to ensure 2 ‘°b > 0, we just need that ¢’ (n 76(1; p)) <

d. g'(n) is

dg(n) _K*+1, (K? 1>2d2 2

= —d— )

(A.15)
Thus, the following inequality needs to be satisfied:
e(1
= G 2(n — 432 2

2\/ R A d2(n— 6(1;‘/)))2 + q(k)do? K2 -1

(A.16)

Then, we obtain that the only condition for b, to be a mono-
tonically increasing function with respect to p is

d(1)75)2

K<e 22 . (A.17)

Thus, with the increase in p, b,op, Will increase. Therefore, the

classification boundary gradually moves toward class “—1".

The definitions of the robust and natural errors of classes
+1” and “—1” are shown below:

1) — Py _Vdn—¢) 1

7zrob (frobv 1) =P {N(O7 1) < + \/30’ brob
(A.18)

_ Vd(n — ) 1

Rrob (fr0b7 +1) =Pr {N(O: 1) <= Ko - K\/&O’ * brob

(A.19)
1

Rnat (froba _]-) =Pr {N(O, ]-) < _ﬂ + E brob} )

(A.20)

Rnal (frob7+1) PI‘ {N(O ]_) < —70- _

(A.21)
As we can see, the natural and robust errors of class “—1”
are positively related to the value of b}, and the natural and
robust errors of class “+1” are negatively related to the value
of byop. Thus, with the increase in p, the natural and robust
errors for class “—1” will be increased and those for class
“+1” will be decreased. ]

Figs. A-1 and A-2 show the variation of the natural and
robust errors as p increases. For the parameters, o and K
are set to 1 and 1.5, respectively. The dimension d is set
to 2. € and 7 are set to 0.05 and 1, respectively. The natu-
ral and robust errors of class “+1” are decreased and those
of class “—1” are increased. Thus, the fairness between the
two classes can be tuned with different values of p and the
model performance on the harder class can be improved.
When the errors of the two classes are the same, the best
fairness between classes is obtained. Moreover, adversarial
training with varied bounds can contribute to larger scope
of the classification boundary, which covers the boundary
of the standard adversarial training. Thus, a better tradeoff
between the accuracy and robustness of the model can be
attained.



Proof of Theorem A.2 In this subsection, we assume that
samples in class “—1” perform anti-adversarial perturba-
tion. Then, we prove that combining adversaries with anti-
adversaries in training with varied bounds can tune the per-
formance gap between classes and the tradeoff between ro-
bustness and accuracy. Theorem A.2 calculates the natural
and robust errors of the two classes when adversaries and
anti-adversaries are combined in training.

Theorem A.2. For a data distribution D in Eq. (A.1), as-
sume that class “—1" is anti-adversarially perturbed with
the perturbation bound €, and class “+1” is adversarially
perturbed with the bound p x € (0 < €, pe < n). The opti-
mal robust linear classifier f,,, which minimizes the average
robust error is

Jrop = argmin{Pr[8|| < ¢, s.r.f(@+8) #yly=-1)
+Pr(3)6]| < pxe, st.f(x+0) #y|y=+1)}.

(A.22)
It has the natural errors for the two classes:

Rnat (frub» _1)
—Pr{N(O,l)SBK- B?+q(K)+*fe},
Rnal (frob, +1)
—p {N : Vip }
=PriN(0,1) < —K-B+ /B +q(K) - 2Lt

(A.23)

,and q(K) = %.

2 \/8(777 f(/’gl))
[eg

Proof. The perturbation bound e is limited in the region of
[0,7) and p X € is also in the region of [0, 7). Similar to the
proof of Theorem A.1, the optimal linear robust classifier is

defined as fiop() = sign (Zle x; + bmb). Now we cal-

culate the optimal b, when adversaries and anti-adversaries

are combined in training. The average robust error is

7?/rob(f) :PT(H”(SH <e f(iL‘-i—(S) 7é -1 |y: _1>
+Pr(3[ol[ < pxe fl@+6)#+1|y=+1)
= min Pr(f(x+d)#—-1|y=-1)

18] <e
+ \|6I\T1§a;{><epr(f<w +0) # +1 | Yy = +1)
1 dim=d
=5 Pr(fl@—(E- ) # -1ly=-1)

dim=d
]. /_/%
+oPr(f(@—(pxe - pxe)F+lly=+1)

:Pr{Z(wi—e)+brob>O|y=—1}
d
ere 3w <01 1

=Pr {N(O, 1) < _\/g(z’—i_ 6) + \/%U . brob}

Vd(n — pe) 1
+P1"{N(0;1)<— Ko _K\/ga'brob
(A.24)

The optimal by, to minimize R ( f) is achieved at the point

that %’;{Eﬂ = 0. Thus, the optimal b,y is calculated as

K?+1 6(,0—1))

K2 -1 2

4d2(77 _ 6(p2—1))2
(K2 —1)°

brob = d(?] -

(p+1)de
—

- K + q(K)do? +

(A.25)

Similar to the proof of Theorem A.1, we get the class-wise
robust errors for the two classes are

7zrob (frob7 _1)
—Pr{N(O,l) <B-K- BQ+q(K)+2\U/ae},

Rrob (froby +1)

:PF{N(O,1)§K48+ BQ+q(K)+@€ 7
ag
(A.26)
_elp=1)
where B = K22_1 \/E(nf"’) Similar to the manner in the

proof of Theorem A.1, it is easy to obtain that the class-wise
natural errors for the two classes are

Rnal (frob7 _1)
:Pr{N(O,l) <B-K-\/B?+q(K)+ \fe},
an (frob:+1)

=Pr {N(o, 1)< —K-B++/B?+¢(K) - %e
(A.27)
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Figure A-3: Left: Natural errors for the two classes of the ro-
bust classifier trained with adversaries and anti-adversaries.
Right: Total natural error for the two classes of the robust
classifier trained with adversaries and anti-adversaries.
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Figure A-4: Left: Robust errors for the two classes of the ro-
bust classifier trained with adversaries and anti-adversaries.
Right: Total robust error for the two classes of the robust
classifier trained with adversaries and anti-adversaries.

O

From Theorem A.2, we can see that both the robust and
natural errors of the two classes change as p changes. Then,
we show how the natural and robust errors of the two classes
change as p increases.

Proof of Corollary A.2 (Corollary 2 in Section 3) In this
subsection, we show how the natural and robust errors of the
two classes change with the increase in p when the model is
trained with adversaries and anti-adversaries.

Corollary A.2. (Corollary 2 in Section 3) For a data dis-
tribution D in Eq. (A.1), assume that class “—1" is anti-
adversarially perturbed with the perturbation bound €, and
class “+17” is adversarially perturbed with the bound p X €

d(n—¢)
20

(0 < €,pe < n). When K < e 202 , the adversarially
trained model on two classes will increase and decrease the
natural and robust errors of class “—1” and class “+1”,
with the increase in p, respectively.

Proof. The value of b,y is shown in the proof of Corol-
lary A.1. For the classifier trained with adversaries and anti-
adversaries, b, is calculated in Eq. (A.25), which can be
expressed as

elp — 1)) (p+1)de
2 2 ’

Similar to the manner of the proof of Corollary A.1, we can

verify that b, is @ monotone increasing function of p when
d('r]fe)Q

K <e 202

Thus, the classification boundary moves toward class
“—1” as p increases. Similar to the proof of Corollary A.1,
we can obtain that the natural and robust errors of class “+1”

brob = g(1 — (A.28)

Figure A-5: Left: Logistic Regression classifiers (natural and
robust) on simulated binary data in Eq. (A.1). Right: Logis-
tic Regression classifiers (natural and robust with both ad-
versaries and anti-adversaries) on simulated binary data in
Eq. (A.1).

will be decreased and those of class “—1” will be increased
as p increases. O

Figs. A-3 and A-4 show the variation of the natural and
robust errors when adversaries and anti-adversaries are com-
bined in training. The values of the parameters are the same
as those in the last subsection. The natural and robust er-
rors for class “—1” are increased, and those for class “+1”
are decreased, with the increase in p. When the errors of
the two classes are the same, the best fairness between the
two classes is obtained. Thus, the performance gap between
classes can be tuned with different p values.

Next, we show that when the same performance (same
natural error) is achieved, the combination of adversaries
and anti-adversaries has smaller perturbation bounds com-
pared with only the adversaries. In accordance with our cal-
culation, if the perturbation bound of combining adversaries
and anti-adversaries is €, then the perturbation bound of us-
ing only adversaries needs to be 10.419 X e to achieve the
same performance. Thus, combining adversaries and anti-
adversaries in training is more efficient than using only
adversaries, indicating that anti-adversaries are valuable.
Fig. A-5 shows the data distribution and the classification
boundaries which are naturally trained and adversarially
trained with different directions and perturbation bounds.
Adversarial training with the same bound exacerbates the
performance gap, while both adversarial training and com-
bining adversaries and anti-adversaries in training with var-
ied bounds can decrease the performance gap. Besides, un-
der the same bound (i.e., the same p), the combination strat-
egy has a more pronounced effect.

Then, we calculate the scope of the classification bound-
ary of the adversarial training with varied bounds and the
combination of adversaries and anti-adversaries with varied
bounds. Assume that the perturbation bounds for class “—1”
and class “+1” are p; X eand p_ X € (—n/e < py,p— <
n/€), respectively. p < 0 means that samples in class “+1”
are anti-adversarial perturbed. p_ < 0 means that samples
in class “—1” are anti-adversarial perturbed. By calculating,
when py = n/eand p_ = 0, then by, is

dn

)+ (A.29)

Ui

brob = 9(2
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Different difections
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Figure A-6: Scope of the classification boundary under dif-
ferent manners, including natural training (red line), stan-
dard adversarial training (green line), TRADES (scope be-
tween the red and green lines), adversarial training with dif-
ferent perturbation bounds, and adversarial training with dif-
ferent perturbation directions and bounds. The values of pa-
rameters are K =2, n=2, ¢ =0.2, and 0 = 1. The bounds
for class “+1” and “—1” are denoted as p; X e and p_ X €

(—m/e < p4, p— < n/e), respectively. p4(p—) < 0 means
that class “+1(—1)” is anti-adversarially perturbed.

When p, = 0 and p_ = /e, then by, is

dr
brob = 9(5) - ?]
Then, we consider the occasion where adversaries and anti-
adversaries are combined in training. When p; = n/e and
p— = —n/e, then by, is

n (A.30)

brob = 9(77) + d77- (A31)
When p; = —n/e and p_ = n/e, then by is
brob = 9(77) - d77- (A32)

The scope of the classification boundary under different
manners is shown in Fig. A-6. The scope of the classification
boundary of adversarial training with varied bounds is larger
than that of TRADES (Zhang et al. 2019). Combining adver-
saries and anti-adversaries with a varied bound accounts for
the biggest scope of the classification boundary. Thus, the
combination strategy can achieve a better tradeoff between
the robustness and the accuracy of the model.

Case II: Classes with Imbalanced Proportions

In this subsection, we focus on the occasion when the cate-
gory distribution of the two classes is imbalanced. The data
are from two classes ) = {—1, +1} and the data from each
class follow a Gaussian distribution Dy, which is centered on
6 and — 0 respectively. The two variances of the two classes
are assumed to be identical, i.e., 041 = 0_1 = o. Neverthe-
less, a V -factor difference is found between the two classes’
prior probabilities: p; : p— =1 : Vand V > 1. In our

following proof, the data follow

Pr(y=+1)=py, Priy=-1)=p_,

dim=d
—
6=(n....M), (A33)
- N (6,0°1), ify =+1,
N —9,021), ify=—1.
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Intuitively, class “+1” is harder than the dominant class
“—17, because it has a small number of samples.

Proof of Theorem A.3 In this subsection, we prove that
the error of the dominant class is smaller than that of the
other class under natural training. The theorem is shown be-
low.

Theorem A.3. For a data distribution Dy in Eq. (A.33)
with the imbalance factor V', the optimal linear classifier
[funar which minimizes the average natural classification er-
ror is

frnar = arg m}n Pr(f(x) #y). (A.34)

It has the natural errors for the two classes:

Ruat (foar, —1) = Pr {N(o, < —A— 102gAV} ’
(A35)

logV
o For+1) = Pr {00,1) <~ + 2],

where A = @. As a result, class “+1” has a larger natu-
ral error:

Rnat (fnat ) _1) < Rnat (fnat 9 +1) . (A36)

Proof. We define the optimal linear classifier as fou(x) =
sign (Z?zl x; + bnat>. Now, we calculate the optimal by
under natural training. The average natural error is
Rua(f) = Pr{f(z) # y}
xVPr{f(x)=+1]|y=-1}
+Pr{f(x)=-1|y=+1}

d
:VPT{Zwi+bnat>Oy:—l}

i=1

d
+Pr{2wi+bnat<0y:+l}

=1
— VPr {N(O,l) < —@ + f%z . b,m}
ag

Vdn 1
P 0,1) < ——— — —— “bpar ¢ -
+ r{./\/(, ) < . T }

(A.37)
The optimal by, to minimize Ry, (f) is achieved at the point
that a%?jn‘if ) — . Thus, the optimal by, is calculated as
2logV
b = — 287 (A.38)

2n



By incorporating the optimal by, into Eq. (A.37), we can get
the class-wise natural errors for the two classes:

Rnat (fnata —1) = Pr {N(O, 1) < —A-— IZiV} ,
(A.39)

logV
Reat (faatr +1) = Pr {N (0,1) < —A+ ong} .
Since V' > 1, we have the direct conclusion that
Rnat (fnata 71) < Rnat (fnata+1)~ D

Theorem A.3 demonstrates that class “+1” which has a
small prior probability is harder to be classified than the
dominant class “—1” under natural training. The class-wise
difference is due to the prior probability ratio V. If the two
classes’ prior probabilities are equal, i.e., V = 1, the nat-
ural errors for the two classes are the same. Next, we will
show that adversarial training with the same perturbation
direction and bound will exacerbate the performance gap,
while adversarial training with different perturbation direc-
tions and bounds can tune the performance gap between
classes and the tradeoff between the robustness and accu-
racy of the model.

Proof of Theorem A.4 (Theorem 2 in Section 3) In this
subsection, we calculate the natural and robust errors of the
two classes under adversarial training.

Theorem A.4. (Theorem 2 in Section 3) For a data dis-
tribution Dy in Eq. (A.33) with the imbalance factor V, as-
sume that the perturbation bounds of class “—1" and class
“+1” are eand p x € (0 < €, pe < n), respectively. The opti-
mal robust linear classifier f.,, which minimizes the average
robust error is

o = argmin{Pr(36]| < &, st.f(2 +6) £y |y = 1)
+Pr(36] < pxe, st f(@+8) £y |y=+1)}.

(A.40)
It has the natural errors for the two classes:
Rnar (froba _1)
logV  Vd
= < —A-— _ vz
Pr{N(O,l) A oA 06}7
(A41)
Rnat (froba +1)
=Pr{ N(0,1) < A+logv—@e ,
2A o

Vd(n—=reh)

lea

where A =

Proof. As stated before, the optimal robust linear classifier
can be defined as fion(x) = sign (ijl x; + brob). Now,
we calculate the optimal b, Which can minimize the aver-

age robust error:

Reon(f) =Pr(3A[8]| <& flw+0)#-1|y=-1)
+Pr@)dl| <pxe, flw+d)#+1]|y=+1)
= nax Pr(f(@+0)# -1y =-1)

max Pr(f(x+0)#+1|y=+1)
182]l<pxe
dim=d
=VPr(fx+(e--,6)#-1[y=-1)

dim=d
+Pr(f(x—(p x € ,pxe))£+1y=+1)

d
VPr{Z x; +€) +brob>0|y1}

i=1

d
+Pr{2(wl

i=1

:VPr{N(O,l) L Vdn—9 1 'brob}

p6)+brob<0y+1}

Vd—pe) 1,
P \/aO' rob
(A.42)

The optimal by, to minimize R,ob (f) is achieved at the point
that Z()

+Pr {N(0,1) <

= 0. Thus, the optimal b,y is calculated as

o%logV (p—1)de

> (A43)
2(n — 32 2

brob = -

In accordance with the definition of robust error, by incor-
porating the optimal b, into the following formula

- \/g(n — 6) + L ' brob}

7 Vi
\/a(n — 6) - ! : brob}

V Pr {N (0,1) <
(A.44)

o Vd
we can get the class-wise robust errors for the two classes

7zrob (fr0b7 _1)
:Pr{/\/(o,l) <—A- logv},

+Pr{/\/(0,1)<—

24
Rrob (fr0b7 +1) (A45)
. {N(o,1> <Ay leV ViU Pk} |

Vd d(n— F(H—P)) . .
where A = ~————22_In accordance with the definition

of natural error, by incorporating the optimal b, into the
following formula

V Pr {N(O7 ]-) < _Q + \/]220 brob}

(A.46)
+PI‘{N(O,1)<\/gnl 'brob}7
g o
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Figure A-7: Left: Natural errors for the two classes of the
robust classifier trained with varied perturbation bounds.
Right: Total natural error for the two classes of the robust
classifier trained with varied perturbation bounds.
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Figure A-8: Left: Robust errors for the two classes of the
robust classifier trained with varied perturbation bounds.
Right: Total robust error for the two classes of the robust
classifier trained with varied perturbation bounds.

the class-wise natural errors for the two classes are

Rnat (.froba _1)

—Pr {N(o, 1)< _a_8V _ ﬁe},

24 o

Rnat (frobs +1) (A.47)
zpr{/\/(o,l) <A+ 102%4‘/ B @ }

O

Then, we show that standard adversarial training which
has an equal bound (p = 1) for all training samples exacer-
bates the performance gap between classes, and adversarial
training with unequal perturbation bounds can tune the per-
formance gap and the tradeoff. Corollary 3 shows how the
natural and robust errors of the two classes change as p in-
creases.

Proof of Corollary A.3 (Corollary 3 in Section 3) In this
subsection, we show how the natural and robust errors of the
two classes change as p increases when the model is adver-
sarially trained with unequal perturbation bounds.

Corollary A.3. (Corollary 3 in Section 3) For a data dis-
tribution Dy in Eq. (A.33), assume that the perturbation
bounds for class “—1” and class “+1” are € and p X €

. d(n=o)?
(0 < €, pe < n), respectively. When V < e 202, the ad-
versarially trained model will increase and decrease the nat-
ural and robust errors of class “—1" and class “+1”, with

the increase in p, respectively.

Proof. As stated before, the only difference between fq
and frp is their interception terms by, and byp. We already
have

a?logV
b = =T = gm(1)- (A48)
n
The robust classifier fiop, directly minimizes the natu-
dim=d

ral error of adversaries (x — (p X ¢€,--- ,p X €)) for sam-

ples  in class “41”, and it minimizes the error of ad-
dim=d

. — . « 1

versaries (x + (€,--- ,€)) for samples x in class “—1”.

As a consequence, the robust model f,,, minimizes the

errors of samples in two classes whose new centers are
dim=d

1 1
+0' = +(n— cd+p) #) which are both

T
at a distance 6(127'“’) from the original center +6. Thus, we
can get the interception term of the robust model by replac-
ing 7 in by, by (n— LJP)) Besides, in accordance with the
coordinate translation, the coordinate system is shifted by a

distance of w, s0 byop can be expressed as
e(1+ — 1)de
brob = gm(n - ( 2 p)) + (p 9 ) . (A49)

d(n—e)? .
Then, we show that when V' < e™ 202 | by, 1S @ monotone

increasing function of p. The derivative of b, with respect

to pis
Obrop ’ 6(1 + p) € de
= . . A-
5y~ n(1= =5 ) () g (ASO)

Then, to ensure %‘p"" > 0, we just need that g, (n— W) <
d. g (n) is
dgm(n) _

dnp— 2p
Thus, for our robust classifier, the following inequality needs
to be satisfied:

o?logV
5

(A51)

2d(n — 6(1+p))2

logV < 2 ) (A.52)

o2

Then, we obtain that the only condition for b, to be a mono-
tonically increasing function with respect to p is

d(n—e)?

V<e 27, (A.53)

Thus, the classification boundary moves toward class “—1",
with the increase in p. The following formulas show the nat-
ural and robust errors for class “—1” and class “+1”":

7zrob (frob: _1) =VPr {N(07 1) < _@ + ﬁ . brob )
(A.54)
d(n — 1
Rrob (froba +1) =Pr {N(O, 1) < _% - E : brob} s
(A.55)



_ \/377 1
Rnat (froba _1) - VPI‘ {N(O, ]-) < _? + E : brob} 9
(A.56)
_ Vdn 1
Rnat (frob, +1) =Pr {N(O, 1) < —? — E . brob} .
(A.57)

As we can see, the natural and robust errors of class “—1”
are positively related to b, and those of class “+1” are neg-
atively related to by,p. Thus, the natural and robust errors
for the easy class “—1” will be increased and those of class
“+1” will be decreased.

We notice that when p = 1, there is bob = gm(n — €).
Then, we show that g, is a monotone increasing function
from O to 7. The deviate of gp, is

dgn(n) _ o®logV

dn 21?2

Thus, we have the relation that 0 < by, < by, Which indi-
cates that the classification boundary is more close to class
“+4+1”. Therefore, standard adversarial training will harm the
performance of the model on class “41”. We can get the
conclusion that an adversarially trained model with the iden-
tical bound on two classes will exacerbate the performance
gap, including natural and robust errors. O

(A.58)

Figs. A-7 and A-8 show the variation of the natural and
robust errors with the increase in p, when the classifier is ad-
versarially trained with unequal bounds. For the parameters,
the imbalance factor V' is set to 3. d and € are set to 2 and
0.05, respectively. The value of 7 is 1. As for the variances
of the two classes, we set ¢ = 1. The adversarially trained
model will increase the natural and robust errors of the dom-
inant class “—1” and decrease the two errors of class “+1”,
with the increase in p. When the natural and robust errors of
the two classes are the same, the best fairness is obtained.
Moreover, the scope of the classification boundary of ad-
versarial training with varied bounds covers the boundary
which is adversarially trained with an equal bound. Thus, a
better tradeoff between robustness and accuracy can be at-
tained by adversarial training with varied bounds.

Proof of Theorem A.5 In this subsection, we prove that
combining adversaries and anti-adversaries in training can
more effectively tune the performance gap between the two
classes and the tradeoff between the robustness and the ac-
curacy of the model. First, we calculate the natural and ro-
bust errors of the two classes when the model is trained with
adversaries and anti-adversaries.

Theorem A.5. For a data distribution Dy in Eq. (A.33), as-
sume that class “—1" is anti-adversarially perturbed with
the perturbation bound €, and class “+1” is adversarially
perturbed with the bound p x € (0 < €, pe < n). The opti-
mal robust linear classifier f.,, which minimizes the average
robust error is

o = arg min{PrG 3] < €, 5f(z +8) £y |y =-1)

+Pr(36]l < pxe, st f(@+8) £y |y=+1)}.
(A.59)

It has the natural errors for the two classes:
Rnat (fmbv _1)
1 d
—Pr {N(O,l) <_g_ sV fe} ,
o

2A

A.60
Rnul (fr()ba +1) ( )

P dN(0,1) < —A 4 08V Vip, :
2A o

e(p—1
_ (02 ))

where A = V(n

o

Proof. We consider that the two classes have different per-
turbation directions. Samples in class “+1” are adversarially
perturbed with the perturbation bound p X €, and those of
class “—1” are anti-adversarially perturbed with the bound
€. As before, the perturbation bound e is limited in the re-
gion of [0,7) and p X e is also in the region of [0, 7).

The optimal linear robust classifier is fiop(x) =
sign (Ele x; + bmb). Now, we calculate the optimal b,

which is trained with adversaries and anti-adversaries on im-
balanced data. The average robust error is

Reon(f) = Pr(3[Id]| <€, fl®+0) #-1[y=—1)

CPrEISl < pxe f@td) £ 4+1]y=+1)
= min Pr(f(z+90)#—-1|y=—1)

lloll<e
+ max Pr(f(x+9)#+1|y=+1)
ol <pxe
dim=d
=VPr(f(x— (e, ,€) #-1]y=-1)
dim=d

+Pr(f(x—(pxe -, pxe)#F+1y=+1)

d
:VPI‘{Z(mi—€)+brob>Oy:—l}

1=1

d
ere 3o b <01y 1

=1
B Vid(n +e) 1
—VPT{N(071)<_ pu +\/80'.bmb

Vdin—pxe 1

+P1"{N(0,1)<— . _\/;io_'brob

(A.61)
The optimal by, to minimize R ( f) is achieved at the point

that a%foif) = 0. Thus, the optimal by}, is solved as

o2logV (p+ 1)de
2(n — <72 2

brob = — (A.62)

Similar to the proof of Theorem A.4, we can get the class-
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Figure A-9: Left: Natural errors for the two imbalanced
classes of the robust classifier trained with adversaries and
anti-adversaries. Right: Total natural error for the two imbal-
anced classes of the robust classifier trained with adversaries
and anti-adversaries.
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Figure A-10: Left: Robust errors for the two imbalanced
classes of the robust classifier trained with adversaries and
anti-adversaries. Right: Total robust error for the two imbal-
anced classes of the robust classifier trained with adversaries
and anti-adversaries.

wise robust errors for the two classes
7—\J4mb (frob7 - 1)

—Pr {N(o, 1)< —A— k;iv + 2;@6} ,
A.63
7zrob (frob>+1) ( )

:Pr{N(O,l) <_AqlsV ﬁ(l_p)e},
2A o

_elp=1))
where A = \/;1(7772. Similar to the manner of the proof

of Theorem A.4, the class-wise natural errors for the two
classes are

Rnat (frobu _1)

:Pr{/\/(o,l) < g losV +\fe},

2A
A.64
Rnat (frnba +1) ( )
logV  Vdp
= < — _ " .
Pr{N(O,l)_ A+ = U e}
O

Thus, the natural and robust errors of the two classes
change as p changes. Then, we show how the natural and
robust errors of the two classes change.

Proof of Corollary A.4 (Corollary 4 in Section 3) In this
subsection, we show how the natural and robust errors of the

two classes change with the increase in p, when the adver-
saries and anti-adversaries are combined in training.

Corollary A.4. (Corollary 4 in Section 3) For a data dis-
tribution Dy in Eq. (A.33), assume that class “—1" is anti-
adversarially perturbed with the perturbation bound ¢, and
class “+1” is adversarially perturbed with the bound p X €

2
(0 < €,pe < n) WhenV < e%, the adversarially
trained model will increase and decrease the natural and ro-
bust errors of class “—1” and class “+17, with the increase
in p, respectively.

Proof. The value of by, is shown in the proof of Corol-
lary A.3. For the classifier trained with adversaries and anti-
adversaries, by, is calculated in Eq. (A.62), which can be
represented as

e(p—1 + 1)de
b = g — Ly CEDIE )
2 2
Similar to the proof of Corollary A.3, we can verify that by}
d(n—e)?

is a monotone increasing function of p when V' < e ™ 252

Thus, the classification boundary moves toward class “—17,
with the increase in p. Similar to the proof of Corollary A.3,
we prove that the adversarially trained model will increase
the natural and robust errors of the easy class “—1” and de-
crease the natural and robust errors of the hard class “+1”,
with the increase in p. [

Figs. A-9 and A-10 show the variation of the natural er-
rors with the increase in p. The values of the parameters are
the same as those in the last subsection. The natural and ro-
bust errors of class “—1” are increased, and the two errors of
class “41” are decreased, with the increase in p. When the
natural and robust errors of the two classes are the same, the
best fairness between classes can be obtained.

Then, we show that when the same performance (same
natural error) is achieved, combining adversaries and anti-
adversaries requires a smaller perturbation bound compared
with only adversaries. In accordance with our calculation, if
the bound of combining adversaries with anti-adversaries is
€, then the bound required for models trained with only ad-
versaries needs to be 10.425 x €. Thus, the combination strat-
egy is more effective than using only adversaries, indicat-
ing that the anti-adversaries are valuable. Fig. A-11 shows
the data distribution and the classification boundaries which
are naturally trained and adversarially trained with different
directions and bounds. Adversarial training with the same
bound exacerbates the performance gap between classes,
while both adversarial training with varied bounds and com-
bining adversaries and anti-adversaries with varied bounds
can tune the performance gap. In addition, under the same
bound (i.e., the same p), combining adversaries and anti-
adversaries has a more pronounced effect. Thus, the com-
bination strategy is more efficient than only the adversarial
perturbation.

In a similar manner in Case I, we can calculate the scope
of the classification boundary when different manners are
adopted. Assume that the perturbation bounds for class “—1”
and class “+1” are p; X eand p_ X € (—n/e < py,p_ <



Figure A-11: Left: Logistic Regression classifiers (natural
and robust) on simulated binary data in Eq. (A.33). Right:
Logistic Regression classifiers (natural and robust with ad-
versaries and anti-adversaries) on simulated binary data in
Eq. (A.33). Here, the imbalance factor V is set to 50.

n/€), respectively. p; < 0 means that samples in class “41”
are anti-adversarial perturbed. p_ < 0 means that samples
in class “—1” are anti-adversarial perturbed. By calculating,
when p, = n/eand p_ = 0, then by, is

d
bow = gm(3) + - (A.66)
When p; = 0and p_ = n/e, then by, is
n, dn
vob = Om(2) — —. A.67
brob = g (2) 5 (A.67)

Then, we consider the occasion where adversaries and anti-
adversaries are combined in training. When p = n/¢ and
p— = —n/e, then by, is

brob = gm(n) + dn. (A.68)
When py = —n/e and p_ = 1/e, then by, is
brob = gm(n) —dn. (A.69)

Fig. A-12 shows the scope of the classification bound-
ary under different manners. Adversarial training with var-
ied bounds has larger scope of the classification boundary
compared with TRADES (Zhang et al. 2019). Besides, the
scope of the classification boundary under the combination
strategy is the largest. Thus, the combination strategy can
achieve a better robustness-accuracy tradeoff.

Case III: Classes with Noisy Labels

In this case, the two classes’ variances and prior probabili-
ties are assumed to be identical, i.e., 041 = 0_1 = o and
p+ = p—. Without loss of generality, class “—1" is assumed
to contain flipped noise labels. That is, the data are generated
as follows:
g ”;‘\ZJ'T {_17 +1}a
+1§=+1,
y =< +1 with a probability p and gy = —1,
—1 with a probability 1 — pand g = —1, (A70)
dim=d '

—N
06=",...,1n),
N N (0,0%1), ify = +1,
* N (=6,0%1), ify=—1.

Different bounds

Different difections
and bounds

Figure A-12: Scope of the classification boundary under dif-
ferent manners on imbalanced data, including natural train-
ing (red line), standard adversarial training (green line),
TRADES (scope between the red line and green line), adver-
sarial training with different bounds, and adversarial training
with different directions and bounds. The values of param-
eters are V =2, 7 = 2, ¢ = 0.8, and 0 = 1. The bounds
for class “+1” and “—1” are denoted as p; X eand p_ X €
(—n/e < py, p— < n/e), respectively. p4(p—) < 0 means
that class “+1(—1)" is anti-adversarially perturbed.

where p (< 1) is the flipping rate for class “—1". Intuitively,
class “—1” is harder than class “+41” as it contains noisy
labels. We will show that the error of class “—1” is larger
than that of class “41” under natural training.

Proof of Theorem A.6 In this subsection, we first prove
that the error of class “—1” is larger than that of class “+1”
under natural training. The theorem is shown below.

Theorem A.6. For a data distribution Dy in Eq. (A.70)
with the flipping rate p, the optimal linear classifier fnu,
which minimizes the average natural classification error is

fnat = arg mfin PI‘(f(l’) 7& y) (AT1)

It has the natural errors for the two classes:

log /12
og /1%
Rnat (fnah_]-) =Pr N(O,]_) < _A+T ,
log —}fﬁ
Roar (fnula +1) =Pr N(O, 1) < —A-— T ,
(A.72)

where A = @. As a result, class “—1" has a larger natu-
ral error:

Rnat (fnat ) _1) > Rnat (fnat 9 +1) . (A73)

Proof. The optimal linear classifier is denoted as fy () =

sign (Z?zl x; + bnat>. Now, we calculate the optimal by



under natural training. The average natural error is

Rua(f) = Pr{f(z) # y}
PP fw) = +1 ]y =1
+ PP fw) = 1]y =+1)
1—
:;)Pr{;wi—&—bnm>0|y:—1}
14+p d
_1-p \fn 1
N (PR N,
1+p Vidn 1
— PriN(0,1) < == = —— by
+ {( N

(A74)

The optimal by, to minimize Ry, (f) is achieved at the point
that dR"“‘(f ) — 0. Thus, the optimal by, is calculated as

o?log Hp

bpat = ——V " . 4 (n). ATS
¢ . 9n(1) (A.75)

By incorporating the optimal b, into Eq. (A.74), we can get
the class-wise natural errors for the two classes:

log 1+P
7—\)mat (fnata 71) = Pr N(O; 1) < —A+ T )
log /T2
Reat (foars +1) = Pr{ N(0,1) < —A — T”
(A.76)
Since 0 < p < 1, we have the direct conclusion that
Rnat (fnaty _1) > Rnat (fnaty +1) D
Theorem A.6 demonstrates that class “—1" which con-
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tains flipped noise labels is harder than class “+41” under
natural training. The class-wise difference is due to the flip-
ping rate p. If p = 0, the natural errors for the two classes are
the same. Next, we will show that standard adversarial train-
ing which has the same perturbation direction and bound for
all training samples will exacerbate the performance gap,
while adversarial training with different perturbation direc-
tions and bounds can tune the performance gap between the
two classes, as well as the tradeoff between the robustness
and the accuracy of the robust model.

Proof of Theorem A.7 In this subsection, we prove that
standard adversarial training will exacerbate the perfor-
mance gap between the two classes.

Theorem A.7. For a data distribution Dy in Eq. (A.70)
with the flipping rate p, assume that the perturbation bound

for all samples is € (0 < € < n). Then, the optimal robust lin-
ear classifier f,, which minimizes the average robust error

is

frob = argmfin Pr(3||9|| <€, stflx+9d)#y). (ATT)

It has the natural errors for the two classes:

Rmb (fnalv 71)

log 1+10 (3 B
p —2)Vd
= < —
PrqN(0,1) < —A+ — P4 e
Rmb (fnatv +1)
log 1+p (
p+2)Vd
= < — —
Pr{N(0,1) < —A v [
(A.78)

where A = 7f(77 (1=F))e

Proof. The optimal linear robust classifier is defined as
frob(x) = sign (Zle x; + bmb>. Then, we calculate the

optimal b,op. The average robust error is

Re(f) = Pr@8ll < e, flz +8)#y)
= mmax Pr(f(z+90) #y)
dim=d
=- ;pPrm HETT) A -1y = 1)
dim=d
+ P (e (G TR A+ y=41)

M&

(x; +¢ —|—bmb>0y——1}

&
Il
-

M&

i — € +br0b<0|y—+1}

Il
-

o
NP{Z
e
|

Vd(n —€) 1
- b
N P + \/aO' rob
1+p Vid(n - e 1
" Ppr 1 _
+ 2 N (0,1) < p \f()’ brob
(A.79)
The optimal by, to minimize R ( f) is achieved at the point
that aR"’b if ) = 0. Thus, the optimal by, is solved as

beob = —|— pde. (A.80)

2 log / i+£
n-—

By incorporating the optimal by, into Eq. (A.79), we can get



the class-wise robust errors for the two classes

7?frob (froba _1)

log +il7
—Pr{N(0,1) < —A+ >, BVd

A 20 ’
A.81
Rrob (frob7+1) ( )
log 1+p Vd
—» P d
= < — —
Pr{N(0,1) < —A v e

where A = w. In accordance with the definition
of natural error, by incorporating the optimal b, into the
following formula

1—p Vg 1
2PI‘{N(071)<_+\/C»ZU'brob}

1+p Vdp 1
+TP {N(051)<__\/E0'brob}a

we obtain the class-wise natural errors for the two classes

Rrob (fnat7 _1)

(A.82)

log 1+p (3 Wz
p —2)Vd
= < —
Pr{N(0,1) < —-A+ i 5 €r,
7?/rob (fnaty +1)
log 1+p (
p+2)Vd
= < —A —
PI‘ N(O, 1) < A A % €
(A.83)
brob in Eq. (A.80) can be written as
brob = gn(n — (1 — £)e) + pde. (A.84)

2

Then, we show that g, is a monotone decreasing function
from 0 to 7. The deviate of g, in terms of 7 is

2 1+p
dgn o”log \/ 1=p
glm) _ Yoo, (A.85)

dn

Thus, we have the relation that by, < byop, < 0. It indicates
that the classification boundary further moves toward class
“—1” when the model is adversarially trained with the same
perturbation bound for all samples. Thus, the performance
gap between the two classes is further exacerbated. Then,
we show that adversarial training with unequal perturbation
bounds (0 for noisy samples and e for clean samples) can
tune the performance gap and the tradeoff between the ro-
bustness and accuracy of the model on noisy data. O

Proof of Theorem A.8 In this subsection, we prove that
adversarial training with unequal perturbation bounds can
tune the performance gap between classes and the tradeoff
between the robustness and accuracy of the model. Specifi-
cally, the perturbation bound for noisy samples is 0, and the
adversarial perturbation bound for clean samples is €.

Theorem A.8. For a data distribution Dy in Eq. (A.70)
with the flipping rate p, assume that the perturbation bound
for noisy samples and clean samples are O and € (0 < € <
n), respectively. Then, the optimal robust linear classifier
[frob Which minimizes the average robust error is

S = argmin{Pr(3|6] < e, stf(@+6) £y|weX)

+Pr(f(z) #y |z € X")},
(A.86)

where X© and X" refer to the set of clean and noisy
samples, respectively. It has the natural errors for the two
classes:

Rmh (fnata 71)

log 1+P -
=Pri{N(0,1)< —A+ b 0-)vd
A o
Rmb (fnata +1)
log |/ &2
=Pr¢ N(0,1) < —A—ip—ﬁe ,
A o

(A.87)
where A = 7\/3(77_21_%))6.

Proof. The perturbation bound ¢ is also limited in the region
of [0,7n). The optimal linear robust classifier is fop(x) =

sign (Z?zl x; + bmb>. Now, we calculate the optimal byyp,.



The average robust error is

Rio(f) =Pr(A||6]] <€, stf(x+8)#y|xze X
+Pr(f(x) £y | @ € X7)
— max Pr(f(@+8) # y] @ € X°)

+Pi(f() £yl @ e XT)
dim=d

—2F @0

Pr(f (w+
. dim=d
+ 5Pr(f(a:—(e,~ ) F+HLy=+1,x € X°)

7&_1|y: _17x€Xc)

+ gPr(f(a:)7é+1|y:+1,m e X™)
1—p d
= 2Pr{;(wi+e)+bmb >0 y:—l}

d
1 c
+2Pr{2 (i—€)+bop<0]y=+l,xecX

=1
P d
+2Pr{;azi+bmb<0|y—+1,m€X"}

- 1;pPr{N(O,1) <-

+;Pr{/\/(071)<—\/&(’;_6)_ 1 .bmb}

P Vdyp 1
+2PY{N(O,1)<_—\/gO_brOb}

(A.88)
The optimal by, to minimize R, ( f) is achieved at the point

that aR“‘*’( ) — . Thus, the optimal by, is calculated as

o?log 1+£ pd

bop = ————5— + =€
n—

oDt (A.89)

Similar to the proof of Theorem A.7, we can get the class-
wise robust errors for the two classes

7-\Jfrob (frob7 71)

log 1+P p\/a
€

= <_
ProN(0.1) < —A+ — et

A.90
Rrob (frob7+1) ( )

1+p
-p

A )

log
=Pr<{ N(0,1) < —A—

where A = M. Following the manner of the

a
proof of Theorem A.7, it is easy to obtain that the class-wise

Vd(n—e 1 brob}

natural errors for the two classes are

Rrob (fnata _1)

1
log +p (p— 1)\/3
+ €,
A o

=Pr{N(0,1) < —A+

Rrob (fnat; +1)

log 1+p
—Pr{NO,1)< A V1P vd,

A
(A91)
brob in Eq. (A.89) can be written as
d
by = ga(n — (1 — 2)e) + e (A.92)

2 2

Obviously, by in Eq. (A.92) is smaller than that in
Eq. (A.84), indicating that the classification boundary moves
toward class “+1” when the noisy samples are not adversari-
ally perturbed. Thus, the error of class “+1” is increased and
that of class “—1” is decreased. Consequently, the perfor-
mance gap between the two classes can be decreased when
the model is adversarially trained with varied bounds. [

Proof of Theorem A.9 In this subsection, we prove that
combining adversaries and anti-adversaries in training can
tune the performance gap between classes and the tradeoff
between the robustness and accuracy of the model.

Theorem A.9. For a data distribution Dy in Eq. (A.70)
with the flipping rate p, assume that clean samples x € X°
are adversarially perturbed with the perturbation bound e,
and noisy samples x € X" are anti-adversarially perturbed
with the bound p X € (0 < €, pe < n). The optimal robust lin-
ear classifier f,,, which minimizes the average robust error
is

o =argmin{Pr(36] < e 52.f(@+8) £y | € X°)

+Pr(30] < pxe, sef(z+0) £ylae X)),

(A.93)
It has the natural errors for the two classes:
Rrob (fnatv _1)
log 1+p —1Wd
=PriN(0,1) <A+ —% (p=)Vd Ve
Rmb (fnaf7 +1)
log 1+p Ve
=P 0,1) < —-A-— —
PN, ) < ol
(A.94)

76711( —1)E
where A = M.

o
Proof. We consider that clean and noisy samples have dif-
ferent perturbation directions. Clean samples * € X° are
adversarially perturbed with the bound €, and noisy samples
x € X" are anti-adversarially perturbed with the bound



p X €. € is limited in the region of [0, 7)), and p X € is also in
the region of [0, n).

The optimal linear robust classifier is fiop(x) =
sign <E?:1 x; + bmb). Then, the optimal b, which is
trained with adversaries and anti-adversaries can be calcu-
lated. The average robust error is
Reov(f) =Pr(3[0]] <€, f(x+9d) #ylze X°)

+PrE8]| < pxe fl@+d) Fylee X"
= max Pr(f(z+90) #y|z e X

I8l <e
+ min Pr(f(z+6)#y|zeX")
18]l <pxe
(1 _ ) dim=d
= O g () A1 Iy = ~Lr e X°)
dim=d

+EPr(f+ (e
dim=d

o Pf(e - (G

(1-p

))#+1|y=+1,2 € X°)

2 -
i=1

d
{Z i + pe) + bop < 0 | y = +1, xeX”}

i=1

{3y

i=1

—(1;p)Pr{N(O,1)<\/a(n_e)+ = vbmb}

p Vi +pxe 1
+2PI‘{N(0,1) < — po — \/EO. 'brob}

i—€) +tbop <0]y=-+1, xEXc}

1 Vd(n —e€) 1
+5Pr {N(O,l) < - T b
(A.95)
The optimal by, to minimize R, ( f) is achieved at the point
that ZZeel) —

= (. Thus, the optimal by}, is solved as

t+p
— l-p p(p — 1)de
rob plp=1) '

(A.96)
n—e— =5—€ 2

Similar to the proof of Theorem A.7, we can get the class-
wise robust errors for the two classes

Rrob (fr0b> _1)

S P log A”” plp —J1)¢&6 |
Rerob (frob, +1)
=Pr{ N(0,1) < —A — log\ﬁg
(A.97)

px€)F+|y=+12€ X")

d
—)Pr{Z(mi—l—e)—&-bmb>0|y——1,m€Xc
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Figure A-13: Left: Natural errors for the two classes of
the robust classifier trained with adversaries and anti-
adversaries. Right: Total natural error for the two classes
of the robust classifier trained with adversaries and anti-
adversaries.

0.210

Class +1
—— Class =1

0.208

Rrob

0.206

0.204

o
°
o
s
o
o

Figure A-14: Left: Robust errors for the two classes of
the robust classifier trained with adversaries and anti-
adversaries. Right: Total robust error for the two classes
of the robust classifier trained with adversaries and anti-
adversaries.

e plp—1) € .
where A = M Following the manner of the

a
proof of Theorem A.7, it is easy to obtain that the class-wise
natural errors for the two classes are

Rrob (fnaU _1)

log 1+p .
—Pr{N(0,1) < —A+ plp—1)Vd __ Ve
A o o
Rrob (fnatv"’l)
log 1+p Vde
— < _A— _
Pr{ N(0,1) <-4 i .
(A.98)
O

Then, we prove that adversarial training with different
perturbation directions on noisy and clean samples can tune
the performance gap between classes and the tradeoff be-
tween the robustness and the accuracy of the model on noisy
data. Corollary A.5 shows how the natural and robust errors
of the two classes change with the increase in p.

Proof of Corollary A.5 In this subsection, we show how
the natural and robust errors of the two classes change with
the increase in p when the model is trained with adversaries
and anti-adversaries.

Corollary A.5. For a data distribution Dy in Eq. (A.70)
with the flipping rate p, assume that clean samples x € X °©
are adversarially perturbed with the perturbation bound e,
and noisy samples € € X" are anti-adversarially per-
turbed with the bound p X € (0 < €,pe < n). When



d(n—e)? d(n—e)?

p < e 202 —1/e 227 + 1, the adversarially trained
model will increase and decrease the natural and robust er-
rors of class “+1” and class “—17, with the increase in p,
respectively.

Proof. The value of by, is shown in the proof of Theo-
rem A.6. For the classifier trained with adversaries and anti-
adversaries, b, is calculated in Eq. (A.96), which can be
represented as

plp—1) - plp — )de.

brob = gn(n — € — ) € 5 (A.99)
d(n—s)2
Then, we show that when p < 27— =L bop iS @ MONO-
e 202 41

tone decreasing function of p. The derivative of b, with
respect to p is
abrob /

9 =gn(n—e—

plp—1) pe,  pde

B (-5 - E5 (Al
50 (=) =5 (A100)

Then, to ensure 83—? <

gh(n —e— P26y > —d gl (n) is

2 14
dga(n) 7 l08\/1=;
dn U '
Thus, for the robust classifier which is adversarially trained

with different directions and bounds, the following inequal-
ity needs to be satisfied:

1 d(n — ¢ — Ple=1) 2
log +p < (n—c 5 2 2
V1i—p o

Then, we obtain that the only condition for b, to be a mono-
tonically decreasing function with respect to p is

0, we just need that

(A.101)

(A.102)

d(n—e)?
e 202 —1

p< EPTCEET (A.103)
e 22 +1

Thus, the classification boundary moves toward class “+1”
with the increase in p. The following formulas show the nat-
ural and robust errors for class “—1” and class “+1":

- d(n— 1
Rrob (frobu _1):Tp Pr {N(O, 1) < —@ + E
(A.104)
7zrob (frob:"’l):l# Pr {N(O, 1) < —% — ﬁ . brob} ,
(A.105)
1- Vd 1
Rnat (frob, 71):717 Pr {N(Ov 1) < *?n + \[7 . brob} )
a

(A.106)

1+ Vd 1
Rnat (frob; +1):Tp Pr {N(07 1) < _?77 - E . brob -
(A.107)

As we can see, the natural and robust errors of class “—1”
are positively related to the value of b, and those of class

. brob P

Figure A-15: Logistic Regression classifiers (natural and ro-
bust with adversaries and anti-adversaries) on simulated bi-
nary data in Eq. (A.70). “Robust p = 0” means that noisy
samples are not perturbed and clean samples are adversari-
ally perturbed with the perturbation bound €. “Robust p = 5
and p = 10” means that noisy samples are anti-adversarially
perturbed with the perturbation bound p X € and clean sam-
ples are adversarially perturbed with the bound e. Here, the
flipping rate p is set to 0.2.

“41” are negatively related to the value of b.,,. Therefore,
as p increases, by, Will be decreased. Thus, the natural and
robust errors of class “—1” and class “+1” will be decreased
and increased, respectively. O

Figs. A-13 and A-14 show the variation of the natural and
robust errors as p increases. For the parameters, the flipping
rate p is set to 0.2. d and € are set to 2 and 0.1, respectively.
o and 7 are both equal to 1. The natural and robust errors for
class “—1” will be decreased, and the two errors for class
“4+1” will be increased, with the increase in p. When the
natural and robust errors of the two classes are the same, the
best fairness between the two categories is obtained.

As shown in Fig. A-15, when both noisy and clean sam-
ples are adversarially perturbed, the classification boundary
is closer to the harder class “—1”. Thus, the performance
gap between classes is increased compared with that of nat-
ural training. When noisy samples are not perturbed and
clean samples are adversarially perturbed, the classification
boundary moves toward class “41” compared with stan-
dard adversarial training. Thus, the performance gap is de-
creased when noisy samples are not adversarially perturbed.
Thus, the adversaries of noisy samples may harm the model
performance. Furthermore, combining adversaries and anti-
adversaries (noisy samples are anti-adversarially perturbed
and clean samples are adversarially perturbed) in training
can further decrease the performance gap.

Then we calculate the scope of the classification bound-
ary when the classifier is adversarially trained and the ad-
versaries and anti-adversaries are combined in training with
varied bounds. Assume that the perturbation bounds for
samples in class “+1”, clean samples in class “—1”, noisy
samples in class “—1” are p; X €, p° X € and p" X €
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Figure A-16: Scope of the classification boundary under dif-
ferent manners on noisy data, including natural training (red
line), standard adversarial training (green line), TRADES
(scope between the red line and green line), adversarial train-
ing with different bounds, and adversarial training with dif-
ferent directions and bounds. The values of parameters are
p=0.2,n=2, e=0.2, and 0 = 1. The bounds for samples
in class “+1”, clean samples in class “—1”, and noisy sam-
ples in class “—1” are denoted as p; X €, p° X €, p" X €
(—n/e < py,pS, pt < n/e), respectively. pi(p<, p) <0
means that samples in class “+1” (clean samples in class
“—1”, noisy samples in class “—1) are anti-adversarially
perturbed.

(—n/e < py,p°, p™ < n/e), respectively. p° < 0 means
that clean samples in class “—1” are anti-adversarial per-
turbed. p® < 0 means that noisy samples in class “—1”
are anti-adversarial perturbed. p4 < 0 means that samples
in class “4-1" are anti-adversarial perturbed. By calculating,
when p; = n/e, p° =0, and p" = n/e, then by, is

((1 +p)77> n d(p+1)n

br = Gn A.108
ob g 9 2 ( )
When p =0, p° = n/e, and p" = 0, then by is

1+ d(1 —

by = 9oL 2N LN 109

Then, we consider the occasion where adversaries and anti-
adversaries are combined in training. When py = 7n/e,
p° = —n/e, and p" = n/e, then by is

brob = gn(n) + dﬁ~ (A.110)

When p = —n/e, p¢ =n/e, and p" = —n/e, then by, is
brob = gn(n) —dn. (A.111)

The scope of the classification boundary under different
manners is shown in Fig. A-16. Adversarial training with
varied perturbation bounds contributes to larger scope of
the classification boundary compared with TRADES (Zhang
et al. 2019). The scope of the classification boundary under
the combination strategy is the largest. Thus, the combina-
tion strategy can achieve a better robustness-accuracy trade-
off on noisy data.

Case IV: Classes with Skewed Distribution

In this case, the two classes’ variances and prior probabil-
ities are assumed to be identical, i.e., 041 = 01 = 0o
and py = p_. Besides, there is no noisy sample in both
the two classes. To simplify the problem, we consider that
the data are one-dimensional, i.e., d = 1, on this occasion.
The data are still assumed to be from two classes {—1, +1}.
And the data in class “—1” follow a Gaussian distribution
N(—0,0?). However, the data in class “+1” are no longer
following the Gaussian distribution. Due to some reasons
such as improper data pre-processing or sampling, the train-
ing data of class “+1” follow a skewed distribution which
is denoted as SN (0,02 a) (Azzalini 1985), where « is
the skew coefficient and the distribution is reduced to the
normal distribution when o = 0. The probability density
function of SN(0,02, ) (Azzalini 1985) is f(x;0,0) =
2—0)2
2¢ (x;0,0) @ (a(x — 0)), where ¢(x;0,0) = \/%e_( )
and ®(z;0,0) = [*__ #(t;0,0)dt. Thus, the data distribu-
tion of the two classes with skewed distribution is as follows:

yu.&.y»{il,+1}7 9:777
SN(0,0%, ) ify=+1, (A.112)
YV N (=0,0%)  ify=—1

We consider two cases, including « > 0 and o < 0. Intu-
itively, class “+1” is harder than class “—1” when o > 0,
and class “+1” is easier than class “—1” when o« < 0.

Proof of Theorem A.10 In this subsection, we prove that
when a < 0 (a > 0), the error of class “+41” is smaller
(larger) than that of class “—1” under natural training. The
theorem is shown below.

Theorem A.10. For a data distribution D, in Eq. (A.112)
which is one-dimensional with the skew coefficient o, as-
sume that the optimal classifier boundary of the two classes
is —n < x = x* < n. When o < 0, then the optimal classi-
fication boundary x = x* < 0 under natural training. When
a > 0, then the optimal classification boundary x = x* > 0
under natural training.

Proof. We assume that the two probability density func-
tions of the two classes have only one intersection. This
assumption is reasonable because if the two density func-
tions have two intersections, then the two distributions will
overlap and the classification task will fail. In this case, it
is reasonable to assume that the optimal classifier boundary
is —n < xz = z* < 1. Consequently, the optimal classi-
fier boundary x = x* is obtained where the two probability
density functions are equal, which is

2¢ (¢*;1,0°%) @ (a(z* — 1)) = ¢ (z*5—n,07),

Fam? ()2
_C n) +( 202”)

20 (a(a” — ) = e 5

_2z*n

e o2

20 (a(a” — 1))

(A.113)
As we can see, when o = 0, there is * = 0. When «« > 0,
if z* < 0, then a contradiction occurs. Thus, we know that
the optimal classifier * should be z* > 0. When a < 0, if



Figure A-17: The occasion when the skewed distribution of
class “4-1” is far from the decision boundary (o > 0). The
solid lines represent the distributions of the training set, and
the dashed lines represent the perturbed distributions of the
training set. For the parameters, there are « = 3, n = 1.2,
and o = 1.

x* > 0, then a contradiction occurs. Thus, we know that the
optimal classifier * should be x* < 0. 0

Theorem A.10 demonstrates that when o < 0, the error
of the optimal classifier for class “+1” is smaller than that
for class “—1” under natural training as the optimal classifi-
cation boundary is biased toward class “—1”. When o« > 0,
the error of the classifier for class “+1” is larger than that
for class “+1” under natural training as the optimal classifi-
cation boundary is biased toward class “+4-1". The class-wise
difference is only due to the skew coefficient a. If @ = 0,
then the natural errors for the two classes are the same. Next,
we show that if o > 0, then the adversaries of samples in
class “41” can tune the performance gap between classes
and the tradeoff between the accuracy and robustness of the
model. In addition, if o < 0, then the anti-adversaries of
class “+41” can tune the performance gap and tradeoff.

Proof of Corollary A.6 In this subsection, we show that
when the skewed distribution of class “41” is far from the
classification boundary (o > 0), the adversaries of samples
in class “+1” can tune the performance gap between classes
and the tradeoff between the accuracy and robustness of the
model.

Corollary A.6. For a data distribution D, in Eq. (A.112)
which is one-dimensional with the skew coefficient o > 0,
assume that the adversarial perturbation bounds for class
“+1” and class “—1" are p X € and € (0 < €,pe < n),
respectively. The adversarially trained model will increase
and decrease the errors of class “—1" and class “+1”, with
the increase in p, respectively.

Proof. When only one intersection z* exists between the
two probability density functions of the two distributions,
then the optimal classifier for the two classes is © = x*.
If 2* moves left, then the errors of classes “—1” and “+1”
are increased and decreased, respectively. We can easily ob-
tain that the intersection moves left as p increases. Fig. A-17

Figure A-18: The occasion when the skewed distribution of
class “+1” is close to the decision boundary (o < 0). For
the parameters, there are « = —3,n = 2, and o =1.

shows the variation of the position of the optimal classifi-
cation boundary. As p increases, the intersection of the two
probability density functions moves left. Thus, the errors of
classes “+1” and “—1” are decreased and increased, respec-
tively. Therefore, the performance gap between classes can
be tuned with different values of p. In addition, adversar-
ial training with varied bounds contributes to larger scope of
the classification boundary which covers the boundary of the
standard adversarial training. Through this method, a better
tradeoff between the accuracy and robustness of the model
can be obtained. O

Proof of Corollary A.7 In this subsection, we show that
when the skewed distribution of class “+41” is closer to the
classification boundary (« < 0), the anti-adversaries of sam-
ples in class “+1” can tune the performance gap between
classes and the tradeoff between the accuracy and robust-
ness of the model.

Corollary A.7. For a data distribution D, in Eq. (A.112)
which is one-dimensional with the skew coefficient a < 0,
assume that class “+1” is anti-adversarially perturbed with
the perturbation bound p X €, and class “—1" is adver-
sarially perturbed with the bound € (0 < €,pe < n). The
adversarially trained model will increase and decrease the
errors of class “+1” and class “—1”, with the increase in
p, respectively.

Proof. As with the proof of Corollary A.6, when there is
only one intersection z* between the two probability den-
sity functions, then the optimal classifier is ¢ = z*. If z*
moves right, the errors of classes “+4-1” and “—1” will be in-
creased and decreased, respectively. It is easy to know that
=¥ moves right as p increases. Fig. A-18 shows the variation
of the position of the optimal classification boundary. When
samples in class “+4-1” are anti-adversarially perturbed and
those in class “—1” are adversarially perturbed, the intersec-
tion of two probability density functions moves right, as p
increases, which indicates that errors of class “+1” and class
“—1” will be increased and decreased, respectively. Thus,
the performance gap between classes can be tuned with dif-
ferent p values. In addition, combining adversaries and anti-



adversaries can contribute to larger scope of the classifica-
tion boundary than that of adversarial training with both
equal and unequal bounds as stated before. Thus, a better
tradeoff between the accuracy and robustness of the model
can be achieved by the combination strategy. 0

Supplementary Material for Section 4
(Methodology)

Extraction of Training Characteristics (¢.)

During the training process, the perturbation direction
of each training sample a should be determined by
its training characteristics. A total of six characteristics
(€Cz,1:Cx,2:" "+ 1 Cg ) for sample @ are considered and ex-
tracted.

(1) Loss (¢.1) is the most widely used factor to reflect
the training behavior of samples (Shu et al. 2019).

(2) Margin (¢, ) refers to the distance from the sample
to the classification boundary (Zhang et al. 2021), which is
always used to measure the learning difficulty of samples. It
is calculated by

Co2 = fo (®)y, — maxjzy, (fi (©);), (A.114)
where f, (x) is the output of the classifier after Softmax.

(3)The norm of loss gradient ((, 3) of fy, (x) is another
commonly used characteristic (Santiago et al. 2021). As the
Cross-Entropy loss is adopted, it can be calculated by

Co3 = 1Y = fiw (®)]]2, (A.115)
where y, is the one-hot label vector of sample x.

(4) Information entropy (¢, 4) of fy, (x) is used to mea-
sure the uncertainty of training samples (Wang 2008). Its
calculation is

Con == fo (@), logs(fu (2),),

(A.116)
j=1

where ) refers to the label set, and f, (x) is the output of
the classifier after Softmax.

(5) Class proportion (¢, 5) is commonly used to handle
imbalanced class distribution (Cui et al. 2019). Its calcula-
tion is

C:II,5 = N'Um /N’

where N, and N are the numbers of samples in class y,
and in the entire training set, respectively.

(6) Average loss of each category (€, ¢) is another class-
level factor indicating the average learning difficulty of sam-
ples in each class. Its calculation is

(A.117)

Cao = lya> (A.118)

where £, is the average loss of samples in class y.

The above six characteristics will be input into the weight-
ing network to generate the weights of the adversary and
anti-adversary of each sample.

Training with Meta Learning

Here, we show the complete formulas which consider the
regulation terms introduced by the two fairness constraints.
The regularization terms introduced by fairness constraints
are denoted as ~y(+). First, €2 is treated as the to-be-updated
parameter, and the parameter of the updated classifier W, is
formulated. The updating of W can be formulated as
w @) = wo _ m% S VAl @), 0)+

)‘p(fw (11), fw (I;‘dv))] + ﬁ/(fw (z‘:l-adv)7 yi) +’\/(fw (Ii)‘r fw (zz;dv))}‘wm s
. . . (AT19
where 7); is the step size. After receiving the feedback of the

classifier network, the parameter of the weighting network
€2 can be updated on a mini-batch of meta data as follows:

1 m
t+1) — o) _, — meta
Qe =0 g LS g

W (@) (wl) yz‘)
meta adv meta
+ Al (fW(L)(Q)(wi)7fW(L)(Q) (mz )) +¢ (f
+(f

w () ()
w®) (@) (:1:,-), fv”v(t)(n) (w?dv»] ‘Q(t) ’

at-ady

(xz )7%)

o ) (A.120)
where m and 7 are the mini-batch size of meta data and the

step size, respectively. Then, by fixing the parameters of the
weighting network as QY the parameters of the classifier
network are finally updated with the obtained weights:

WD WO =i LS T il @), + M (@), g (@)

Bl (Fu (@), 9) 11 (Fa (@), Lo @) -
(A.121)

Supplementary Material for Section 5
(Experiments)

In this section, we present more experimental results and
discussions of some typical scenarios for our method. The
results verify the effectiveness of our method and the ratio-
nality of our theoretical findings. Our code is placed in the
supplements.

Further Results on Standard Dataset

The comparison results of Wide-ResNet28-10 (WRN28-10)
on standard CIFAR10 and SVHN datasets are shown in Ta-
bles A-1 and A-2.

The results indicate that CAAT decreases the natural and
robust errors, as well as the worst intraclass errors. Although
TRADES (1/)\ = 6) achieves the lowest average boundary
error, its average natural and robust errors are high. Nev-
ertheless, CAAT achieves a better tradeoff between the ac-
curacy and robustness of the model and enhances the fair-
ness of the model. Thus, combining adversaries and anti-
adversaries in training attains better generalization, robust-
ness, and fairness of the robust model compared with other
methods.

Further Results of Noisy Classification

The compared results on CIFAR10 with 20% and 40% pair-
flip and uniform noise are reported in Tables A-3, A-4, A-5,
and A-6. The PreAct-ResNet18 model is utilized.

The experimental results show that our methods with
the two types of varied bounds reduce the average and the
worstclass natural and robust errors under different degrees



| Avg. Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg.Rob.  Worst Rob.

PGD Adv. Training 14.0 29.3 38.1 53.0 522 78.8
TRADES(1/A =1) 12.6 252 40.2 58.7 52.8 76.7
TRADES(1/X = 6) 155 29.1 31.8 45.7 473 71.8
Baseline ReWeight 14.2 26.3 38.6 53.7 52.8 719
FRL(ReWeight) 14.5 232 40.0 53.3 54.4 76.8
FRL(ReMargin) 154 249 38.1 49.6 535 70.5
FRL(ReWeight+ReMargin) 15.4 25.0 37.8 46.7 53.2 67.1
CAAT (Grad-Based) 124 22.7 345 45.5 46.9 65.0
CAAT (ReMargin) 13.1 23.1 324 42.8 45.5 65.3

Table A-1: Average and worstclass natural, boundary, and robust errors (%) for various algorithms of WRN28-10 on CIFAR10.

| Avg. Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg.Rob.  Worst Rob.

PGD Adyv. Training 8.1 16.8 38.5 57.3 46.7 71.2
TRADES(1/A =1) 8.0 19.6 40.1 60.0 48.1 73.3
TRADES(1/A = 6) 10.6 23.1 321 52.5 42.7 70.6
Baseline ReWeight 8.5 16.2 40.3 57.8 48.8 71.1
FRL(ReWeight) 7.8 134 38.9 56.9 46.7 70.7
FRL(ReMargin) 8.4 134 40.8 52.1 49.2 65.5
FRL(ReWeight+ReMargin) 8.4 13.2 38.4 52.1 46.8 63.1
CAAT (Grad-Based) 7.3 12.1 37.4 40.4 447 59.5
CAAT (ReMargin) 6.2 11.7 36.6 48.8 42.8 56.0

Table A-2: Average and worstclass natural, boundary, and robust errors (%) for various algorithms of WRN28-10 on SVHN.

on noisy data. For CIFAR10 with 20% and 40% pair-flip
noise, our method can decrease the average robust error
up to 9% and 12% compared with other methods. For CI-
FAR10 with 20% and 40% uniform noise, our method can
decrease the average robust error up to 6% and 16% com-
pared with other methods. FRL (Xu et al. 2021) can not ef-
fectively decrease the average and worst boundary and ro-
bust errors on noisy data. Compared with FRL (Xu et al.
2021), our method effectively reduces the worst intraclass
boundary and robust errors. Thus, it achieves better fairness
among different classes. Therefore, our method achieves the
best generalization, robustness, and fairness, which makes it
superior to comparable methods. Figs. A-19 (a) - (d) indicate
the natural and robust errors of each class on CIFAR10 with
20% and 40% pair-flip noise. Figs. A-20 (a) - (d) indicate
the natural and robust errors of each class on CIFAR10 with
20% and 40% uniform noise. As we can see, our method de-
creases the robust and the natural errors of most categories.
The gaps between the largest and smallest errors are also
decreased, which means that our method achieves the best
fairness compared with other methods.

Fig. A-21 (a) indicates the ratio of the adversaries of clean
and noisy samples on CIFAR10 with 40% pair-flip noise.
The ratio of adversaries for clean samples is considerably
higher than that for noisy samples. As shown in Fig. A-21
(b), the average adversarial bound for clean samples is large.
Thus, clean samples play a more important role in model
training than noisy samples. Fig. A-21 (b) indicates that the
average anti-adversarial perturbation bound of noisy sam-
ples is large. Thus, the negative influence of noisy samples
on the model can be decreased as noisy samples do the high-

est degree of anti-adversarial training. Therefore, CAAT per-
forms well on noisy data.

Further Results of Imbalanced Classification

The comparison results on CIFAR10 with imbalance factor
100 are shown in Table A-7. The PreAct-ResNet18 model is
utilized.

We can see that our methods with two types of varied
bounds reduce the average and the worstclass natural and
robust errors under different degrees on CIFAR10 with im-
balance factor 100. CAAT remarkably decreases the average
and worstclass robust errors. Thus, our method achieves a
better tradeoff between the accuracy and robustness of the
model. Compared with other methods, CAAT decreases the
average and worst robust errors up to 20% and 17%, respec-
tively. As with the results on noisy data, FRL can not effec-
tively decrease the average and worst boundary and robust
errors on imbalanced data. Compared with FRL (Xu et al.
2021), our method remarkably decreases the worst natural,
boundary, and robust errors. Thus, our method achieves bet-
ter fairness among different categories. In conclusion, our
method performs well on imbalanced data. Figs. A-21 (c)
and (d) illustrate the ratio of adversaries and the average per-
turbation bound of each class during the training process.
The first head class with the largest number of samples has
the lowest ratio of adversaries, while the tail classes have a
high proportion of adversaries which is in accordance with
our theoretical analysis. In addition, the head and tail cat-
egories have a large perturbation bound, which means that
the head class does the greatest degree of anti-adversarial
perturbation, and the tail classes do the greatest degree of



| Avg.Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg. Rob.  Worst Rob.

PGD Adv. Training 15.6 34.6 37.1 52.5 52.8 81.0
TRADES (1/A = 1) 15.6 36.6 31.0 54.2 46.5 61.7
TRADES (1/X = 6) 16.4 342 21.0 38.9 37.4 59.9
FRL (ReWeight) 15.3 31.6 36.0 50.7 51.4 61.4
FRL (ReMargin) 15.2 31.3 36.0 51.9 51.1 79.1
FRL (ReWeight+ReMargin) 15.7 31.7 343 48.2 50.0 59.1
CAAT (Grad-Based) 14.6 25.2 13.9 24.5 28.5 454
CAAT (ReMargin) 14.7 30.6 14.7 24.0 294 52.3

Table A-3: Average and worstclass natural, boundary, and robust errors (%) for various algorithms on CIFAR10 with 20%

pair-flip noise.

| Avg. Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg. Rob.  Worst Rob.

PGD Adyv. Training 18.3 36.3 347 472 52.0 77.8
TRADES(1/A = 1) 18.5 37.1 25.6 45.5 442 62.9
TRADES(1/\ = 6) 18.3 352 27.4 51.9 45.7 65.3
FRL(ReWeight) 18.1 33.6 36.4 522 54.5 78.7
FRL(ReMargin) 18.4 38.7 37.0 51.9 55.4 83.6
FRL(ReWeight+ReMargin) 18.4 30.8 36.3 493 54.7 74.6
CAAT (Grad-Based) 17.0 29.1 152 22.1 32.2 51.2
CAAT (ReMargin) 173 29.6 15.1 22.8 324 51.7

Table A-4: Average and worstclass natural, boundary, and robust errors (%) for various algorithms on CIFAR10 with 40%

pair-flip noise.

adversarial perturbation.

Further Results of Ablation Studies

In this subsection, we show more detailed results of our ab-
lation studies. Four variations of our method are considered,
including adversarial training with the same perturbation di-
rection and bound (Setting I), adversarial training with the
same perturbation direction and different bounds (Setting
II), adversarial training with different perturbation directions
(adversaries and anti-adversaries) and the same bound (Set-
ting III), and adversarial training with different perturbation
directions and bounds (Setting IV). The PreAct-ResNet18
model is utilized in this experiment. The average and worst
natural, boundary, and robust errors are all presented, which
are shown in Table A-8.

Settings IIT and IV obtain better performances compared
with those of Settings I and II. Thus, combining adversaries
with anti-adversaries in training is more effective than using
only adversaries. Compared with Setting III, Setting IV fur-
ther decreases the average and worst natural errors and the
worst intraclass robust error, indicating that the varied bound
is more effective in some cases.
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| Avg. Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg. Rob.  Worst Rob.
PGD Adv. Training 16.3 40.8 36.8 55.1 53.0 82.6
TRADES(1/A = 1) 15.7 30.5 29.4 44.8 45.1 57.7
TRADES(1/\ = 6) 18.7 37.7 19.7 40.0 38.4 53.6
FRL(ReWeight) 15.0 26.0 36.3 52.7 51.3 74.6
FRL(ReMargin) 14.7 29.2 36.0 55.6 50.7 78.0
FRL(ReWeight+ReMargin) 15.3 29.4 34.1 49.8 49.5 73.9
CAAT (Grad-Based) 143 25.6 174 315 317 522
CAAT (ReMargin) 149 24.0 18.6 27.8 335 50.6

Table A-5: Average and worstclass natural, boundary, and robust errors (%) for various algorithms on CIFAR10 with 20%
uniform noise.

Table A-6: Average and worstclass natural, boundary,

| Avg. Nat.  Worst Nat. | Avg. Bdy. Worst Bdy. | Avg. Rob.  Worst Rob.
PGD Adpv. Training 17.8 353 32.9 51.3 50.7 74.0
TRADES(1/A = 1) 18.6 353 33.9 56.8 52.5 72.1
TRADES(1/X = 6) 23.6 38.8 28.7 55.8 52.3 69.7
FRL(ReWeight) 15.5 29.5 34.8 49.7 50.3 75.5
FRL(ReMargin) 15.7 32.1 33.3 50.0 49.0 75.8
FRL(ReWeight+ReMargin) 15.9 29.9 33.2 50.4 49.0 72.9
CAAT (Grad-Based) 14.6 28.6 18.3 31.3 329 57.9
CAAT (ReMargin) 15.1 238.9 18.83 31.8 339 60.4

uniform noise.
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Figure A-19: (a) and (b): Natural and robust errors of four methods for each class in CIFAR10 with 20% pair-flip noise. (c) and

(d): Natural and robust errors of four methods for each class in CIFAR10 with 40% pair-flip noise.
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Figure A-20: (a) and (b): Natural and robust errors of four methods for each class in CIFAR10 with 20% uniform noise. (c) and

(d): Natural and robust errors of four methods for each class in CIFAR10 with 40% uniform noise.



Clean Noise Ratio

@

0.036

0.035

0.033

0.032

0.031

Clean-adv Clean-at-adv Noise-adv Noise-at-adv Bound

,"’ v
o —=—C1—<—C6
_»4'”/ ——C2——C7
" ——C3——C8

pe —+—C4——C9
—+—C5——C10
S ——

0.039

0.038

Average bound
o ¢
s
8

0.034

o
=
8
<

0.035

—+—C4——0C9
—+—C5——C10

10 20 30 40
© Epoch

0.033

10 20 30 40
(d) Epoch

Figure A-21: (a): Ratio of adversaries of noisy and clean samples during the training procedure on CIFAR10 with 40% pair-flip
noise. (b): Average adversarial and anti-adversarial perturbation bounds of clean and noisy samples during the training process
on CIFAR10 with 40% pair-flip noise. (c): Ratio of adversaries in each class during training on CIFAR10 with imbalance factor
100. (d): Average perturbation bound of each class during training on CIFAR10 with imbalance factor 100. Here, “C1” to “C10”
are from the first head category to the last tail category.

| Avg. Nat. Worst Nat. | Avg. Bdy. Worst Bdy. | Avg. Rob.  Worst Rob.
PGD Adv. Training 24.5 74.8 38.0 47.5 62.5 96.2
TRADES(1/A = 1) 30.8 68.3 29.9 64.2 60.7 83.8
TRADES(1/X = 6) 39.2 83.2 16.7 343 55.9 86.1
FRL(ReWeight) 19.8 42.6 36.9 50.8 56.7 86.9
FRL(ReMargin) 23.2 69.6 34.2 43.8 57.4 94.3
FRL(ReWeight+ReMargin) 19.2 48.3 36.8 52.5 56.0 89.4
CAAT (Grad-Based) 18.8 393 16.8 27.5 35.6 66.8
CAAT (ReMargin) 18.7 41.5 17.6 25.8 36.3 72.9

Table A-7: Average and worstclass natural, boundary, and robust errors (%) for various algorithms on CIFAR10 with imbalance

factor 100.

| Avg.Nat. Worst Nat. | Avg.Bdy. Worst Bdy. | Avg.Rob.  Worst Rob.
Setting I 16.0 22.5 41.6 54.2 57.6 73.3
Setting 11 16.9 24.7 35.0 50.8 51.9 75.2
Setting I1I 149 24.6 13.8 22.0 28.7 44.5
Setting IV |  13.9 243 154 24.9 293 44.4

Table A-8: Average and worstclass natural, boundary, and robust errors (%) for four variations of CAAT on standard CIFAR10.
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