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A B S T R A C T

With the rapid development of blockchain technology, the cross-blockchain asset transfer has been in great
demand. However, most existing cross-blockchain solutions encounter low efficiency problems due to the
centralized features, unfriendly development environment, and difficulty in cooperation. This paper proposes
an interaction protocol for secure and efficient cross-blockchain transfer process, wherein the cross-blockchain
asset transfer is modeled as an auction process. We design our protocol by leveraging the atomic swap
technology and Vickrey auction scheme to achieve efficient cross-blockchain asset transfer, without sacrificing
the decentralized control. To achieve the transfer efficiency, we optimize the Vickrey auction scheme to
share data within the auction and delivery process synchronously. This results in a efficient user information
exchange. The experimental results show that not only can our protocol achieve compatibility, but it also incurs
little communication overhead in high throughput. A cross-blockchain transfer process can be accomplished in
average 4 rounds of interaction. The difference between the transaction completion time and the bid waiting
time is less than 1 second. Besides, our protocol guarantees the exchange rate at a reasonable range. The
ratio of the cross-blockchain exchange rate to the real exchange rate converges to 0.9 for approximately 200
participants. The transaction fee decreases sharply with the increase of the number of auction participants.
1. Introduction

Since Blockchain technology was introduced in 2008, cryptocur-
rency systems continuously enlarged the community and exerted bigger
impacts on our society [1]. The number of blockchain systems is
increasing rapidly, which makes great demands for cross-blockchain
asset transfers [2,3]. Besides, the deployment of smart-contract enriches
the interaction approaches with the real world, based on which the
traditional industry like finance and insurance can expand their scope
dramatically [4,5]. We need to strengthen the interoperability between
different blockchain systems to meet these diverse application patterns.

Specific to the cryptocurrency, it is necessary to strengthen the
property of cross-blockchain asset transfer among separate blockchain
systems [6]. As in the early days of the Internet, the interconnection
of local area networks (LAN) greatly promoted the development of
the network. The expansion of blockchain application demands the
development of the transfer protocol, which specifies how an item on
one blockchain can be shipped to the other with the same value.

∗ Corresponding author.
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The cross-blockchain asset transfer is a very common but important
application scenario in reality applications [7,8]. Take the blockchain-
enabled traffic accident automatic disposing as an example (Fig. 1).
Supposing Alice has a car accident with Bob, and Alice needs to pay Bob
$1000 with insurance and $500 cash. The sensors send the data to the
accident disposing system, and the system confirms the responsibility.
The accident disposing system collects Alice’s payment from her bank
account and the insurance payment system, and sends it to Bob. The
information and assets flow among four systems in this case, which is
slow and complex. Furthermore, the programmers need to deal with
the complicated cooperation with different systems. These challenges of
inefficient transaction and complex centralized collaboration are urgent
to be solved.

To enable cross-blockchain operation, a lot of efforts have been
made [9], e.g., the intermediary mechanism with a trusted third part,
such as Ripple [10] and Binance [11]. In these schemes, the interme-
diary obtains the global information and uses it to make a deal [12].
The intermediary also entrusts and guarantees the transaction [13].
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Fig. 1. The automatic accident processing with blockchain.

Another approach is developing a side chain or a relay chain to connect
existing systems, represented by Cosmos [14] and Polkadot [15]. By
developing a unified intermediate interactive interface, a new system
is built between different blockchains [16]. It connects and interacts
with the main chain system, transferring information among them [17].
Atomic swap mechanism is also developed for cross-blockchain op-
eration [18,19]. This technology is mainly used in the asset swap
scheme, and represented by the hash time lock contract. It utilizes
the irreversibility of hash problem to realize atomicity and consistency
during the asset swap process.

However, the existing blockchain interoperability schemes may not
yield the best performance and decentralization for the following rea-
sons. First, some schemes, e.g. Ripple and Binance, need to sacrifice
the decentralization feature of the blockchain system, and transfers
information through a trusted third party. However, a trusted third
party is a centralized system, that goes against the decentralization
of blockchains. Second, it often requires a large amount of devel-
oping work in some schemes to maintain a new entity, such as a
side-chain or relay-chain system (Cosmos). This greatly increases the
difficulty to maintain the blockchain system. Third, most of the existing
schemes involve complex communication and coordination mecha-
nisms. Distributed implementations of value transfer across blockchains
are promising schemes, but it is still in the course of initial develop-
ment [20,21]. Few systematic research literature could be found in
this field. A Vickery auction is a sealed second price auction, which
combines the bid process and auction process into one behavior [22].
This scheme has the advantages of decentralization, incentive fees
and convenience in communication, that meet the demands of the
cross-blockchain asset transfer problem well.

To address the issues of inefficient transaction and complex central-
ized collaboration in the existing cross-chain schemes, we propose an
interactive protocol ‘‘AucSwap’’. Our protocol is designed by leveraging
the atomic swap technology and Vickrey auction to achieve efficient
and decentralized cross-blockchain asset transfer. The process of cross-
blockchain transfer is abstracted into an auction problem and the basic
principles that need to be observed during the transfer are pointed
out. In order to enhance the support of blockchain applications, we
optimize the Vickrey auction scheme by combining the bidding process
with the selection process, which significantly simplifies the auction
procedure. Moreover, the auction and delivery process are accelerated
through automatic identical information sharing to reduce the redun-
dant transmission. The experimental results show that our method has
the advantages of compatibility, little communication overhead and
high trading speed. Specifically, the main contributions are listed as
follows:

1. The cross-blockchain asset transfer is modeled as an auction
2

process. Through analysis, we leverage the auction mechanism
to realize efficient cross-blockchain transfer without the sacrifice
of decentralization;

2. By leveraging atomic exchange technology and Vickrey auc-
tion mechanism, we design AucSwap, an efficient, secure and
decentralized cross-blockchain asset transfer protocol;

3. To the best of our knowledge, we are the first that proposes the
general design principles for the cross-blockchain asset transfer
system;

4. We implemented AucSwap in a testbed environment and the
evaluation results proves its efficiency and consistency. The
cross-blockchain transfer process can be accomplished in aver-
age 4 rounds of interaction with less than 1 s difference between
the transaction completion time and bid waiting time. The ratio
of the cross-blockchain exchange rate to the market exchange
rate converges to 0.9 for approximately 200 participants.

The rest of the paper is organized as follows: The system model and
the proposed scheme are introduced in Section 2. Section 3 describes
the cross-chain transfer protocol. Section 4 shows the performance
evaluation and discussion. Section 5 presents the related work. Finally,
the paper is concluded in Section 6.

2. Preliminaries

2.1. Vickrey auction

Vickery Auction is a second price sealed auction scheme, first
proposed by William Vickrey [23]. In the auction process, the bidders
submit written bids secretly without knowing others’ bidding price.
Vickrey’s original inquiry treated both auctions of a single item and
auctions of multiple identical items, providing a mechanism in which
it is a dominant strategy for bidders to report their values truthfully and
in which outcomes are efficient [24]. For a single item, the mechanism
is often referred to as the second-price sealed-bid auction, or simply
the Vickrey auction. Bidders simultaneously submit sealed bids for the
item. The highest bidder wins the item, but (unlike standard sealed-bid
tenders) the winner pays the amount of the second-highest bid. With
these rules, a winning bidder can never affect the price it pays, so there
is no incentive for any bidder to misrepresent his value. From bidder
n’s perspective, the amount he bids determines only whether he wins,
and only by bidding his true value can he be sure to win exactly when
he is willing to pay the price.

Vickery Auction is a sealed and one-round auction scheme, which
consists of three main steps:

(1) The bidders provide the intention price secretly to the auctioneer;
(2) The auctioneer publish all the bid data;
(3) The winning bidder of the highest price complete the transaction

by the second-highest price.

According to the auction model, in the offering process, the optimal
strategy for each buyer is to directly give its own actual price. Let 𝑚 and
𝑛 be the bidders who participate the auction, and 𝜔𝑚 be the bid of the
bidder 𝑚. Let 𝜇𝑚 be the actual price of the auction goods considered
by bidder-𝑚, and 𝑚𝑎𝑥𝑛≠𝑚

(

𝜔𝑛
)

be the max bid of all bidders except 𝑚.
Then, Bidder-𝑚’s earnings 𝜑𝑚 is given as

𝜑𝑚 =
{

𝜇𝑚 − 𝑚𝑎𝑥𝑛≠𝑚
(

𝜔𝑛
)

, 𝑤ℎ𝑒𝑛 𝜔𝑚 > 𝑚𝑎𝑥𝑛≠𝑚
(

𝜔𝑛
)

0, 𝑤ℎ𝑒𝑛 𝜔𝑚 ≤ 𝑚𝑎𝑥𝑛≠𝑚
(

𝜔𝑛
) (1)

where 𝜇𝑚 is the actual price of the auction goods considered by bidder-
𝑚, and 𝑚𝑎𝑥𝑛≠𝑚

(

𝜔𝑛
)

is the max bid of all bidders except 𝑚. Then, we
have: 𝜔𝑚 > 𝜇𝑚, the bidder makes the negative earning; 𝜔𝑚 < 𝜇𝑚, the
bidder losses the earnings when 𝜔𝑚 < 𝑚𝑎𝑥𝑛≠𝑚

(

𝜔𝑛
)

< 𝜇𝑚; 𝜔𝑚 = 𝜇𝑚, the
bidder reaches the optimal strategy.
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Table 1
Notations.

Notation Description

𝑡𝑥(𝑖) The 𝑖𝑡ℎ cross-blockchain asset transfer transaction

𝑛(𝑖) The number of participants in the 𝑖𝑡ℎ cross-blockchain
asset transfer process

𝛼 The participant who initiates the transaction

𝛽 The participant who responds to the transaction

𝑆 The blockchain on which the participant initiates the
transaction (i.e. source-blockchain)

𝐷 The blockchain on which the participant responds the
transaction (i.e. destination-blockchain)

𝜚 The time point corresponding to the state,
𝜚 ∈ {𝑏𝑒𝑓𝑜𝑟𝑒, 𝑎𝑓𝑡𝑒𝑟}; 𝑏𝑒𝑓𝑜𝑟𝑒 is the time before the
transaction, and 𝑎𝑓𝑡𝑒𝑟 after the transaction.

{𝑅, 𝐼} (𝑥, 𝑌 ) The changing in assets after the transaction, 𝑅 means
reduce and 𝐼 increase, 𝑥 ∈ {𝛼, 𝛽}, 𝑌 ∈ {𝑆,𝐷}

𝑅𝑎𝑡𝑒 (𝑆,𝐷) The real exchange rate in the market for the value carrier
between the source blockchain system and the destination
one

𝑃 (𝑆,𝐷)𝑡𝑥(𝑖) The value ratio relationship between the source
blockchain system and the destination blockchain system
in the actual 𝑖𝑡ℎ transaction

𝐹𝑒𝑒 (𝑆,𝐷)𝑡𝑥(𝑖) The transaction fee paid to the responder during the 𝑖𝑡ℎ
transaction

2.2. Problem formulation and system model

We consider the asset transfer problem between different blockchain
systems. The value carrier and transfer are two key components in this
problem. The value carrier is a kind of virtual asset entity existing in
he system. A private key symbolizes the ownership of the asset. It
s also the proof when participating in the blockchain system [25].
he transfer is the process of the value carriers’ ownership alteration

between different accounts. It accompanies with the alteration of the
value carriers’ ownership or the position. Thus the cross-blockchain
asset transfer is a process of moving a user’s asset into a different
position and changing it into different value carriers between different
blockchain systems.

In cross-chain transactions, the first things a user focuses on are the
exchange rate (Eq. (2)) and the transaction fee (Eq. (3)).

𝑃 (𝑆,𝐷) = 𝑅 (𝛼, 𝑆)𝑡𝑥(𝑖) ∶ 𝑅 (𝛽,𝐷)𝑡𝑥(𝑖) = 𝐼 (𝛽, 𝑆)𝑡𝑥(𝑖) ∶ 𝐼 (𝛼,𝐷)𝑡𝑥(𝑖) (2)

𝐹𝑒𝑒 (𝑆,𝐷)𝑡𝑥(𝑖) =

⎧

⎪

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎪

⎩

[

𝑅𝑎𝑡𝑒 (𝑆,𝐷) − 𝑃 (𝑆,𝐷)𝑡𝑥(𝑖)
]

∗ 𝐼 (𝛽, 𝑆)

[

𝑅𝑎𝑡𝑒 (𝑆,𝐷) − 𝑃 (𝑆,𝐷)𝑡𝑥(𝑖)
]

∗ 𝑅 (𝛼, 𝑆)

[

𝑃 (𝑆,𝐷)𝑡𝑥(𝑖) − 𝑅𝑎𝑡𝑒 (𝑆,𝐷)
]

∗ 𝐼 (𝛼,𝐷)

[

𝑃 (𝑆,𝐷)𝑡𝑥(𝑖) − 𝑅𝑎𝑡𝑒 (𝑆,𝐷)
]

∗ 𝑅 (𝛽,𝐷)

(3)

Table 1 presents the prominent notational conventions we use
throughout this work. The exchange rate 𝑃 (𝑆,𝐷) is defined as the value
ratio of the auction item on the source and the destination blockchain.
If the process of generating value of the blockchain system is regarded
as a primary market, the cross-blockchain asset transfer is an exchange
behavior in the secondary market. Based on this knowledge, a cross-
blockchain asset transfer process needs to observe the rules listed as
follows:

– The total of the asset keeps the same during the cross-blockchain
asset transfer process, i.e.

𝑅 (𝛼, 𝑆) = 𝐼 (𝛽, 𝑆) (4)

𝐼 (𝛼,𝐷) = 𝑅 (𝛽,𝐷) (5)
3

– 𝑅𝑎𝑡𝑒 (𝑆,𝐷) need to be formed by the market spontaneously, and
is known by all the participants;

– The exchange rate in the real transaction need to be as close as
possible to the 𝑅𝑎𝑡𝑒 (𝑆,𝐷), i.e.

lim
𝑛(𝑖)→∞

𝑃 (𝑆,𝐷)𝑡𝑥(𝑖) = 𝑅𝑎𝑡𝑒 (𝑆,𝐷) (6)

– There need to be some transaction fee in the transfer process to
encourage users participating in the cooperation, i.e.

𝐹𝑒𝑒 (𝑆,𝐷)𝑡𝑥(𝑖) ≠ 0 (7)

and the transaction fee decreases with the increase of the partic-
ipants, i.e.

lim
𝑛(𝑖)→∞

𝐹𝑒𝑒 (𝑆,𝐷)𝑡𝑥(𝑖) = 0 (8)

Eqs. (4)–(8) describe the model situation of the asset cross-
blockchain transfer problem. Eqs. (6) and (8) are the constraints for
the exchange rate and the transaction fee in the model. We assume the
user budget constraint is 𝜆𝜀, where 𝜀 is the actual price and 𝜆 is the
budget parameter (1 < 𝜆 ⩽ 2).

Our purpose is to make the cross-chain exchange rate close to
the one in the market, while maintaining the transaction fee as low
as possible. Taken the requirement and reality of the trading system
into consideration, the objectives of the cross-blockchain asset transfer
scheme are listed as follows:

– Decentralization. In the process of cross-blockchain asset trans-
fer, the transaction is reached between two specific users. The
decisions and price expectations in the transaction shall be de-
termined by the participants themselves. And there is no other
third parties involved in a specific transaction.
That is (Info, Op)𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 → 0, where Info is the market informa-
tion and Op is the operation from other third parties.

– Rational Exchange Rate. An impeccable exchange scheme need
to make the asset exchange rate as close as possible to the market
rate;

– Atomicity and Consistency [18]. The state of the transaction
is only between reached or not. The modification is consistent
among all parties.

– Privacy Protection [26]. The necessary open information is spe-
cific to this transaction, and users’ privacy information must not
be disclosed.

– High Efficiency. The necessary transaction information transmis-
sion must be minimized, and transaction execution process is as
simple as possible to reduce the transaction cost.

– Incentive Mechanism. There are necessary transaction fees in
the process to encourage the participation and competition of all
parties;

– Isomerism Tolerance. The transaction scheme can be operated
among different blockchain systems, not just for a specific class
of blockchain systems.

– Forward Compatibility and Development Friendliness. The
transaction scheme should be compatible with the existing
blockchain system, and developers can support the trading mech-
anism with a small amount of work.

Under the constraints of the above properties, the problem of cross-
blockchain asset transfer can be well abstracted into an auction prob-
lem. The improved auction process can well meet the above criteria.
The combined analysis of the auction model and the cross-blockchain
asset transfer problem will be explained in detail in Section 3.

2.3. Vickrey auction based solution

According to the above analysis, the cross-blockchain asset transfer

process can be abstracted into an auction process: the seller needs to sell
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the assets on the source blockchain system, and restrict the transaction
be made in the form of asset in a destination blockchain system. We
resolve the problem in the approach of an auction scheme.

The analysis is based on four cognition points of the auction process:
(1) The auction process is two-way interactive and decentralized; (2)
The auction price can be close to the actual price by optimizing the
auction mechanism; (3) The auction process only involves the trans-
mission of information, thus it is easy to implement; (4) The auction
process only involves a small amount of transaction information, which
can well protect the privacy of all parties.

These properties make the auction model fit well with the cross-
blockchain asset transfer model. With a detailed comparison between
the cumulative auction, a sealed auction, Vickrey auction and other
widely used auction mechanisms in economics [22,27], we find that
Vickrey auction [24] is more consistent with the cross-blockchain asset
transfer process. Vickrey auction is a sealed second-price payment
auction scheme [24]. All buyers make their own offer for the seller’s
assets and this offer is sent to the seller in a sealed envelope. The
offer is known only to the bidder until the seller opens envelope. After
collecting all the offers, the seller opens the envelope and auctions the
assets to the highest bidder. However, the highest bidder only needs to
pay through the second highest offer to obtain the assets [22].

Eq. (1) describes the bidder m’s earning. In this situation, the best
strategy for a bidder is giving her actual price of the asset. This well
meets the limits described in Eq. (5). When the number of participants
increases, the condition of Eq. (7) can also be met.

Furthermore, we calculate the expected price of the asset 𝐸
(

𝑝𝑡𝑥(𝑖)
)

in the 𝑖𝑡ℎ transaction. It is not easy to directly solve the auction
price, hence the idea is to use the difference between the minimum
transaction fee and the highest market price to obtain the transaction
price. The minimum transaction fee is a random variable that follows
the normal distribution. What we need to solve is the expectation of
its minimum value. Let 𝑋1, . . . , 𝑋𝑛 be independent random variables
representing the transaction fees, with mean value of 𝜇 and standard
deviation 𝜎. Then, the expected fee that the buyer get 𝐸

(

𝑓𝑡𝑥(𝑖)
)

is given
as:

𝐸
(

𝑓𝑡𝑥(𝑖)
)

= 𝑚 ∗ 𝜀 ∗ [𝜌 − 𝛿 ∗ ∫

∞

−∞
𝑡 𝑑
𝑑𝑡

𝜑 (𝑡)𝑛(𝑖) 𝑑𝑡] , (9)

where 𝑚 is the amount of the asset need to be auctioned on the source
blockchain and 𝜀 is the actual asset exchange rate between the source
and destination in the transaction process. 𝜑 (𝑡)𝑛(𝑖) =

∏𝑛(𝑖)
𝑖 𝑃 [𝑋𝑖 >

𝜌 − 𝑡 ∗ 𝛿)] is the standard normal cumulative distribution function
CDF). Thus the expected price is given as:
(

𝑝𝑡𝑥(𝑖)
)

= 𝑚 ∗ 𝜀 ∗ [1 − 𝜌 + 𝛿 ∗ ∫

∞

−∞
𝑡 𝑑
𝑑𝑡

𝜑 (𝑡)𝑛(𝑖) 𝑑𝑡] . (10)

The larger 𝜀 is, the more close the expected assets’ auction price to
the actual price. This is also consistent with our common sense: when
an auction has more bidders, the competition between the bidders will
be more intense, the asset to be auctioned will have a higher final price.
We model the cross-blockchain asset transfer as an auction process and
present the strategies to achieve an efficient transfer.

3. Cross-chain transfer protocol

The characteristics of a Vickrey auction can well meet the require-
ments of the cross-blockchain asset transfer problem. In this section,
we leverage Vickrey auction mechanism and atomic swap technol-
ogy [18,28] to enable specific interaction process of cross-blockchain
asset transfer protocol. It should be noted that the original Vickrey
auction scheme is recomposed in the proposed protocol to meet the
4

requirements of the cross-blockchain asset transfer process.
3.1. Protocol illustration

We illustrate to describe this interaction protocol. The protocol can
be divided into two main processes. Considering the case that Alice
needs to transfer some of her assets (assuming as 𝑚) from blockchain-
A to blockchain-B. The disposed buyers are Bob, Carol, David, Eric
and Flora on blockchain-B. They bid the price of 𝑛1, 𝑛2, 𝑛3, 𝑛4, 𝑛5 and
𝑛1 > 𝑛2 > 𝑛3 > 𝑛4 > 𝑛5. The proposed protocol consists of two
main interaction processes, the Bidding Collecting Process and the Asset
Exchange Process.

Bidding Collecting Process: The first step of the protocol is making an
auction deal (Fig. 2). The seller broadcasts the bidding information and
the buyers returning the bids to the seller.

(1) The seller (Alice) sends the cross-blockchain asset transfer re-
quest to all users on blockchain-B. The request has the asset of 𝑚 and
𝑡1, m is the amount of the asset to be transferred on blockchain-A and
𝑡1 is the response deadline.

(2) The disposed buyers (Bob ∼ Flora) bid for the asset before the
response deadline 𝑡1 after receiving the request. There is also the offer
of the asset and the bidder’s electronic signature in the response.

(3) Alice collects all the response after deadline 𝑡1, and return the
collection of the responses to all the bidders.

(4) After receiving the collections, Bob wins the auction and makes
the intention of the transaction with the price 𝑛2.

Algorithms 1 and Algorithm 2 describe the behavior of the seller and
buyer during the bidding collecting process. Since this is a synchronize
interaction protocol, we set a deadline in the Algorithm 1 to avoid the
situation of dead-block. Algorithm 1 implements the seller’s action of
step 1, step 2 and step 4 in the bidding collecting process. The lines 12
in Algorithm 1 describes the determination of the clearing price. Since
Vickery Auction is a second price sealed auction scheme, we first sort
the buyer’s price and use the second highest price as the clearing price.

Algorithm 2 implements the buyer’s action of step 3. The winning
price is announced automatically after the bidding step finished by
broadcasting the bidding message. All bidders compare their bid price
with the information returned to determine whether they have won
the auction. During this process, the bidders’ price, address and other
information are shared. We use the copy of this information to simplify
the procedure so as to accelerate the delivery process.

Algorithm 1: Find the disposed buyer and price by broadcasting
Input: SwapAssetAmount 𝜉 , WaitTime 𝜏 , DestinationChain 𝜃
Output: Collect of Buyers’ Bids

1 Deadline = time.now() + 𝜏;
2 for user 𝑥 in 𝜃 do do
3 send < 𝑆𝑤𝑎𝑝𝑅𝑒𝑞𝑢𝑒𝑠𝑡, 𝜉, 𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒 > to 𝑥;
4 end
5 Initialize set allPrice, allBuyer to be empty;
6 while 𝑡𝑖𝑚𝑒.𝑛𝑜𝑤() < 𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒 do
7 GetPrice(buyerData ← 𝜃);
8 allPrice.add(price);
9 allBuyer.add(buyer)
10 end
11 maxPrice = max(allPrice);
12 secondPrice=max(allPrice.remove(maxPrice)) ,
Buyer=allBuyer.get(maxPrice);

13 for user 𝛾 in 𝑎𝑙𝑙𝐵𝑢𝑦𝑒𝑟 do
14 send < 𝑠𝑒𝑐𝑜𝑛𝑑𝑃 𝑟𝑖𝑐𝑒, 𝑚𝑎𝑥𝑃 𝑟𝑖𝑐𝑒 > to 𝛾;
15 end

Asset exchange process: After making the auction deal, the seller and
the selected buyer then exchange the asset by the method of hash-lock
(Fig. 3). The interaction process lists as follows:



Journal of Systems Architecture 117 (2021) 102102W. Liu et al.
Fig. 2. Bidding collecting process.
Fig. 3. Asset exchange process.
Algorithm 2: Bid for Some Disposed Destination Blockchain
System and Make the Transaction Intention

Input: IntentionChain 𝛾, IntentionRate 𝛿 ,
< 𝑆𝑤𝑎𝑝𝑅𝑒𝑞𝑢𝑒𝑠𝑡, 𝜉, 𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒 >,
< 𝑆𝑒𝑐𝑜𝑛𝑑𝑃 𝑟𝑖𝑐𝑒 𝛽,𝑀𝑎𝑥𝐵𝑢𝑦𝑒𝑟 𝜉 >

Output: The bid price
1 while chain = monitorSwapRequest() do
2 if chain in 𝛾 then
3 if 𝑡𝑖𝑚𝑒.𝑛𝑜𝑤() < 𝐷𝑒𝑎𝑑𝑙𝑖𝑛𝑒 then
4 𝑝𝑟𝑖𝑐𝑒 = 𝛿.𝑔𝑒𝑡 (𝑐ℎ𝑎𝑖𝑛) ∗ 𝜉;
5 end
6 wait(Deadline);
7 if 𝜉 = 𝑠𝑒𝑙𝑓 && 𝛽 = 𝑝𝑟𝑖𝑐𝑒 then
8 BuyerSwapAssetContract() continue;
9 else
10 continue;
11 end
12 end
13 end

(5) Alice makes a random String 𝑘 and evaluates its Hash-String
(𝐻𝑎𝑠ℎ(𝑘)). Alice makes a smart contract on blockchain-A by 𝐻𝑎𝑠ℎ(𝑘)
and deadline 𝑡2. In the contract, it stipulates that if someone provides
the original string 𝑘 of 𝐻𝑎𝑠ℎ(𝑘) before deadline 𝑡2, he can freeze the
asset in the smart contract.
5

Algorithm 3: Swap the Asset by Hash-Time Lock (Seller
Operation)

Input: SwapAssetAmount 𝜉, String 𝜀, WaitTime 𝜏, SecondPrice 𝛽
1 hashString=Hash(𝜀);
2 Deadline=time.now() + 𝜏;
3 makeContract(hashString, 𝜉, Deadline);
4 while monitorDesChainContract(hashString, 𝛽) do
5 releaseDesChainContract(string, DesChainAddress);
6 break;
7 end

(6) Bob makes the same contract with the asset 𝐻𝑎𝑠ℎ(𝑘) and 𝑡3
(𝑡3 < 𝑡2 and 𝑡3 ≈ 𝑡2∕2) on blockchain-B after monitoring the existence
of the contract deployed on blockchain-A [29].

(7) Alice sends the string 𝑘 to the contract on blockchain-B and gets
the asset 𝑛2 blocked in blockchain-B [29].

(8) Bob gets the string 𝑘 after step 7. Then Bob sends the string to
the contract deployed on blockchain-A before deadline 𝑡2 and gets the
asset 𝑚 blocked in the contract.

Algorithms 3 and 4 describe the behavior of the seller and buyer
during the asset exchange process. Algorithm 3 implements the seller’s
interaction of step 5 and step 7, and Algorithm 4 implements the
buyer’s interaction of step 6 and step 8.
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Algorithm 4: Swap the Asset by Hash-Time Lock(Buyer Opera-
ion)
Input: HashString Hash(𝜀), Deadline 𝜏, SecondPrice 𝛽, String 𝜀
Output: Auctioned Asset

1 while monitorDesChainContract() do
2 getData(Hash(𝜀), 𝜏, 𝛽);
3 break;
4 end
5 NewDeadline = (𝜏 - time.now())/2 + time.now();
6 makeContract(Hash(𝜀), 𝛽, NewDeadline);
7 getString(𝜀);
8 releaseSourceChainContract(𝜀, SourceChainAddress);

These two interaction processes are asynchronous and binding to-
ether logically. The protocol only involves a small amount of informa-
ion exchanges and local-blockchain operations. The global information
s shared throughout the process, which makes the cooperation among
ifferent systems efficient and close. From the protocol, the winner
nd the winning price is organized automatically after the bidding
tep finished by broadcasting the bidding message. All bidders can
etermine whether they have won the auction by comparing their bid
rice with the information returned. During the process, the bidders’
rice, address and other information will be shared. We reuse the same
opy of this information to simplify the interaction so as to accelerate
he delivery process. The delivery process is implemented through
mart contracts, which are transparent and efficient.

In the existing schemes, the exchange rates between different cryp-
ocurrencies are collected through a trusted third-party monitoring
arket. The exchange rate in the market is obtained from the previous

ransactions. This does not reflect in real-time the market’s rate of
xchange for cryptocurrencies. Nevertheless, our scheme directly binds
his pricing to the user’s bidding behavior, which better represents the
arket’s real-time exchange rate of the cryptocurrency. Moreover, the
elay due to the centralized collection of exchange rate information is
voided in the proposed protocol.

There is a security problem that the malicious bidders might bid the
sset at a higher price in the auction phase without paying for it in the
sset exchange phase. To avoid this problem, a blacklist mechanism is
esigned. The blacklist is append-only and shared globally among all
eers. When the bidders bid a price for the asset, the seller will check
he blockchain account to verify whether the bidder’s deposit can cover
he payment and whether the bidder is on the blacklist. If the bidder’s
eposit is not enough or the bidder is on the blacklist, the bidding
essage will be invalid and ignored. When the malicious bidder comes

o the asset exchange phase for the first time, his bad behavior will be
ecorded and broadcasted to all the users. The blockchain system will
erify the message and make the consensus to add the malicious user on
he blacklist. Each malicious user can only compromise one transaction.
his reduces the possibility of the system being attacked by malicious
sers.

The proposed protocol is asynchronous. It only involves a little
mount of information exchange and local-blockchain system opera-
ion. We divide the protocol into two steps, and the second step need
o be triggered by the first step. These two steps are binding together
ogically, so that public information can be shared. Using our protocol,
he cooperation among different blockchain systems will be efficient
nd close.

.2. Exchange properties

roposition 1. The proposed AucSwap mechanism is allocatively efficient,
ominant strategy truthful and individually rational.
6

c

Proof. Assume we have a set of 𝑛 agents 𝑖 each of whom have a
aluation function 𝑣𝑖 ∈ 𝑉 . We have a set of alternatives 𝐴 we want
o choose from. A pair of functions 𝑋 and 𝑃 defines the method of
apping agent’s reported valuations to an outcome, where 𝑋 is the

hoice rule and 𝑃 is the payment rule.
First, AucSwap adopted the Vickrey–Clarke–Groves (VCG) mech-

nism and the Groves mechanism is allocatively efficient by defini-
ion [30]: for all 𝑣𝑖 ∈ 𝑉 , if 𝑎 = 𝑋(𝑣), then for all 𝑎′ ∈ 𝐴,

𝑖
𝑣𝑖(𝑎) ≥

∑

𝑖
𝑣𝑖(𝑎′) . (11)

Fix any agent 𝑖, and reports 𝑣−𝑖 of the other players. We have the
hat agent 𝑖 experiences:

𝑖(𝑋(𝑣), 𝑃 (𝑣)) = 𝑣𝑖(𝑎∗) +
∑

𝑗≠𝑖
𝑣𝑗 (𝑎∗) − ℎ𝑖(𝑣−𝑖), (12)

here 𝑎∗ = argmax𝑎∈𝐴(
∑

𝑗≠𝑖 𝑣𝑖(𝑎∗)+𝑣′𝑖(𝑎)). Agent 𝑖 wishes to report 𝑣′𝑖 to
aximize his utility. Note that ℎ𝑖(𝑣−𝑖) has no dependence on his report,

o equivalently, agent 𝑖 wishes to report 𝑣′𝑖 to maximize

𝑖(𝑎∗) +
∑

𝑗≠𝑖
𝑣𝑗 (𝑎∗) =

∑

𝑖
𝑣𝑖(𝑎∗). (13)

ut note that if agent 𝑖 truthfully reports 𝑣′𝑖 = 𝑣𝑖, then 𝑎∗ maximizes this
uantity by definition. Hence, it is a dominant strategy for all agents
o report truthfully.

In order to prove AucSwap mechanism is individually rational, we
eed to show that agent 𝑖’s utility satisfies:

𝑖(𝑜) = 𝑣𝑖(𝑎∗) +
∑

𝑗≠𝑖
𝑣𝑗 (𝑎∗) −

∑

𝑗≠𝑖
𝑣𝑗 (𝑎∗−𝑖) ≥ 0. (14)

r equivalently

𝑖
𝑣𝑗 (𝑎∗) ≥

∑

𝑗≠𝑖
𝑣𝑗 (𝑎∗−𝑖). (15)

ut note that if this is not the case, since 𝑣𝑖 is non-negative, we would
ave:

𝑖
𝑣𝑖(𝑎∗−𝑖) ≥

∑

𝑗≠𝑖
𝑣𝑗 (𝑎∗−𝑖) >

∑

𝑖
𝑣𝑖(𝑎∗) (16)

ut this would contradict the allocative efficiency of 𝑎∗. ■

For the budget balance property, we have the following claim.
et 𝑝0𝑏𝑖𝑑 denote the smallest successful bid and 𝑝−1𝑏𝑖𝑑 denote the largest
nsuccessful bid. Similarly, let 𝑝0𝑎𝑠𝑘 denote the largest successful ask and
−1
𝑎𝑠𝑘 denote the smallest unsuccessful ask.

laim 1. The proposed AucSwap mechanism is budget balanced if and
nly if one (or more) of the following conditions hold: (1) 𝑝0𝑏𝑖𝑑 = 𝑝0𝑎𝑠𝑘; (2)
0
𝑏𝑖𝑑 = 𝑝−1𝑏𝑖𝑑 ; (3) 𝑝

0
𝑎𝑠𝑘 = 𝑝−1𝑎𝑠𝑘.

Proof sketch: In our cross-blockchain scenario, budget balance holds
f and only if
ax(𝑝0𝑎𝑠𝑘, 𝑝

−1
𝑏𝑖𝑑 ) ≥ min(𝑝0𝑏𝑖𝑑 , 𝑝

−1
𝑎𝑠𝑘), leading to cases: (1) 𝑝0𝑎𝑠𝑘 ≥ 𝑝−1𝑏𝑖𝑑 and

0
𝑏𝑖𝑑 ≤ 𝑝−1𝑎𝑠𝑘; (2) 𝑝0𝑎𝑠𝑘 < 𝑝−1𝑏𝑖𝑑 and 𝑝0𝑏𝑖𝑑 ≤ 𝑝−1𝑎𝑠𝑘; (3) 𝑝0𝑎𝑠𝑘 ≥ 𝑝−1𝑏𝑖𝑑 and 𝑝0𝑏𝑖𝑑 > 𝑝−1𝑎𝑠𝑘.

. Evaluation

In order to evaluate the proposed cross-blockchain asset transfer
cheme, an Ethereum-based experiment platform is developed to imple-
ent the protocol. Our protocol can be implemented on any blockchain

ystem with the features of virtual assets, transfer functions and smart
ontracts. Developers only need to define a programming interface to
upport the protocol in their own blockchain systems. We make the
eneral procedure for implementing this protocol on two Ethereum test
etworks. This protocol can be also supported for other heterogeneous
lockchain systems (Bitcoin, Ethereum, Hyperledger Fabric and so on).
or a developed blockchain system, it can integrate such an auction
latform to support the protocol. For a developing system, this protocol
an be supported by embedding inside a blockchain system.
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Fig. 4. The architecture of the designed auction platform.
Fig. 5. Network setup for the empirical evaluation.

4.1. Experiment setup

The architecture of the system is shown in Fig. 4. We built up
two Ethereum networks (Ethereum-A and Ethereum-B). There are sev-
eral accounts on each blockchain and each user has an account on
both Ethereum networks. Users have a wallet application outside the
Ethereum network, and this wallet is tied to an accountant on the
Ethereum. Each wallet has the function of broadcasting auction infor-
mation and collecting bids from potential buyers on the corresponding
Ethereum auction platform. Our experimental environment is: PC (CPU:
Xeon e3-1230-v5, memory: DDR4 3000-16G * 2, 250G SSD) and Laptop
(CPU: i5-8250u, Memory: DDR4 2400-8G, 250G SSD). In order to
verify the protocol’s heterogeneous devices tolerance, we also use some
devices to simulate the behavior of light nodes, including Raspberry Pi,
mobile phones, virtual machines, etc.

In the experiment, we implement our protocol in a network topol-
ogy described in Fig. 5. All nodes are connected with each other
through a 1 Gbps switch (D-Link DGS-105). The network latency is less
than 10 ms, and the network bandwidth usage is less than 10%. These
network peaks are well below the network’s maximum capacity. We
call it ‘‘an ideal network condition’’. The simulation code and the raw
data are published here.1

4.2. Performance results

We analyze the protocol from the following aspects: the transaction
completion time, the protocol I/O size, the ratio between the cross-
blockchain exchange rate and the real exchange rate, and the tolerance
for heterogeneous devices. The analysis of the network situation’s im-
pact is given in Appendix. Global parameters and variables used in the

1 https://github.com/mth1haha/Aucswap.
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evaluation are listed as follows. The Purchase Possibility indicates the
users’ purchase intention of the asset, reflecting the market’s popularity
of the asset. The Number of Participants is the number of active users on
a blockchain system. It symbolizes the activity of the community. The
Communication Size indicates the number of communications carried
out by an account during the protocol. Since each communication only
involves little information transmission of coordination, we use the
number of communications to describe the I/O situation. The Exchange-
rate Ratio is the ratio between the cross-blockchain exchange rate and
the real exchange rate in the market.

First, we evaluate the Communication Size of the proposed proto-
col. The number of communications is used as the indicator of the
communication size. Fig. 6(a) shows the number of communications
changes with the number of bidding participants. Since the buyer’s
communication during the transaction is constant, we only count the
number of the seller’s communications. One can see that the number
of communications increases with the number of participants and the
purchase possibility. Among these two factors, the popularity of the
auction asset is more important. It can be seen in Fig. 6(a) that number
of communications grows approximately linearly with the number
of participants. But the increase in purchase popularity augment the
transaction communication time greatly.

Fig. 6(b) shows the relationship between the transaction completion
time and the bid waiting time. According to the analysis of the protocol,
the transaction completion time is mainly spent on the auction period.
The duration of this phase is set by the user. The time for distributing
auction messages is directly proportional to the number of participants.
However, it can reach in a constant time under the ideal network con-
ditions. Thus we conclude that the auction completion time should be
substantially proportional to the bid waiting time and slightly increased
as the number of participants increases. In the experiment, we set up
100 common users on two Ethereum blockchains and purchase possi-
bility is set to 0.2. When the purchase possibility and the participants
gradually increase, the time spent on the distribution auction increases.
However, compared to the bid waiting time, it is still a smaller part.

Then, the Exchange-rate Ratio is evaluated in Fig. 6(c) and (d). This
ratio eventually converges to 1 as the number of participants and the
popularity of the asset increases. Since we count the price ratio of
a specific auction, there may be some price fluctuations. Fig. 6(c) is
the case where a lower price limit is set, and Fig. 6(d) is the case
where limits no starting price. In both figures, it can be seen the
trend that the ratio gradually converges to 1. By compared the two
graphs, one can see that without starting price, although the ratio also
eventually converges, the price fluctuations are relatively large, and
the convergence rate is much slower. In the same situation, the higher
the popularity of auction assets, the faster the convergence rate. The
purchase possibility is set as 0.4 in Fig. 6(c), which is at a relatively
lower level. After limiting a lower starting price, the amplitude of
price fluctuations is reduced, and the rate of convergence is greatly

https://github.com/mth1haha/Aucswap
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Fig. 6. The comparing results of the experiments.
Fig. 7. Transaction time of heterogeneous devices.

accelerated. It can be seen that when the starting price is set to 0.9,
it can reach near 1 with the participation of merely 100 people.

Based on the analysis of the results in Fig. 6(b)–(c), we can find
that in an ideal network environment, the protocol can well realize the
assets cross-blockchain transfer. It is possible to change the ownership
of assets without breaking the original closure of the system. This pro-
cess is realized point-to-point and can be achieved during constant-level
communication interaction. The interaction process is synchronous
but controllable, thus it has the characteristics of decentralization,
efficiency, and heterogeneity tolerance.

Furthermore, the heterogeneity tolerance of the protocol is analyzed
through comparing the transaction time with different devices for the
same transaction process. As shown in Fig. 7, we take the processing
time of PC as the base point 1, and compare the time between the PC
and other devices. We have counted the transaction on a laptop, virtual
servers with different configurations, mobile phones and Raspberry
8

Pis. Experimental results have shown that the time taken for various
devices to reach a transaction is basically the same. The transaction
completion time difference for various devices is within 3%. This shows
that the protocol we designed only consumes very little computing
resources in the working process, and the protocol has the character
of heterogeneity tolerance.

Since there is no distributed cross-blockchain transfer implementa-
tion available, we compare the performance of AucSwap with the most
famous cryptocurrency exchange Binance [31].

The performance comparison results are shown in Fig. 8. We first
compare the cross-blockchain asset transfer latency with Binance. From
Fig. 8(a), one can see the latency of the proposed scheme is more
stable. However, for Binance exchange, the transfer latency is high
when the transaction statistics are low, that is due to the delay caused
by the centralized collection and processing of the exchange rates and
other information. With an increase in the number of transactions, the
Binance latency decreases and converges to the AucSwap level.

Fig. 8(b) shows the transaction fee varying with the different num-
ber of auction participants in different schemes. It is notable that in
AucSwap, the transaction fee decreases sharply with the increase of the
number of auction participants. But the transaction fees of ETH to BTC
and BTC to ETH remain nearly constant in Binance exchange because
the transaction fees of the exchange are derived from the previous
transactions.

Our protocol is decentralized and atomic in its ability to transfer as-
sets across the blockchain directly between two users without the help
of other tools. In the process of the protocol, the exchange behavior
and incentiveness are organized spontaneously with the fluctuation of
the transaction. As a result, the protocol has a reasonable exchange
rate. During the auction process, only the necessary messages and
operations are involved. Therefore, the user’s personal information is
rarely exposed, with strong privacy protection and transaction security.
In addition, the efficiency of the proposed method is high since our
approach is an interoperable protocol and does not require additional
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Fig. 8. Performance comparison of AucSwap and Binance exchange.

middleware to support of existing blockchain systems. Developers who
want to add this method to their own systems simply need to build an
open interface based on this protocol, so as to perform asset transfer
operations with other blockchain systems. We find that our design
maintains some good characters among them.

5. Related work

There have been some previous research efforts on the cross-
blockchain asset transfer. BTC-Relay [32] is the first sidechain of
Bitcoin [33] and Ethereum [34]. By implementing the smart con-
tract of Bitcoin SPV (Simplified Payment Verification) wallet on the
Ethereum 9, the scheme of BTC-Relay can verify the transactions
between Bitcoin and Ethereum easily [35]. However, the BTC-Relay
scheme only supports asset transfers between bitcoin and Ethereum,
not other blockchain platforms, which is lack of universality. It also
needs large amount of development and maintenance.

Binance [11] is a blockchain asset exchange with a centralized
trading center. When users need to buy and sell blockchain assets, they
first pass the demand to the exchange. After receiving the request, the
exchange matches the request with the most recent trading information
to find the appropriate trading pair. Then the exchange matches two
trades on an operating platform to reach a deal. Transactions are
requested and completed on the exchange platform.
9

As to multi-party swap, Shapley and Scarf consider the situation
that certain kinds of swap have strong equilibriums [36]. Kaplan de-
scribes a polynomial-time algorithm that given a set of proposed swaps,
constructs a swap digraph if one exists [37]. Decker and Watten-
hofer present a protocol for improving the scalability of Bitcoin by
enabling off-chain transactions between untrusted parties [38]. More-
over, Herlihy shows that an atomic swap protocol has time complexity
proportional to the graph’s diameter and communication complexity
proportional to the amount of value exchanges.

Interledger [19] is an atomic swap based cross-blockchain scheme.
It applies the scheme of the hash-locking and time-locking [18,39].
However, it remains the problem of lacking transaction proceeding
information. This makes the transaction only can be finished after the
disposing information matching process.

Our work aims to combine the transaction information matching
process and asset cross-blockchain transfer process into one protocol.
The protocol makes the transaction occurred point-to-point, ensuring
the decentralization and cooperation among participants.

6. Conclusion

In this paper, we abstract the cross-blockchain asset transfer prob-
lem into an auction model, and design an interaction protocol to solve
it. We point out the general rules need to be obeyed during a cross-
chain protocol design. An auction platform is developed to implement
the proposed protocol. We employ a combination of analytical calcula-
tions and experiments to investigate our scheme, and demonstrate that
it has the advantages of efficiency, decentralization, rational exchange
rate, and isomerism tolerance. The experimental results show that our
protocol can be implemented in only 4 rounds of interaction. In an
ideal network environment, the difference between the transaction
completion time and the bid waiting time is less than 1 s. Our protocol
also ensures that the exchange rate is within a reasonable range. The
ratio between the cross-blockchain exchange rate and the real exchange
rate converges to 0.9 for approximately 200 participants.
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Appendix. Impact of network

Our experiments are conducted under the ideal network conditions.
Now we discuss the impact of the heterogeneous network environments
on the protocol. We analyze the impact from two phases: the auction
period and the asset exchange period. During the protocol working
process, the communication volume is very small. This makes the band-
width requirement very low. For the synchronous interaction feature of
the protocol, there is a limit to the final communication time. Thus the
most important issue is the packet arrival problem [40].

During the auction phase, a final deadline is designed for the buyer
bid and seller broadcast bids. If data packet loss occurs during any
period of the auction, the seller cannot receive the bid data and the
bid cannot be reached eventually. During the asset exchange period,
the packet loss will end the asset exchange transaction. Only when the
data loss occurs after the seller receiving the payment and the buyer
cannot get the auctioned-asset, the balance of the transaction will be



Journal of Systems Architecture 117 (2021) 102102W. Liu et al.
Fig. 9. The SPV process of BTC-Relay [32].
broken. This is a serious situation, but the possibility of this situation is
extremely low. The buyer communicates with the seller correctly in the
before bidding period. The buyer can avoid this situation by extending
the trading deadline.

Thus, the network communication problems only affect the comple-
tion of the transaction, and only in some rare cases affect the security
of the user assets, which can be avoided by extending the trading time.
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