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Abstract— Modern smart city services necessitate complex
technological infrastructure with heterogeneous compute servers,
networks, and communication protocols. However, there are
many research issues in heterogeneous computing infrastructure
for Intelligent transport systems (ITS) when using the services
in the network. Therefore, the main objective of this paper
is to intelligent transportation services and their underlying
infrastructure, built on an amalgamation of the Internet of
Things (IoT), cloud and fog computing, and associated tech-
nologies. Specifically, this paper investigates the challenging
issues of security, processing costs, and communication delays
that frequently occur during the communication of data and
messages. We propose novel, secure, and cost-effective schemes
based on blockchain-assisted homomorphic encryption tech-
niques. A Secure, Cost-Optimal Workload Assignment (SCWA)
algorithm and a blockchain scheme made possible by Partially
Hashing Homomorphic Encryption and Decryption (PHHE/D)
are designed to distribute workload efficiently. We developed
a simulator, MOTEL, that simulates the different functions
of the proposed schemes and all the necessary components.
Using MOTEL and data sets from real transport companies,
the proposed approach is tested and evaluated using various
experiments. The results demonstrate that, compared to existing
solutions, the proposed approach significantly reduces processing
costs and delays while maintaining an appropriate level of
security in transport services.

Index Terms— Smart cities, intelligent transport services,
blockchain, Internet of Things, fog/cloud computing.

I. INTRODUCTION

MART city is a broad concept that encapsulates various
services for modernizing urban facilities such as trans-
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portation, healthcare, housing, local trade, and commerce. The
proliferation of smartphones and other digital technologies
plays a major role in current smart city practices, including
the Internet of Things (IoT), cloud (fog/edge) computing,
and the Internet. This paper explores and addresses the main
challenges of security, processing cost, and delays, which are
related to smart cities’ intelligent transportation and the under-
lying digital infrastructure that is built on the combination of
IoT, cloud and fog computing, and associated technologies
such as sensors, accelerometers, GPS, and cameras.

In smart cities, IoT interconnects physical and digital
devices and has been utilized in collecting data from various
sources, which in turn enable data analytics and improve the
operations and services of public transportation [1]. Similarly,
cloud and fog computing provides an integrated infrastructure
to seamlessly support different modes of transportation, such
as subways, metros, trains, trams, and buses. Thus, based
on the combination of IoT, cloud, and fog technologies,
intelligent transportation systems can provide additional ser-
vices such as timetables and schedules, traffic conditions,
and real-time location updates based on data received from
various sensors. IoT-enabled (beacon) sensors are vital in
transmitting timely and contextual information about public
transport modes to cloud/fog servers, which enable transport
authorities and the general public to access desired information
about transportation services [2]. In addition, mobile sensors,
including accelerometers, gyroscopes, magnetometers, GPS,
and cameras, are integrated with mobile devices to determine
users’ activities. These sensors collect valuable data that can
be used for various purposes, such as automated ticketing, fare
collection, and analyzing travel patterns across different modes
of transportation [3].

Intelligent transports have various economic, efficiency,
and environmental benefits. They assist people in planning
journeys, prioritizing mobility, accessibility, and responsive-
ness to passengers’ needs with reliable information [4]. They
provide a platform wherein various public transport modes
and their operators can collaborate to ensure seamless travel
services [5], thus enabling passengers to utilize multiple
transport modes [6]. This practice assists in planning jour-
neys by providing accurate information and a wide range of
services, including real-time scheduling updates, delays, route
operations, and disruptions across different modes of trans-
port. [2] Sharing data among public transportation providers
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enables mobile applications and websites to access current
information. Furthermore, it optimizes resource utilization and
enables network patterns, demand, and resource capabilities
identification through collaboration between operators. Data
exchange between public transport modes is vital in develop-
ing ticketing and fare systems. Through this practice, public
transport operators can facilitate smooth fare payments and
ticket issuance across various modes of transportation [3]. The
data analytics of different public transport modes helps to
identify the vehicle, users, and data pattern to improve the
future efficiency of the transport systems [7].

Efficient and reliable provisioning of the above services
demands that the underlying digital infrastructure be secure
and efficient and that processing time be minimized. For
instance, current research studies [7], [8], [9] attempt to opti-
mize delay-efficient constraints among connected base stations
in transport services infrastructure. Similarly, offloading tech-
niques have been deployed to minimize service delays among
base stations. The studies in [10], [11], [12], and [13] propose
cost-efficient scheduling schemes for transport applications
in complex networks wherein many nodes are connected
at the road-unit side of the infrastructure. Furthermore, the
studies in [14], [15], and [16] considered security mechanisms
for transport applications based on blockchain technologies
and distributed fog cloud networks. Blockchain technology
converts transport data into valid hashing based on differ-
ent security algorithms (e.g., Advanced standard encryption
(AES) and secure hashing (SHA-256)) in various frameworks.
Though existing blockchain approaches [17], [18], [19], [20]
follow different consensus algorithms, such as PoW (Proof
of Work), proof of validation (PoV), proof of stake (PoS),
and Byzantine fault-tolerant blockchain schemes, they suffer
from long delays and high processing costs for transport
applications in cloud and fog networks.

This paper presents novel, cost-effective, and secure homo-
morphic blockchain schemes for intelligent transport services
using cloud, fog, and IoT networks. It exploits the Partial
Homomorphic Blockchain Network Optimization Scheme for
Consumer Electronics-Enabled Transport Workload Assign-
ment. The goal is to optimize delays and processing costs
and maintain an appropriate level of security for intelligent
transport applications deployed across different networking
and computing nodes, such as vehicle computing nodes, base
stations, and fog nodes. The novelty and contributions of the
proposed schemes are summarised as follows.

o Partial Homomorphic Enabled Blockchain for

Complex Networks: The proposed scheme devises
a blockchain-enabled secure complex network-aware
framework in which data communication, offloading,
and scheduling of requests are carried out securely and
efficiently. It exploits the blockchain decentralized mech-
anism to connect autonomous computing nodes (e.g.,
vehicular devices, base stations, IoT, cloud, and fog
nodes), which take part in the processing of functionality
of intelligent transport applications. The paper makes a
novel contribution to the work.

« Heterogeneous Node Security Validation: The scheme

introduces homomorphic encryption-enabled hashing and
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PoW validation schemes for transferring data among
different nodes. It also devises a secure, delay-efficient,
cost-optimal workload assignment (SCWA) algorithm.
Partially Hashing Homomorphic Encryption/Decryption
(PHHE/D) encrypts data and requests at local devices
and then offloads them to the fog for execution via base
stations.

« A novel and practical simulator called MOTEL-
Transport. It contains consumer electronics data, com-
plex network node services, applications, and information
relevant to base stations, fog, and cloud layers. It contends
that existing literature needs to design a novel, practical
simulator for intelligent transport applications.

The paper is organized as follows: Section II reviews related
work. Section III presents the proposed approach and its archi-
tectural design. Section IV illustrates the Partially Hashing
Homomorphic Encryption/Decryption (PHHE/D) algorithm,
security, and workload assignment. Performance evalua-
tion is presented in Section V. Section VI concludes the

paper.
II. RELATED WORK

This section discusses the existing intelligent transport
systems for secure service management. We delve into their
efforts in terms of methods, frameworks, and infrastructure,
all closely related to our work. We define existing ITS sys-
tems’ parameters (e.g., objectives, methods, infrastructure, and
resources) and the proposed system in Table I.

Yang et al. [1] presented a vehicular ad-hoc network
(VANET)-enabled vehicular services environment for random
vehicle applications. The certificate aggregation encryption
scheme (CASS) was introduced to provide secure services
to different vehicles on the road unit side. The objective
was to minimize the security risks of the distributed services
in the VANET-based system. However, the prior work only
focused on centralized and homogeneous node security. Huang
and Zhi [4] proposed a blockchain-integrated MIMO-based
scheme to improve this perspective, which allows secure
communication between connected offloading and scheduling
nodes based on blockchain schemes (e.g., proof of work and
credibility). However, this work is limited as it only considers
local nodes without mobility services for ITS applications.
Prior studies [2], [3], [7] have suggested blockchain schemes
such as proof of work and proof of validity for distributed
nodes. These studies considered security constraints such as
transactions and validation for vehicular applications. How-
ever, all nodes are uniform, and these studies do not consider
heterogeneous nodes with different features. The AAKE-BIVT
schemes suggested anonymous authentication keys, but they
still suffered from unknown registration and sharing data
privacy with unknown nodes. This means that any vehicle
node can be added, and while data is secure, it is still part of
blockchain nodes and shared with different nodes without con-
sidering privacy rules. To address this issue, feedback based on
blockchain clap schemes is suggested in these studies [8], [9],
[10], [11], [12]. The main goal is registering and making valid
transactions based on offloading and scheduling schemes. Any
vehicle registration is valid and only checks the data vehicle
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TABLE I
EXISTING BLOCKCHAIN INTELLIGENT TRANSPORT SYSTEMS

Study | Security | Layer | Node | Methods | Vehicle Type | Simulator Objective
[1] Networking | Communication Fog CASS Random VANET Security
[4] Blockchain Communication Fog-Cloud AES Random VANET Security
[21, 131, [7], [8], [9], [10] Blockchain Comp.Comm Edge-Cloud SHA Random Cloud Security
[13], [14], [15], [16], [17] Blockchain Computation Edge-Cloud AES Random MANET Security
[18], [19], [20], [20], [21], [22] | Blockchain Hy.Comp. Edge-Cloud AES Random Netsim++ Security
[23], [24], [25], [26], [27] Blockchain Hy.Comp. Edge-Cloud AES Random v2V Security
Proposed PHHE/D Vehicle Fog Het.Vehicles SCWA MOTEL-Transport | Delay/Cost/Security

services in fog cloud networks. These studies distributed the
services in fog and clouds and implemented them on the
roadside unit.

However, the aforementioned studies suffered from resource
issues when offloading all workloads of vehicle applications
to the fog and cloud nodes. The prior studies only deployed
and called the services without considering the resource
issues in their blockchain schemes for vehicle services and
applications. These studies [13], [14], [15], [16], [17], [18]
suggested blockchain schemes based on joint offloading and
resource scheduling constraints for vehicular services in fog
and cloud networks. They proposed different resource allo-
cation policies on mobile edge cloud and distributed fog
cloud networks. These security, resource, and communication
constraints are optimized for vehicular application services
in decentralized fog cloud networks. However, the ratio of
resource consumption is recorded as higher; still, all fog and
cloud nodes suffer from load balancing issues in the ubiquitous
services networks. The Internet of Things (IoT) sensors are
connected to fog cloud services based on blockchain schemes,
allowing local vehicles to communicate with the distributed
servers for different services. These services include traffic
prediction, transport timetable, ticket validation, road safety,
speed calculation, and transport routing status in distributed
networks. However, all studies exploited the advanced standard
encryption (AES) and secure hashing algorithm (SHA-256)
schemes [19], [20], [21], [22] for blockchain-based service
validation among fog and cloud networks. These security
mechanisms utilize symmetric and asymmetric mechanisms,
where the hashing of information and services is offloaded and
processed in different nodes. However, these AES and SHA
schemes integrated into the blockchain performed different
data validations in an immutable form based on proof of work
and proof of credibility schemes for the transport services.
Nevertheless, these services consume much more resources
and processing time in transport blockchain schemes for
transport services.

These studies [23], [24], [25], [26], [27] suggested homo-
morphic encryption-enabled blockchain schemes for different
industrial Internet of Vehicle Things (IIoT) vehicular appli-
cations. The homomorphic schemes have various types, such
as fully and partially homomorphic, with varying encryption
schemes, such as ElGamal, Goldwasser-Micali, and Benaloh,
to perform encryption on one node. The rest of the nodes per-
form computation on the encrypted data instead of plaintext,
as done in previous AES and SHA-256 schemes. The main

objective of these studies is to allow one node to encrypt
and decrypt in the blockchain-based network and offload
workloads from one node to another. These studies [28],
[29], [30], [31], [32] suggested lightweight security protocols
such as cryptography and hashing for intelligent transport sys-
tem applications. These security analysis protocols validated
the data transactions among different nodes. However, these
studies could have avoided the higher cost of resources and
processing time in blockchain-enabled transport services in
mobile fog cloud networks.

III. THE PROPOSED SYSTEM AND ARCHITECTURAL
DESIGN

This section describes the proposed system. First, it explains
the architectural design and different scenarios of intelligent
transport applications related to security and workload distri-
bution. Second, it presents the system model and the associated
mathematical notations and parameters used in the proposed
scheme. Third, it illustrates bi-objective cost and response time
optimization.

A. Architectural Design

The proposed system addresses the security and workload
assignment challenges in intelligent transport (vehicular) appli-
cations deployed in complex distributed computing networks.
These networks comprise loT-enabled devices, base stations
(BSs), fog and cloud computing networks, mobile users,
and various transportation modes (buses, trams, trains, etc.).
We approach this as a joint offloading and scheduling problem,
considering heterogeneous computing nodes such as BSs, fog
nodes, and cloud computing. The architecture, illustrated in
Fig. 1, depicts the core components of an intelligent transport
system: real-time data generation sensors, cooperative nodes
with blockchain miners, public transport modes, and the
overall network infrastructure encompassing BSs and other
devices.

The proposed system is decentralized, employing a
blockchain-based intelligent transport mechanism that utilizes
partial homomorphic encryption and decryption. Each node
ensures its security through blockchain technology. The ITS
sensor devices offload their real-time data to the BSs, and
then the BSs forward the requests to the available fog nodes
for processing. Each vehicle sensor can access only one base
station at a time, and many BSs are connected to each fog
node. All the BSs and fog nodes can communicate with each
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other. The primary goal is to support the mobility features
of the services for vehicular applications. The blockchain
technology based on the ITS system is implemented at all fog
nodes. Initially, the vehicular devices offload their workload
to the centralized fog agent for processing via particular BSs.
After processing data, the centralized fog node offloads the
data to another fog node based on blockchain technology
with attributes. For instance, a centralized fog node has a
current hash, a previous hash, a partial homomorphic hashing
encryption/decryption, a timestamp, and a PoW consensus.
The data is offloaded from one fog node to another through
hashing and processing without decryption, except at the
centralized fog nodes. The base stations are transceivers, and
WiFi connects to the base stations to communicate with the

Furthermore, the architecture depicts four main case
scenarios:

1) Scenario 1: In this scenario, the vehicular applications
are installed on the local devices, and offload and access
services are distributed through fog cloud networks. The
runtime environment of applications is the same as that
of distributed fog cloud networks. For instance, we have
implemented the X86 operating system-enabled cross-platform
runtime [33] environment for the different IoT microservices
and executed different vehicular applications on fog cloud
networks. Mobile users exploit applications such as transport
location services, ticketing, and ticket purchasing and vali-
dation based on real-time data generation. With the help of
GPS and Bluetooth, these sensors can determine the location
and routing zone and generate tickets for the end users for
different transport modes (e.g., metro, bus, train, and tram). All
the transport sensors offloaded data to the fog and cloud nodes
based on secure blockchain validations. However, mobile users
can invoke these services for location, routing, tickets, and trip
planning in fog cloud networks. In case 1, all the vehicles
and user devices are consensus nodes that offload their data
based on the blockchain validation scheme and encrypt and
decrypt based on a homomorphic scheme based on available
resources. The traffic monitoring system is installed on local
devices and generates requests for execution from the fog
nodes via different BSs. The only workload requests and
results are to encrypt and decrypt local devices based on partial
homomorphic encryption. The encrypted hash data request for
the particular workload is then offloaded to the BSs for further
offloading to the fog nodes for processing. Each encrypted
workload has a specific block inside blockchain-enabled fog
cloud networks.

2) Scenario 2: The homomorphic-enabled hashed data from
the end users and vehicle devices and the blockchain-enabled
base stations must be validated in the second-case scenario.
If the previous offloaded hashing data and current hashing
data match at the base stations, it is annotated as valid data.
The data was also validated among different base stations
during the mobility of vehicles and end users in the distributed
fog cloud vehicular environment. The scheduler checks the
resource availability at the base stations and delays to validate
the security among the base stations. The primary is that
overloading and traffic prediction at the base stations must be
controlled; otherwise, higher delays in offloading and service
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invoking could degrade the performance of applications in
real-time data processing. For instance, real-time ticket val-
idation can be done in different transport modes. Therefore,
valid data and verification are received as receivers from
different fog and cloud nodes at the base stations. All the
base stations send and receive data with secure validation
based on blockchain schemes for end users and vehicle
applications.

3) Scenario 3: In this scenario, we show the mobility of
services and the connection between distributed base stations.
These base stations have a limited range; each is 1 kilometer
from other base stations. The handoff technique connects one
base station to another during the mobility of end users and
the vehicle in the distributed environment of the architecture.
The hand-off connectivity must ensure the security, delay, and
deadline of the vehicle workload without degrading perfor-
mance in the network. All the base stations are connected
with the blockchain networks, where each hand-off of the
base station also validates and transfers the secure requests
of vehicles and services in a safe form.

4) Scenario 4: In this scenario, we offload the data between
fog and cloud nodes for the storage and services involved.
These fog and cloud nodes can share and run different
applications’ data based on the same runtime environment on
X86. We validated the data transactions among nodes based on
blockchain technology in an immutable form. The proposed
system considers different devices and transport modes (such
as trains, metros, buses, and cars) with potential applications
of traffic detection, location searching, online ticket selling
and purchasing, etc. The devices use local devices to encrypt
and decrypt vehicular traffic, application data, and their results
locally. To ensure appropriate security between vehicular
devices and BSs (BSs), the proposed system devises a PoW
scheme, which matches the hashing of requests before sending
them to the fog nodes for processing. All the vehicles are
connected to the BSs via different wireless technologies. The
PoW scheme also ensures security between BSs and BSs and
fog-to-fog during mobility. Locations 1 and 2 can transfer their
data as encrypted data (encrypted transactions) based on the
PoW scheme in the system. The users (passengers, etc.) can
use Android vehicle applications to monitor the location and
traffic inside vehicles during their trips.

In the proposed architecture, all vehicle applications are
connected to different fog and cloud networks through a base
station (mobile network) and WiFi, the transport Internet net-
work. Vehicles should have access to wireless network services
and IoT-related devices. It considers different processing nodes
(e.g., vehicle devices, base stations, fog, and cloud nodes)
and two computational nodes (fog and cloud nodes). The fog
nodes, as shown in Fig. 1, are located at the road-unit side,
and cloud computing is located multiple hops away from the
devices in the network. The fog nodes offer services to the
vehicle applications on the radio network.

Further, we design coarse-grained workloads of transport
applications (e.g., trains, buses, and cars) and use such
workloads to evaluate how the proposed architecture reduces
workloads using a blockchain-enabled approach. The security
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mechanism ensures data is encrypted and decrypted on the
secure nodes in the network.

B. Mathematical Modelling and Notations

This section presents a mathematical model of the proposed
system. It also defines a set of mathematical notations (or
parameters) used in developing and evaluating the proposed
system.

Mobility is the key feature of vehicular applications, where
a vehicle (e.g., bus or car) connects to all BSs by a certain dis-
tance in a distributed network. All the data and messages must
be securely and efficiently communicated between respective
devices and network nodes. The proposed system considers
several important notations (or parameters) related to vehicular
applications. Table II gives the notations of variables and their
definition. The proposed model considers the V numbers of
applications such as collision detection, traffic monitoring, etc.
Each application v has a particular workload v,, and deadline
vg. It assumes that D number of vehicles and each vehicle d
has resource €; and speed ¢y. It also assumes the B.S number
of BSs and BSs has bs has limited resources €p; and speed
¢ps- The model considers K number of homogeneous fog
nodes with the same speed and resource, e.g., {; and e,
respectively. The proposed model’s workload assignments to

Homomorphic secure and cost efficient blockchain system for public transport infrastructure and application.

different nodes are modeled as follows.

Vy
————, Xybsk =1, casel
Bwu[;}(—)Down
w
o Xy bsk =2, case?2
up<>Down
Xv,bs,k = I%)w 1)
———, Xpbs,k =3, case3
Bwu[%;—)Dawn
w
———, Xppsk =4, case4
| BWypeDown

which determines the initial assignment of the workload in dif-
ferent cases. The proposed system makes the local encryption
and decryption based on partial homomorphic and determines
the time in the following way.

timeLE=ZZZ—xEnc—i—Decxvask—l 2)
vw—lv—ldl

costLEzZZZ—xEnc+Decxvask_1 3)
vy=1v= ldl

where Egs. (2) and (3) determine the local execution time and
local cost of requests during encryption and decryption. How-
ever, the local time and cost are calculated after assignment
on nodes as shown with this expression, e.g., x, psx = 1. The
variable with assignment 1 shows the tasks assigned to the
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TABLE I
MATHEMATICAL NOTATION

Problem Notations \ Notation Definitions

|4 Number of vehicular applications
v The particular vehicular application v
w Total number of workloads

Vw Workload of application v

R Total number of requests of V
Tw Particular request of workload vy,
V4 Deadline of vehicular application
D Number of vehicle devices

d Particular vehicle device

(q Processing speed of device d

€q Resource of device d

BS Number of BSs

bs particular BSs

Chs Processing speed of BSs

€ps Resource of BSs

K Number of fog nodes

k Particular fog node

€k Resources of node k

B Set of blockchain blocks

b Particular block

D, q Random number

PK,PV Primary key, Private key 256-bits
L1,L2,L3 Initial Location, Mobility Location, Destination

nodes. Otherwise, it is equal to 0.

V. D R

Enc ~ ciper = z ZZZ(PK d,r € vy, p,q), &)

vy=1v=1d=1r=1

which determines the encryption process of all device requests
with public and private keys. Both public and private keys
are generated randomly based on random functions in the
homomorphic operations in the system.

V. D R

Dec = ZZZZEnc(PV d,r € vy, p,q), 5

vy=1v=1d=1r=1

which determines the encryption process of all requests on all
devices with public and private keys. The execution time for
particular fog nodes is determined as follows.

w v
. Enc < vy,
timerg = Z ZZ {— X Xv,bs,k» (6)
V=1 v=1 k=1 k
v r X Enc < v
w
COSIFE = Z ZZ {— X Xv,bs,k- )
vy=1v=1 k=1 k

Egs. (6) and (7) determine the computation time and compu-
tation cost at fog nodes, respectively.

1) Case 1: Vehicular Devices to BSs (BSs): The offloading
time between devices to BSs is determined in the following
way.

Enc ~ cipher
timeg~ps = Z Z X {Xv,bs,k =1}, (¥
he—l d—1 Bwup<—>Down

which determines the offloading time between devices and
BSs. The offloading cost during request transmission from
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vehicle devices to BSs is determined in the following way.

D
Enc ~ cipher
COStg~ps = Z Z P X bandwidth

hsel d—1 Bwup<—>Down

x cost X {xypsk =1}.  (9)

2) Case 2: BSs to Fog Nodes: The offloading time between
devices to BSs is determined in the following way.

Enc ~ cipher
timeps~ fog = Z Z B X Pk =2}, (10)
bs=1 k=1 up<Lown

which determines the offloading time between BSs and fog
nodes. The offloading time between BSs and fog nodes is
determined in the following way.

BS K

COSlps~ fog = z Z Enc ~

hsel k1 Bwup(—)Down

h
Cipher  pandwidih

x cost X {xy ps.k =2}, (11)
which determines migration costs between BSs and fog nodes.

3) Case 3: Data Migration Between BSs: The offloading
time between BSs and BSs is determined in the following
way.

BS .
. Enc ~ cipher
timeps~ps = » ——————— X {Xppok = 3},
hiel Bwup(—)Down

12)
which determines the offloading time between BSs and fog
nodes. The offloading time between BSs and fog nodes is
determined in the following way.

BS .
Enc ~ ciph
S 2P bandwidth

COSthgps =
BwupeDown

bs=1
X cost X {Xy ps.k = 3}, 13)
which determines the migration cost between BSs and BSs.
4) Case 4: Fog to Fog: The offloading time between fog
and fog is determined in the following way.

BS

time fog~ fog = Z
bs=1

Enc ~ cipher

X {xvpsk =4}, (14)

Bwup(—)Down

which determines the offloading time between BSs and fog
nodes. The offloading time between BSs and fog nodes is
determined in the following way.

§: Enc ~ cipher

B Wup<>Down

COStfog~ fog = X bandwidth
bs=1

x cost X {xyps.k =4}, (15)
which determines the migration cost between the fog node and
the fog node.
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C. Bi-Objective Cost and Response Time Optimization

The proposed architecture optimizes vehicular applications’
response time and processing cost as a bi-objective optimiza-
tion in distributed fog and cloud networks. The response time
for applications is determined in the following way.

TOl‘CllResponsefTime
=timerg + timerg + timeg~ps

+ timehSNfog + timefogwfog + timeps~ps, (16)

which determines the response time of all vehicular appli-
cations on fog nodes during processing and BSs during
offloading.

Totalcyss = costLg + costpg + costi~ps
+ COStps~ fog + COStfog~fog + coStps~ps,
(17)

which determines the cost of all vehicular applications on fog
nodes during processing and BSs during offloading.

The objective is to minimize both the processing delay and
the transportation costs associated with workload management
for all applications, which can be defined as problem P.

P .min {Totalgesponse—Time> Totalcost}, (13)
w V. R
s.t. Z ZZr crw < vy <vy, Yr=1,...R,
vy=1v=1r=1
(19)
wW D V R
Z ZZZrerw vy, <€, Vr=1,..., R,
vy=1d=1v=1r=1
(20)
W BS V R
Z ZZZrerw — Uy < é€ps, Yr=1,..., R,
vy=Ilbs=lv=1r=1
21
W K V R
Z ZZZrerw “— vy <é€, Yr=1,...,R,
vy=1 k=1 v=1r=1
(22)

where Constraint (19) ensures that the deadlines of all vehicle
applications must be met during both the request and pro-
cessing phases, Constraint (20) determines that all devices
have sufficient resources to run the workload, Constraint (21)
determines that all BSs have sufficient resources to run the
workload, and Constraint (21) determines that all fog nodes
have sufficient resources to run the workload.

IV. PROPOSED SCHEMES AND ALGORITHMS

This section discusses the best ways to solve the problems of
safe delay and cost-optimal workload assignment in architec-
tural design (Fig. 1) and the system model cases we discussed
in Section III. Accordingly, it devises a secure delay and
cost-optimal workload assignment (SCWA) algorithm. It starts
the Partially Hashing Homomorphic Encryption/Decryption

(PHHE/D) process, which encrypts requests (data) from appli-
cations on local devices and sends them to the fog node for
BSs to run. We present the SCWA algorithm, which ensures

Algorithm 1 SCWA
Input : D,V,v,vy, BS, K

1 begin

2 foreach (V as v) do

3 Call PHHE/D Scheme to Encrypt and Decrypt
Request Data;

4 Call Offloading Scheme Between D and BSs as
Case 1;

5 Call Offloading scheme between BSs and K
Case 2;

6 Call Mobility and Handoff Scheme between bs
and bs as Case3;

7 Call Secure Data migration scheme between k
and k as Case 4;

8 Call Secure Delay and Cost Efficient Scheduling;

| Optimize Totalcos:, TOtalResp(mse—Time;

10 End process;

the processing of all workloads under their requirements.
Algorithm 1 (of the framework) has different schemes, such as
offloading schemes, scheduling schemes based on blockchain
validation, workload assignment schemes, and homomorphic
schemes that handle different workloads. In case 1, users
and vehicle devices processed workloads locally based on
homomorphic encryption and then offloaded them to the fog
and cloud through base stations, as shown in case 2. The
mobility of services for users and vehicles is considered in
case 3. Case 4 shows the fog, cloud data migration, and
collaboration in the distributed networks.

A. The PHHE/D Scheme Security Threat Model

We present the security threat model based on the PHHE/D
scheme inside blockchain technology. The model is divided
into two parts: partial holomorphic encryption and blockchain
validation among nodes for vehicle data. We identified security
attacks based on the designed pattern inside security; if the
security pattern inside hashing is changed, we assume it is a
security attack on the data. In this case, the node is scanned
and verified until and unless it receives the original pattern of
hashing inside the block.

For the security analysis, we match the hashing pattern
in each blockchain block, which is available in the form
of hashing. If the hashing pattern and offloaded hashed are
matched, the system acknowledges it as authenticated and
valid transactions. Otherwise, the transaction remains on hold
unless the pattern is restored to its original form.

Our system considers heterogeneous computing nodes such
as local transport, wireless, and edge cloud nodes. Therefore,
when we apply blockchain technology on nodes, there are
resource constraints issues in nodes. The main contribution of
the PHHE/D method is to compute encryption and decryption
on the resource-efficient nodes, and the resource constraint
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Fig. 2. PoW scheme with homomorphic encryption.

computes the validation on the ciphertext instead of reprocess-
ing the encryption and decryption. In this way, we can keep the
balance between resource-constraint devices and rich resource
nodes and maintain blockchain security among different nodes.
Whereas existing PoW schemes perform the computation on
all nodes with the same strategy that each node validates
the data based on hashing and then starts the encryption and
decryption for the next node, which is more time and resource
consuming and resource constraints nodes cannot support this
scenario for intelligent transport applications.

Therefore, we devise Partially Hashing Homomorphic
Encryption/Decryption (PHHE/D) based on advanced standard
encryption (AES). The scheme is diagrammatically repre-
sented in Fig. 2. The scheme exploits the asymmetric security
mechanism, where the public key is used for encryption, and
the private key is used for the resultant decryption. In the
proposed scheme, local devices can encrypt data and results.
Other devices can only transfer and apply computation to the
data.

The goal of Algorithm 2 is to get partial homomorphic
encryption on the transport workload using encryption and
decryption models. The local transport devices can only
encrypt and decrypt workload data based on partial homomor-
phic encryption and decryption and with pre-set homomorphic
keys. The workload is encrypted based on the local device’s
AES 256-bit scheme. This is done in three phases. The
workload is encrypted and decrypted with the additive mod
function in the first phase. In the second phase, the iterative
encryption and decryption process will continue until the
iteration reaches the value n. In the third phase, the encryption
and decryption are based on the mod function and n repetitions
with the generated custom homomorphic key of 256 bits. This
is represented in Fig. 3.

B. The PoW Scheme

The adaptive POW scheme ensures blocks’ data validity and
authenticity based on different constraint rules. Algorithm 3
ensures and validates data originality based on generated
encryption using previous and current hash. If the current node
hash k1 is matched with the earlier node k2, the transaction
gets a success status in the algorithm. However, in the case of
a failure, the system will recall the procedure from the point
of failure. We designed the offloading algorithm for different
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Algorithm 2 Partial Homomorphic Encryption and
Decryption Scheme PHHE/D

Imput :v=1,...,V,vy,...V, D, K
Output: Apply PHHE/D

1 begin

2 Homomorphic-Key HK=[0101aabb];

3 mod n;

4 PHHE/D[v, vy, d, k];

5 foreach (v=11r V) do

6 Compute Additive Encryption based on AES at
local consumer devices ;

7 Determine Encryption in Different Phases;

8 Phase-1: Local devices computation;

9 PHHE[v, v,,, k]= €) £lu) Q) 5 £0u) mod
n;

10 Phase-2: Base Station Computation;

11 Hashing pattern matched between local and base
stations ;

12 (6(;)7:’) X %;”))e mod n;

13 Phase-3:;

14 6(% X e%)e mod n;

15 Determined Decryption at local devices;

16 PHHE/D[v, vy, k]= () €Qul_€Qu) c c0u)
mod n;

17 Phase-2:;

18 Hashing pattern matched between base stations
and edge nodes;

19 (E(;—kw) X %)e mod n;

20 Phase-3:;

21 e(%kw) X e%k“’))e mod n;

22 Call PoW Scheme based on Algorithm 3;

23 End Inner encryption and decryption;

24 End Main loop;

cases based on various constraints. For instance, availability
of wireless bandwidth, signal capability, distance between
end-user and vehicle devices and base stations, and hand-off
parameters for vehicular applications. We implemented the
distance formula between points [34] and Shannon theory [35]
to offload the workloads under their deadlines. It impacts the
overall cost of offloading in distributed fog cloud networks.

C. The SCWA Scheme

This section devises the Secure Delay and Cost Opti-
mal Workload Assignment (SCWA) scheme as shown in
Algorithm 4. The goal is to handle four cases in which
consumer electronics-enabled devices offload their workloads
with encryption and decryption. In case 1, local vehicles and
user devices enforce the security based on a homomorphic data
scheme. In case 2, the scheme validated and verified hashing
between vehicles and their connected BSs during offloading
for data processing. The vehicle encrypts and decrypts work-
load locally based on blockchain attributes before processing
and offloading them to the connected and associated BSs
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Fig. 3. PoW validation.

Algorithm 3 PoW Validation

Input : PHHE[v, vy, k] € K, V;
1 begin

2 foreach (k < vy, to K, V) do

3 Validated the offload hash between nodes;

4 Declare CH Current Hash;

5 Declare PH Previous Hash;

6 foreach (f=1 as in M) do

7 f1 <= Tnsl= Enc< [v, vy, k] < SK;

8 f2 < Tnsl= Dec <« [v, vy, k] < SK;

9 if (CH < Tnsl & PH< Tnsl ) then

10 Immutable Shared transactions to another
node;

11 k1 < k2;

12 End Immutable Transactions;

13 End Inner Transactions;

14 End PoW,

for further processing and communication. In case 3, the
scheme validated and verified the hashing between vehicles
and their connected BSs during offloading for data processing.
The vehicle encrypts and decrypts workload locally based on
blockchain attributes before processing and offloading them
to the connected and associated BSs for further processing
and communication. In case 4, the scheme validated and
verified the hashing between vehicles and their connected BSs
during offloading for data processing. The vehicle encrypts
and decrypts workload locally based on blockchain attributes
before processing and offloading them to the connected and
associated BSs for further processing and communication.
Algorithm 4 offloads and allocates all workloads on the secure
and optimal nodes for execution. The algorithm has two parts:
secure offloading and optimal workload assignment under their
resources and deadline, delay, and cost constraints.

Algorithm 4 SECURE DELAY AND COST OPTIMAL
WORKLOAD ASSIGNMENT (SCWA) Scheme

o e

10
11
12

13
14
15

16
17

18
19

25
26

27
28
29

30
31

32
33

34

Input : PHHE/D[v, vy, k] € K, V, BS;

begin

foreach (k < v, to K, V) do

Determined initial assignment based on Eq. (1);

For case-1;

if ('2—2) < ¢) then
Call Algorithm 1;
Determined the encryption time & decryption
time based on Egs. (4) and (5);
Determined the local delay based on Eq. (2);
timepg < PHHE/DJ[v, vy, k, bs1];
Determined the cost based on Eq. (3);
timecos: < PHHE/D[v, vy, k, bs1];
Call Algorithm 3;

For case-2;

if (% < €ps) then
Determined the encryption time & decryption
time based on Egs. (4) and (5));
Determined the local delay based on Eq. (10);
timeps~fog < PHHE/D[v, vy, k, bs1] <
bs ~ PHHE/D|v, vy, k, bs1] < k;
Determined the cost based on Eq. (11);
COStps~fog < PHHE/D[v, vy, k, bs1] <
bs ~ PHHE/D|v, vy, k, bs1] < k;

For case-3;

if (z—f < €ps) then

Determined the encryption time & decryption

time based on Egs. (4) and (5);

Determined the local delay based on Eq. (12);

timeps~ps <— PHHE/DI[v, vy, k, bs1] <

bs ~ PHHE/D|v, vy, k, bs1] < bs;

Determined the cost based on Eq. (13);

COStps~ fog < PHHE/Dlv, vy, k, bs1] <
bs ~ PHHE/D|v, vy, k, bs1] < bs;

For case-4;

if (% < €ps) then
Determined the encryption time and
decryption time based on Egs. (4) and (5);
Determined the local delay based on Eq. (14);
timeps~ps < PHHE/D[v, vy, k, bs1] <
k~ PHHE/D|v, vy, k, bs1] < bs;
Determined the cost based on Eq. (15);
COStps~fog < PHHE/D[v, vy, k, bs1] <
k~ PHHE/D[v, vy, k, bs1] < bs;

End Main;

Algorithm 4 is illustrated as follows.

1) The algorithm is devised to schedule all offloaded
workloads on different computing nodes for processing.
For instance, requests for ticket validation, searching
timetable of vehicles, and location services can be
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invoked from any available servers during the execution
of different applications.

For case 1, the algorithm determines the security of
offloaded data between local devices and base stations
based on the blockchain scheme. The scheduler sched-
ules the workloads locally before offloading them to
fog and cloud nodes for further processing. In case 1,
all the local processing and offloading are done based
on minimum time and cost. The minimum cost and
time are key constraints during local processing and
offloading to the computing nodes for further analy-
sis. For instance, if sufficient services and/or efficient
wireless networks are unavailable, they consume more
bandwidth and incur higher costs and time as they
have to wait for the availability of services and data
processing in the networks. The local offloaded engine
in IoT devices ensures that wireless communications
signals are weak and incur higher communication time.
The offload load engine waits for the optimal communi-
cation channel with the optimal signals in the networks.
Another aspect of an offload engine is that the fog and
cloud nodes are busy and do not have free slots for
new execution. Then, the local device engine method
waits for offloading until fog and cloud slots are free
for execution. Otherwise, end users and vehicle devices
consume much more time and processing costs when
local engines randomly offload workloads to fog and
cloud nodes with weak signals and the unavailability
of slots for processing. Therefore, the proposed scheme
implements adaptive and optimal offloading based on the
workload deadline and the urgency of the services in the
networks.

For case 2, all the computing nodes, such as IoT,
fog, and cloud computing nodes, are distributed and
share their workloads to avoid resource scarcity and
balance issues in our work. Another perspective is that
we partitioned the applications into different computing
nodes, such as fog and cloud, to meet the deadlines for
workloads. The encrypted data and services are verified
and validated based on the blockchain consensus scheme
at the base stations. The PoW scheme validated the
transactions of offloading and downloading data and ser-
vices at different base stations. The proposed scheduler
checks the available resources at base stations to validate
the offloaded and downloaded data based on the given
blockchain validation requirements. All base stations are
assumed to have limited range and resources. We applied
the handoff technique to offload the initial application
requests to other base stations without degrading their
performance. In case 2, the algorithm determined secure
offloading between base stations and fog nodes based
on blockchain validation, as we determined optimal
processing time and cost (steps 14 to 19).

The algorithm determined the optimal hands-off and fog
cloud scheduling in cases 3 and 4. Only original con-
sensus nodes—such as local devices for data offloading
and fog and cloud nodes for the services—handle the
encryption and decryption. Therefore, we determined the
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algorithm’s optimal time and processing cost (steps 20 to
34).

In all the steps mentioned above, Algorithm 4 ensures
data processing security among different heterogeneous
nodes. This shows that our proposed scheduler meets
all the given constraints, such as security, delay, and
deadline of applications on different computing nodes.
It also satisfies all the cases mentioned above and their
secure and valid data processing in different connected
nodes.

)

Algorithm 4 optimizes the performances of applications in
different cases. In different cases, we show the processing and
offloading of application data on different nodes. The main
goal of the scheduling scheme, as defined in Algorithm 4, is to
process the data of applications into different cases with secure
form and meet the given deadline requirements. Therefore, the
process of each application is divided into different computing
nodes, such as local devices, fog, and cloud nodes. Therefore,
Algorithm 4 handles the scheduling mechanism of applications
on different computing nodes under their given constraints.

V. SIMULATION AND EVALUATION

In this section, we compare existing systems with the
proposed system. The main comparison is done based on their
schemes for intelligent transport applications. We implemented
the baseline approaches of existing system schemes, such as
blockchain proof of work (POW) with the SHA-256 hashing
schemes and advanced standard encryption (AES) with the
proposed homomorphic schemes regarding processing time,
cost, and deadlines.

A. Data Sources and Workload

We use datasets (as workload) collected from the Entur
company in Oslo, Norway: https://developer.entur.org/stops-
and-timetable-data. Entur offers many data-enabled services
with different public transport modes. However, we consider
only four public transport modes. Enter provides numerous
datasets, such as transport timetables, stops, and traveler
trips in various cities in Norway. We use Entur’s Software
Development Kits (SDK) to integrate these data services into
our MOTEL simulator. However, we consider other aspects,
such as traffic prediction and mobility services. Therefore,
we collected further data from different Norwegian public
transport data repositories. We gathered data for mobility
services from the Kogenta company in Oslo, Norway.
We integrated the SDK of Kogenta company to collect the data
and used stored data from different users’ devices and transport
services for processing. We pre-trained users’ data available
at: https://www.kaggle.com/datasets/austcse/embedded-
smartphone-sensor-data?resource=download. = This  user
pattern data is implemented to track and determine the end
users’ patterns during public transport use in our Motel
simulator.

B. MOTEL Transport Simulator

We have developed the MOTEL Transport Simulator,
in which we implemented the SCWA and PHHE/D strategies
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TABLE III
MOTEL SIMULATOR PARAMETERS
Value Description
JAVA Back up Development
Front End Developer JAVASCRIPT
Data XML Schema
Data and Applications Description

Vw1 Metro Route and Services

Vw2 Tram Route and Services

Vw3 Bus Route and Services

Vw4 Trains Route and Services

vl Transport Timetable

v2 Ticket Validation

v3 Traffic Information

vd Mobility Services

D 32GB~ 64, 2GB~ 4GB Ram

K 5000GB~ 2TB, 32GB~ 128GB Ram

BS 100GB~ 200GB, 50Mbps~ 10Mbps

B 25

p,q, PK, PV 100,100, 256-bits

TABLE IV
END USERS AND VEHICLE DATA

ID | Time | Longitude | Latitude | Device | Speed | Sensor |
1 6.00 am -27.717 -1578 Bus 100 Many
2 7.00 am -23.717 -2228 Metro 100 Many
3 8.00 am -32.717 -3348 Bus 100 Many
4 9.00 am -45.717 -4568 Train 100 Many
5 10.00 am -345.717 -2358 Metro 100 Many
6 11.00 am -22.717 -2348 Bus 100 Many
7 6.00 am -23.717 -3458 Train 100 Many
8 12.00 pm -112.717 -8978 Train 100 Many
9 13.00 pm | -1234.717 -7758 Train 100 Many
10 14.00 pm | -145.717 -4328 Bus 100 Many
11 15.00 am | -543.717 -4568 Bus 100 Many
12 16.00 am -453.717 -1238 Bus 100 Many
13 17.00 am | -345.717 -3458 Tram 100 Many
14 18.00 am -567.717 -4568 Tram 100 Many
15 22.00 am | -235.717 -23458 Tram 100 Many
5000 | 12.00 pm -556.717 -4448 Tram 100 Many

to evaluate the performance of the proposed scheme with the
given constraints such as cost, time, and deadlines. We defined
the simulator parameters and elements in Table III.

The MOTEL Transport Simulator is developed to simu-
late the functions of all the necessary components, such as
user applications, workloads and services, vehicle modes, IoT,
fog, and cloud infrastructure.

The MOTEL simulator’s applications are designed for smart
devices with different services. In applications, we can search
metro, tram, bus, and train schedules, traffic prediction, ticket
validation, and trip planning based on different transport
modes. There are two kinds of data in the MOTEL simulator:
end-user data and vehicle and infrastructure data. We designed
applications based on the X86 runtime environment, which
supports any mobile applications and platforms in our sim-
ulation studies. The IoT sensor data such as accelerometer,
magnetometer, gyroscope, GPS, and Bluetooth collects user
and location data from vehicles and devices. We define this
application in Table IV.

In the MOTEL simulator, with homomorphic-enabled
blockchain technology, we have successfully integrated vari-
ous cases to handle the complete processing of applications
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Fig. 4. Case 1 scenario during data collections.

and resource management. These diverse cases encompass
multiple scenarios and requirements, ensuring an efficient
system for managing applications and resources. We have
considered each case’s specific needs in the implementation
and tailored the blockchain solutions accordingly. We inte-
grated the homomorphic encryption to convert plaintext into
ciphertext and allow computations on ciphertext data without
the prerequisite of prior decryption. The outcomes of these
computations remain in encrypted form, and upon decryption,
they yield an output that is indistinguishable from the result
that would have materialized had the operations been executed
on the unencrypted data. Utilizing homomorphic encryption
holds significance in safeguarding privacy during endeavors
related to outsourced storage and computation. This scheme
facilitates the encryption of data and its transmission to cloud
environments for processing, all while upholding its encrypted
nature.

1) Case Study 1: Homomorphic Secure Hashing Enabled
Offloading Between Users-Vehicles and BSs: We implemented
FHHED schemes based on homomorphic rules [36] with the
additive operations. In MOTEL, the end users’ devices, such
as mobile machines, transport vehicle devices, and BSs, are
considered computational nodes for generating and carrying
data among different nodes. This means the basic encryption
and decryption are performed locally on the user and vehicle
devices. Each user and vehicle has many sensor types of data,
e.g., accelerometer, magnetometer, gyroscope, GPS, and Blue-
tooth. These sensors collected real-time data generated by the
integrated sensors in smartphones and vehicles, encompassing
the accelerometer, gyroscope, magnetometer, battery sensor,
GPS, etc. Such data was collected using a specialized Android
application, Sensor Data Collector, explicitly designed to
gather smartphone sensor data. The data help to determine
the locations, mobility, patterns, and behavior of vehicles and
end users for public data transport. The sensors also help to
validate the issued transport tickets among different modes
of public transport networks. For case 1, we implemented
a practical environment of 15 kilometers in Oslo city from
Janbantorget to Sognsvann, as shown in Fig. 4. We integrated
Google Maps for location tracking with the GPS. There are
BSs placed with a 1-kilometer difference among stations.
The vehicles and end users’ devices are connected to the
BSs, where connections are established based on the handover
technique [37].

Fig. 5 shows the offloading between users, vehicles, and
associated BSs. Each BS is considered to have the resource
capability to validate the offloading hashing with the original
hash based on Algorithm 2 and Algorithm 3. Each sensor’s
data and service must be encrypted at the local user and
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Fig. 5. Homomorphic encryption between vehicle and BSs.

vehicle devices before being offloaded to the BSs for further
analysis. We validated the data offloading hashing based on
the blockchain PoW scheme. For instance, the following
expression designates a user inside the vehicle who is using
a particular application: v— > vw— > r; whereas v is the
location and traffic searching application, r is the location
searching request, and vw is the sensors and vehicle workload,
which are executed locally based on PHHED scheme and
offload the encrypted data to the bs with the hashing, e.g.,
80401909476535468. In it, the data receiving bs validated the
offloaded data based on proof of validation and current hashing
and then offloaded it to the available computing for further
analysis.

2) Case Study 2: Homomorphic Secure Hashing Enabled
Offloading Between BSs and Fog Nodes: In Case 2, the
simulator shows offloading data from the BS onto the fog
node. As discussed in Case 1, all the local users and vehi-
cle devices offloaded their workloads to the base stations.
Since the base stations serve as the communication medium
between local end users and vehicle devices, we implemented
blockchain schemes on each base station to validate and
process the authenticated data sent to the fog nodes for
processing. For instance, each base station bs implemented
the blockchain PoW scheme, where offloaded requests (e.g.,
r1 = 80401909476535468) from local end users’ devices must
be validated using the previous hashing rules in blockchain
blocks. The fog node k first validates the requested r1 =
80401909476535468 data (offloaded from bs) and then pro-
cesses it. All the local devices, base stations, and fog nodes are
part of the blockchain blocks for secure data validation. The
blockchain validation process among nodes is the same for all
offloaded request data, r € R. Fig. 6 illustrates the offloading
process between BSs and fog nodes for further processing.
In our model, each base station has the resource capability to
validate the offloaded hashing with the original hash based on
Algorithm 2 and Algorithm 3.
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Fig. 6. Offloading between BSs and Fog Node.

3) Case Study 3: Homomorphic Secure Hashing Enabled
Offloading Between BSs: In Case 3, we implemented a mobil-
ity mechanism for end users and vehicles in our simulator,
which enables them to use different base stations for the
same request. For instance, a mobility scenario is consid-
ered wherein a user moves from one location to another
and covers a significant distance by walking while using
location-searching services from any available server. Since
each base station (bs) has a limited range, we designed a
handover mechanism in the simulator. This mechanism allows
base stations to automatically connect with servers and transfer
their connections among them for data requests. To ensure
secure request transfer, our blockchain scheme verifies the
validity of base station switching for a particular request based
on blockchain PoW schemes while maintaining performance
and preventing tampering issues. Fig. 7 shows the offload-
ing between BSs. In our model, each base station has the
resource capability to validate the offloading hashing with
the original hash based on Algorithm 2 and Algorithm 3.
Therefore, the same request between base stations, e.g.,
bs.r180401909476535468 ~ bs.r180401909476535468 ver-
ified and validated blockchain PoW scheme. Thus, handoff
among wireless channels is more secure in the mobility
environment.

4) Case Study 4: Homomorphic Secure Hashing Enabled
Offloading Between Fog Nodes: In this case, we demonstrate
that the MOTEL simulator enables node mobility, data, and
resource-balancing organization. For instance, a user can buy
a ticket from one server and store their data on different servers
for validation. This is because we consider different modes of
transport with a single-ticket application. When a user pur-
chases a transport ticket, it can be utilized for various modes,
such as bus, taxi, metro, and train. Therefore, the MOTEL
simulator facilitates migration among nodes, as depicted by
k ~ k in the scenario, where r1 = 80401909476535468.
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All transactions for all requests are validated based on the
blockchain PoW scheme. Fig. 8 illustrates the offloading
between fog nodes. In our model, each base station has the
resource capability to validate the offloading hashing with the
original hash, following Algorithm 2 and Algorithm 3.

C. Results and Analysis

Fig. 9 shows the performance of blockchain schemes regard-
ing the number of blocks, workloads, and mined transactions
for all nodes. It can be seen from Fig. 9 that SCWA outper-
formed all blockchain schemes in terms of processing time.

We implement the Baseline Approaches for Heterogeneous
Nodes [13], [14], [15], [19] and Baseline Approaches for
Homogeneous Nodes [15], [17], [20], [21]. We analyzed and
matched the results of each algorithm and technique based on
four given cases, as stated above. In the first case, encryption
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Fig. 10. Processing cost of algorithms and systems for vehicles applications.

and decryption are carried out on the local transport devices
and offloaded to the BSs for further processing. The main
reason is that local devices have resource constraints and
cannot execute all workloads locally on the devices. Therefore,
to improve performance, the vehicle offloads ciphertext to the
BSs for further processing. In the second case, the cipher
data was offloaded between the BSs and the fog node for
processing. In the third case, the data was offloaded between
fog nodes. In the fourth case, the data was offloaded between
BS:s.

Fig. 10 shows that the proposed PHHE/D scheme has a
lower processing cost in four cases as compared to the existing
PoW and proof of validation stake. This is the consequence
of PoW and stake requiring encryption and decryption on
each node, which is time-consuming. Similarly, as shown in
Fig. 11, PoW and PoS require encryption and decryption
on each node, which is time-consuming and requires many
resources. Therefore, homomorphic encryption is time- and
delay-optimal, as shown in Figs. 10 and 11.

Further, we conduct more experiments to compare our
scheme with existing consumer electronics transport appli-
cations. The results are shown in Fig. 12. These show that
the proposed homomorphic encryption and decryption have
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Fig. 12. Processing cost and delay of hashing and blockchain validation for
vehicles applications.

a lower delay and cost than SHA-256 and AES, which are
implemented in the existing blockchain for consumer elec-
tronics transport applications.

We implemented different encryption methods, such as
generic cryptography and hashing techniques, which are
widely used in blockchain technology to validate transport data
with different services.

Fig. 13 shows the effectiveness of the proposed scheme
PHHE/D compared to existing encryption techniques used
in the blockchain for the validation of services of transport
applications. PHHE/D has less processing time and cost in
dollars than existing encryption methods. The main reason
is that we perform the encryption computation on the rich
resource node and do not repeat the encryption and decryption
on each node for hashing, as the generally existing hashing
and cryptography methods are done in blockchain technology.
The partially homomorphic minimizes the time and cost to
avoid re-encryption and decryption again and again on nodes
and saves many resources consumption and service costs as
shown in Fig. 13.
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VI. CONCLUSION

The work presented in this paper considers modern smart
city technologies and applications in general. More specifi-
cally, it focused on the underlying infrastructure of intelligent
transportation services built on state-of-the-art computing
and networking technologies of IoT, cloud, fog, and mobile
technologies. We designed, developed, and evaluated novel
schemes of secure delay, cost-optimal workload assignment
(SCWA), and partially hashing homomorphic encryption and
decryption (PHHE/D). We designed various algorithms to
implement the proposed schemes. The suggested plan starts
with the PHHE/D-enabled blockchain plan, which encrypts the
request data of consumer electronics-enabled transport apps on
local devices and sends those apps’ requests to the fog node
to be run by BSs. We also developed a simulator called the
MOTEL Transport Simulator. It simulates different functions
of the proposed schemes and all the necessary components,
such as user applications, workloads and services, vehicle
modes, 10T, fog, and cloud infrastructure. We conducted vari-
ous simulation experiments to evaluate the proposed schemes.
Our schemes outperformed existing approaches, significantly
reducing delays and processing costs and enhancing transport
application security validation.
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